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Attorney General Ferguson:

I am writing to inform you of an issue that occurred regarding personal information of Washington residents. On November 23,
2019, we updated a portion of our website, Principal com. We later determined that a software coding issue was intermittently
resulting in instances where a customer navigating within their own account on our website was inadvertently shown a single
webpage containing information related to another Principal® customer’s account. New code was installed on JTanuary 6, 2020,
which fixed the issue. See the atfached letter for additional information about the issue.

Attached is a draft copy of the customer notification.
Do not hesitate to contact me if you have any questions. Thanks.
Sincerely,

Michele M. Ramsey

AVP — Chief Privacy Officer
Principal Financial Group

Des Moines, Iowa 50302-0540
QO (515) 248-0406

F (866) 496-6527

ramsey michele@principal com
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VIA EMAIL (z605867671)

May 7, 2020

Attorney General Bob Ferguson
1124 Washington Street SE
Olympia, WA 8504

Re: Notification of website issue
Lear Attorney General Ferguson:

I am writing to inform you of an issue that occurred regarding personal information of 583 residents. On
November 23, 2019, we updated a portion of sur website, Principal.com. We later determined that a
software coding issue was intermittently resulting in instances where a single webpage containing
information related to ancther Principal” customer's account may have been displayed while a customer
was navigating in his or her own account. Information displayed included name, Social Security number
and sormetirmes other identifiable information. New code was installed or: January 6, 2020, which fixed
the issue.

After receiving e limited number of reports from Principal custormers about this issue {as of January 3,
202¢, & Principal customers had reported seeing information displayed from a different account out of
approximately 11 mililion logins since November 23, 2014), we conducted an investigaticn to determine if
additional instances could be identified after the software update, prior to the fix. Our investigation took
substartial time and effort, and we are now confident we have identified the fuill group of retirerment
plans and participants that may have had information inadvertently displayed to another customer.

In each occurrence, a single webpage containing personal information was potentially displayed to one
Principal customer. To be clear, the individual to whom the webpage was misdirected could not make
any changes or initiate any transactions in any other customer's account, Nor could the individual access
of navigate within another customer’s account. If the individual tried to click on a link or navigate on the
webpage, they would have received an esror or simply received their own account information. Given the
circurnstances, we believe it is very unlikely that the displayed data wili be misusged.

After tharough investigation, we do not believe there was an acquisition of any inadvertently displayed
information, nor do we believe there is any likelihood of harm to the individuals whose personal
information was displayed. Out of an abundance of caution, however, the retirement plan sponsor whose
participarts’ information was displayed have asked us to notify those participants of the occurrence and
offer them credit monitoring services. A copy of the notification letter sent to affected participants is
attachad. We are correspondingly providing you with this information.

How Discovered —~ Reports received through our Corporate Contact Center.

Has lost, stolen, or breached information been recovered - N/A
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Have individuals invalved in the incident (both internal and external) been identified — Yes
Has a police report been filed - No

Type of information lost, stolen or breached ~ No information was lost, stolen or breached.
Information potentiaily inadvertently displayed included name and Social Sacurity number.

Was information encrypted - No

Laost, stolen or breached information covers what period of time — December 16, 2015 and December
26, 2019

How many Washington residents affected - 585

Results of an internal review identifying either a lapse in internal procedures or confirmation that all
procedures were followed — All procedures were followed. We conducted a variety of tests before this
software was introduced to our website, and we have now updated our testing to account for this exact
scenarin. However, because this issue was very unique and occurrad so infrequently given the volume of
activity our website experiences, the issue was not identified during testing.

Regulated entity contact person for the Department to contact regarding the incident — Michele
Ramsey, AVP - Chief Privacy Officer.

Please do not hasitate to contact me if you have guestions.

Sincarely,

[5) Michele M. Ramsey

Michele M. Ramsey

AVP - Chief Privacy Officer
Principal Financial Group

Das Maines, lowa 50352-0300
(515} 248-0406

FAX{B66) nob-Ghay
ramsey.michele@principal.com

Attachment
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Principal Financial Group
711 Migh Street
Des Moines, tA 50392

Dear

Keeping your retirement account information safe and secure is a high priority. That's why we're
making you aware of an issue that occurred within our website, which involved your personal
infarmation.

What happened?

Iy kate 20719, we updated a portion of our website, We later determined that o software coding
issue was intermittently resutting ininstances where a customer navigating within their own
arcount on our website wauld inadvertently be shown a single webpage containing information
related to another Principal® customer’s account, On December 16, 2019, we betieve a single
webpage that included your personal information was misdirected to a Principal. com user while he
was navigating in his own online account. We have since fixed the website code that caused this
issue, Qur forensics review indicates that the misdirected webpage, if it was displayed at att, was
only displayed for a few seconds, |n addition, the Principal.com user who received the misdirecied
webpage has stated that ha does not remaember ever seging the infarmation. Qut of an abundance
of caution, however, we are writing to make sure you are aware that this issue occurred.

What information was involved?
We've identified that your name, Social Security number, and birthdate was among the
information misdirected to ancther custormer,

Although a single webpage certaining your information may have been displayed to another
Principal customer, that individual wasn't able to access or navigate within yvour account,  the
individual tried to click on a tink or navigate on the webpaae, they would've received an arror or
simply received their own account information. To be ¢lear, the individual couldn’t make any
changes arinitiate any transactions in your accournt. Given the circumstances, we believe it's very
unlikely that the information will be misused.

Why does Principal have my personal information?

Principal is the recardkeeper for the Knight-Swift Transportation Moldings Inc. Retirement Plan. As
the recordkeeper, Principal maintains certain personal information about Knight-Swift's current
and former employees, After we learned that this issue had occurred, we contacted the plan
administrator, After explairing what had ocourred, the plan administrator asked us to notify you,
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What are we doing now?
We take the privacy of our customers’ account information very seriously.

We realize the expectations you have of us (and rightfully so}, so please know that we're confident
we've resolved the issue and have the right measures in place to help make sure this doesn't
happen again. Additionally, as part of our normal protocols, an indeperndent auditor reviews and
avalliates our security rmeasures on an onaoing bhasis.

We want you to feel comfortable with the security of your account, 50 we're extending you an
offer for a one-year subscription to Equifax Credit Watch (a credit monitoring service)--which
alerts you to certain changes or activity in your credit file. (See attachment for additional
infarmation.) This service also provides identity theft insurance. Here's how you can sign up for this
service (at no cost to you):

o Visit wwyy myservices eogifae eom i

«  Enter your activation code: {ocodel

What can you do?
We believe s very unlikely yvour information will be misused, but in addition o the credit
monitoring service offered, you may choose to
=  Review your account statements ofter and report any suspicious activity immediately to
the service provider.
« Protect all your accounts with a personal identification number (PIN) or password, Don't
Lse ary part of your Social Security number as a PN or password.

s Update your current passwords for your online accounts.

Protect vourself from identity theft by reviewing and acting upon Federal Trade Commission
information, which can be found at www.consurer.gov/idtheft or by calling 1-877-FTC-HELP {1-
§77-382-4357). i you suspect yvour identity has been stolen, contact the Federal Trade
Commission at 1-877-1D-THEFT (1-877-438-4338).
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Questions?
We understand. tere are a few questions you might have:

Was this a cybersecurity attack?
N, This issue was not the result of an attack or infiltration of our network, The issue was due to a
portion of code used within our website that caused certain webpage responses to be misdirected,

Was my account information made public to everyone?
No. Your aecount information was only potentially displayed on one webpage to one Principal
customer while he was togged into his own account.

Could the customer who saw my account information take control of my account?

No., That individual wasn't able to access or navigate within your account, If the individual tried ta
click on a link or navigate on the webpage, they would've received an error or sirnply received their
owry account information, To be clear, the individual couldn’™ make any changes or initiate any
ransactions,

Did you test the software before it was released?

Yes, we conducted a variety of tests before this software was introduced to our website, And we've
updated our testing to account far this exact scenario. However, because This issue was very
unigue and occurred so infreguently given the volume of activity our website experiences, the
e was not identified during testing,

Your sgcurity is our priority and we appreciate the trust you place inus, i you have more questions,
please call us at B00-986.-334.3,

insurance products and plan administrative services providad through Princinal Lite insurance Co,, & membar of the
Principal Financial Group™ Des Moines, lowa 50352,

Principal, Principal and symbol desian and Principal Financial Group are trademarks and service marks of Principal Hnancial
Sarvices, e, a member of the Principal Financial Grouap.

i 2020 Principal Financial Services, ine,

HZ34210 1112406032020 1 03/2020
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Other impertant Information

Preduct infermation
Equifax® Credit Watch™ Gold with 3.in-1 Credit Monitoring provides you with the following key features:

i

3F-Bureau credit file monitoring” and alerts of key changes to your Equitax® Transunion
credit reports
One BEquifax 3-Bureau credit report

, and Experian®

Automatic Fraud Alerts® with a fraud alert, potential lenders are encouraged to take extra steps to verify
your 1 before extending credit

Wireless alerts (avaitable ontine only) Data charges may apply.

Access to your Equifax™ credit report

Up to $1 MM Identity Theft insurance?

Live agent Customer Service 7 days a week from 8B am. to 3 a.m,

Te sign up online for ontine detivery go to waw myssnvices eoifar, com/itr

1. Welcome Page: Enter the Activation Code provided above in the “Activation Code” box and click the
“Submit” button.
2. Register: Comptete the form with your contact information (name, gender, home address, date of

birth, Social Security Number and telephone number} and click the “Continue™ hutton.

3. Create Account: Comptete the form with your email address, create a Username and Password,
review the Terms of Use and then check the box to accept and click the “"Cantinue” button,

4. Verify ID: The system will then ask you up to four security questions to verify vour identity. Please
armwer the guestions and click the “Sulyrmit Qrcer” button,

5. Order Confirmation: This page shows you your completed enrolirnent, Please click the “View My
Product” button to access the product features,

To sign up for US Mail delivery, dial 1-866-937-8432 for access to the Equifax Credit Watch Gold
with 3.in-1 Credit Monitoring automated enrollment process. Note that all credit reports and
alerts will be sent to you via US Mail only

1. Activation Code: You witl be asked to enter your Agtivation Code provided above.
2. Customer Information: You will be asked to enter your home telephone number, horme address,

narme, date of birth and Social Security Number,

TR T St B D e Byl Bl el
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3. Permissible Purpose. You will be asked to provide Equifax with your permission to access your credit
fite and to monitor your file, Without your agreement, Equifax cannot process your 2nrollment.

4, Order Confirmation: Equifax will provide a confirmation number with an explanation that you witt
receive your Fulfillment Kit via the US Mail (when Equifax is able to verify your identity) or a
Customer Care letter with further instructions (if your identity can not be verified using the
information provided)., Please allow up to 10 business days to receive this information,

There are other steps you can take to further protect yourself against identity theft or other unauthorized
use of personal information if you are concerned.

al rf i% A consumer <;1 meant added $o your eredit report. This statement alerts creditors of
possible fraudulent activity within your report as well as requests that they contact you prior to establishing
any accounts in your name. Once the fraud alert is added to your credit report, atl creditors should contact
you prior to establishing any account in your name, To place a 90-day fraud alert on your credit file, log into
the Equifax Member Canter and click on the fraud alert tab, visit www fraudaterts equifax corm or call our
auto fraudline at 1-877-478-7625, and fallow the cimple prompts. Once the fraud alert has been placed
with Equifax, a notification will be sent to the other two credit reporting agencies, Experian and Trans Union,
on your behalf. Fraud alerts last 90 days unless you manually renew it or use the automatic fraud alert
feature within vour Credit Watch subseription,

Experian Equifax TransUnion

(888) 397.3742 (877) 4787625 {800} 680-7289

P.O, Box 9537 PO, Box 740241 P.O. Box 6790

Allen, TX 75013 Atlanta, GA 30374-0241 Fullerton, CA 9?854 £5790
YW GXREEIANLCOM WL EGUIT AL

*  You can oblaln a free copy of your credit report from narh of ’rhn three m‘z‘rhm-n.'wrlrA consumer reporting
agencies by calling 1-877-322-8228 or online at: : alere om. Under federal Law, you are
entitled o one free copy of your crodit report every 12 months from each of the three major credit
reporting agencies, You may want to obtain copies of vour credit report to ensure the accuracy of the
repoert information,

s Tolearnmare about protecting yourself from identity theft and to report incidents of identity theft, please
contact the following:

Federal Trade Commission
1-877-1D-THEFT (1-877-428-4338)
Consumer Response Centar
500 Pennsylvania Avenue, NW
Washington, DC 20580

www.consumer.goy/idtheft, or www.fto.aov/cradit

To place a security freeze on your credit report, you must send a written wqum‘r to each of the three major

consurmer reporting agencies: Equitax (www.equifax com} Experian am); and TransUnion
(www.iransunion.com! by regular, certified or overnight mail at the adciress.es helow:
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Equifax Security Freeze Experian Security Freeze Trans Union Security Freeze
P.C Box 105788 PG Box 9554 Fraud Victim Assistance Dept,
Atlanta, GA 30348 Allen, TX 75013 P.O. Box 6790

Fullerton, CA 92834

To request a security freeze, you will need to provide the following information;

N

a0

Your full name (including middle initial as well as fr, Se, 0L ete):
Social Security NMumber;
Date of birth;

prior five years;

Proof of current address such as a current utitity bill or tetephone bitl;

A lagible photocopy of a government issued identification card (state driver's license or 11D card,
mititary iderdification, ete.)

If you are a victim of identity theft, include a copy of the police report, investigative report, or
complaint to a taw enforcement agency cencerning identity theft;

If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa,
MasterCard, American Express or Discover only). Do not send cash through the mail.

The credit reporting agencies have three (3) business days after receiving your request 1o place a security
freere on your credit report, The credit bureaus must also send written confirmation Lo you within five (5)
business days and provide you with a unigque personal identification number (PIN) or password, o both that
can be used by you to authorize the removal or ifting of the security freeze,

To tift the security freeze in order te allow a specific entity or individual access to your credit report, you
must calt or send a written reguest 1o the credit reporting agencies by mall and include proper identification
{name, address, and social security number) and the PIN number or password provided to you when you
placed the security freere as well as the identities of those entities or individuals you would ke to receive
vour credit report or the specific period of time vou want the eredit report available, The credit reporting
agencies have threa (3) business days after receiving your request to lift the security freeze for those
identified entities or for the specified period of time.

Maryland Residents: You may obtain information about preventing identity theft from the Marylang
Attorney General's office: Attorney General of Maryland, Attn: Security Breach Notification, 200 5t. Paul
Place, Baitimore, MD 21202, Toli Free 1.888.743.0023 / TDD: 410-576-637 2, igitheft@ono state o ts

Massachusetts Residents: Under Massachusetts taw, you have the right to obiain a police report filed
rescrarciirig this incidlent, If youw are the victim of wentity theft, you alse have the right to file a police report and
obtair a copy of it Massachuserts {aw also allows consumers to place a security freeze (see details above for
placing a security freeze) on their credit reports at no cost to the consumer. A security freeze prohibits a
credit reporting agency from releasing any information from a consumer's credit report without written
authorization, However, please be aware that placing a security freeze an your credit report may delay,
interfere with, ar prevent the tirmely appravat of any reguests you make Tor new leans, credit mortgages,
amployrnert, housing or other services,

North Carclina Residents: You may obtain information about preventing identity theft from the MNorth
Caruling Attorney General's Qffice; Office of the Attorney General of Morth Caroling, Repartrment of Justice,
49007 Mail service Center, Raleigh, NC 27629-9007, Toll Free 1-877-566-7226 / TLL 916-716-6000,

RN ATN TR e



