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September 3, 2020 
 

 

Washington State 
Office of the Attorney General 
1125 Washington St SE 
Olympia, WA 98504 
 
Dear Sir/Madam: 

 

This firm represents Polycystic Kidney Disease Foundation ("PKD Foundation") located in 

Kansas City, Missouri. We are writing to inform you about a data security incident involving our 

client, PKD Foundation, that occurred at our client's vendor, Blackbaud, Inc. ("Blackbaud"). 

Blackbaud is an engagement and fundraising service provider to nonprofits and universities. 

After thorough investigation and confirmation by Blackbaud we believe that social security 

numbers, bank account information, or other financial data was not obtained in this data breach. 

This information was encrypted by Blackbaud. However, certain medical information was 

potentially accessed by the attacker. Accordingly, the PKD Foundation sent data breach 

notifications to residents in our state who may have been affected by this incident. According to 

our records, a total of 8,052 of Washington residents were impacted by this breach. 

 

Description of the Incident 

 

On July 16, 2020, the PKD Foundation was contacted by Blackbaud, one of the world's largest 

providers of customer relationship management systems for not-for-profit organizations and the 

higher education sector. Blackbaud representatives informed the PKD Foundation that a 

Blackbaud service provider had been the victim of a ransomware attack that culminated in May 

2020. The cybercriminal was unsuccessful in blocking access to the database involved in the 

attack, however, the cybercriminal was able to remove a copy of a subset of data from several of 

Blackbaud's clients including data of Polycystic Kidney Disease Foundation. 

 

What information was involved? 

 

A detailed forensic investigation was undertaken, on behalf of Blackbaud, by law enforcement, 

and third-party cyber security experts. 

 

As noted above, Blackbaud has confirmed that the investigation found that the cybercriminal did 

not access credit or debit card information, bank account information or social security number 

because that information was stored in an encrypted format. Also note that Polycystic Kidney 

Disease Foundation does not store social security numbers or bank account information. 
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The Polycystic Kidney Disease Foundation data accessed by the cybercriminal in the Blackbaud 

database may have contained some of the following information in some of the data records: 

 Public information such as name, title, date of birth, spouse; 

 

 Addresses and contact details such as phone numbers and email addresses; 

 

 Philanthropic interests, giving capacity and giving history to the Polycystic Kidney 

Disease Foundation; and 

 

 Transplant Status. 

 

Transplant status is the data element triggering this notification. This information is collected by 

our fundraising personnel because it is useful to discussions about giving. The PKD Foundation 

stored transplant status in a field that is unencrypted. 

 

What is Blackbaud Doing?  

 

The PKD Foundation has been informed by Blackbaud that in order to protect constituent data of 

Blackbaud clients like Polycystic Kidney Disease Foundation and mitigate potential identity theft, 

it met the cybercriminal's ransomware demand. Blackbaud advised the PKD Foundation that 

Blackbaud has received assurances from the cybercriminal and third-party experts that the data 

was destroyed and thus is no longer usable or accessible by any unauthorized persons or entities. 

Blackbaud informed the PKD Foundation that Blackbaud continues to monitor the web in an 

effort to verify the data accessed by the cybercriminal has not been misused. 

 

What is the PKD Foundation doing? 

 

Upon notification of this breach by Blackbaud, the PKD Foundation immediately launched its 

own investigation and has taken the following steps: 

 

 The PKD Foundation is notifying affected volunteers, donors, employees, chapters, and 

others in our network that may have been affected to make them aware of this breach of 

Blackbaud's systems; 

 

 The PKD Foundation is working with Blackbaud to understand why there was a delay 

between it finding the breach and notifying us, as well as what actions Blackbaud is taking 

to increase its security to ensure our data will be protected against future threats; 

 

 The PKD Foundation is conferring with other Blackbaud clients to share information 

about this breach, resulting corrective actions and identify any additional recommended 

best practices. 
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 The PKD Foundation is evaluating whether to continue to collect the transplant status 

field and how to encrypt that field if it continues to be collected. 

 

 Additional notifications regarding this incident will be posted to 

https://www.pkdcure.org/blackbaud.htm  

 

 PKD Foundation is evaluating whether to continue the services of Blackbaud. 

 

For your reference, we are including a copy of the letter the PKD Foundation is sending. Please 

contact me if you have further questions.  

 

 
Sincerely,  

Stinson LLP 

 
Stephen Cosentino 

SJC:sv 

  

https://www.pkdcure.org/blackbaud.htm
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