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URGENT: Personal data breach notification

Shelese McConnell <smcconneli@northbeachschools.org> Thu, Feb 1, 2018 at 8:50 AM
To: All Staff <allstaff@northbeachschools.org>

February 1, 2018

Good morning North Beach School District employees,

Last night we learned that there was a personal data breach in our district at approximately ten o'clock Tuesday, January 30.
Someone posing as the superintendent requested via email a PDF listing of all employee names, addresses, salary information
and social security numbers. The list included information for employees who received a W-2 form for the calendar year January
1, 2017 through December 31, 2017. Many districts across our state have been victims of this phishing scam, including Olympia
School District.

We have contacted law enforcement, and our Technology Department is doing what it can to locate any possible information
that could be helpful in an investigation.

We understand the severity of this issue and will deploy a privacy expert to advise employees on protective measures. We will
deploy a system for employees to monitor their finances.

There are resources we will make available to you. However, we recommend initially that one option is for you to go to the
Federal Trade Commission identitytheft.gov website to report an identity theft. You can follow the prompts from the Home page
beginning with reporting the identity theft. Options available to you include requesting a free credit report and a credit freeze.
More information will be forthcoming as soon as we have additional information to share.

Thank you,

North Beach Business Services and Human Resources
© 360-289-2447

https://mail.google.com/mail/u/0/?ui=2&ik=bBb5edB5fc&jsver=FOnR...view=pt&msg=16152468b211b004&search=inbox&siml=16152468b211b004 Page 10of 1
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RE: Update on Data Breach

Shelese McConnell <smcconnell@northbeachschools.org> Thu, Feb 1, 2018 at 10:32 AM
To: All Staff <allstaff@northbeachschools.org>

RE: Update on Data Breach
Good morning North Beach School District employees,

This is an update of our initial notice regarding the personal data breach of employee information that occurred on at
approximately ten o’clock a.m. on Tuesday, January 30. Someone posing as the superintendent requested via email a PDF
listing of all employee names, addresses, salary information and social security numbers. The list included information for
employees who received a W-2 form for the calendar year January 1, 2017 through December 31, 2017. Many districts across
our state have been victims of this phishing scam, including Olympia School District.

We have contacted law enforcement, and the Internal Revenue Service. We also have notified our insurance carrier, which has
provided us the following contact information for employees to seek assistance on protective measures and obtaining credit
monitoring:

We also recommend you to go to the Federal Trade Commission identitytheft.gov website to report an identity theft. You can
follow the prompts from the Home page beginning with reporting the identity theft. Options available to you include requesting a
free credit report and a credit freeze. In addition, here are the toll-free numbers and addresses of the major credit reporting
agencies

TransUnion Fraud Victim Assistance
P.O. Box 2000

Chester, PA 19016

1-800-680-7289
www.transunion.com

Experian:

P.O. Box 4500
Allen, TX 75013
1888 397 3742
www.experian.com

Equifax:

Equifax Information Services LLC
PO Box 105069

Atlanta, GA 30348-5069

1 800 525 6285,
www.equifax.com

If you have further questions regarding this matter, please contact Shelese McConnell, 360-289-2447.
Thank you,

North Beach Business Services and Human Resources
360-289-2447

https://mail.google.com/mail fu/0/?ui=2&ik=b6b5ed65fc&jsver=FOnR4B...hools.org&str=1&ssp=1&gs=true&search=query&siml=16152a3fb2516280 Page 1 of 1
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UPDATE - BREACH

Shelese McConnell <smcconnell@northbeachschools.org> Thu, Feb 1, 2018 at 11:43 AM
To: All Staff <allstaff@northbeachschools.org>

February 1, 2018
Good afternoon North Beach employees,

We have continued our research into our January 30th district data breach and
wanted to update you on today’s developments. There are two steps we
recommend each employee take, as well as an important message from our
payroll department.

First, today we met talked with special agents from the Department of the Treasury Internal Revenue Service Criminal
Investigation department. Based on the specifics of this data breach, they recommend that as soon as possible, each
employee files an IRS “ldentity Theft Affidavit” form, which is attached. They also recommended we share with you the
attached "ldentity Theft" information sheet.

There are two attachments for you related to this first step.
Here is a description of the two attachments:

IRS Identity Theft: This is an information sheet that describes tax-related identity theft, as well as addresses steps for
victims of tax-related identity theft. One of those steps is to complete IRS Form 14039, Identity Theft Affidavit.

IRS Form 14039, Identity Theft Affidavit: The IRS agents we talked with today
encourage employees to fill out this form, regardless of whether or not they
have already submitted their personal tax return with the IRS. The form may
either be mailed or faxed, and a required fax cover sheet is attached for

each employee to use when sending the form. We have notified school offices
and support buildings throughout the school district to allow employees to

use the district fax machines to fax the forms and required documentation
(photocopy of a document to verify your identity) to the IRS. You may use a -
district copy machine to make a photocopy of the document to verify your
identity.

Second, we will be providing you with information from our insurance company that will aid you in proceeding with
credit monitoring services. Once we have that sign up information, it will be sent out immediately.

Payroll message

The following is important information from our payroll department:

"The data breach did not include the release of banking information related

to your direct deposit account on file with the payroll department. However, if you make a change with your bank
account, please notify payroll department

immediately at 360-289-2447."

Again, we will continue to communicate with you as we learn more. Also, we

https://mail.google.com/mail/u/0/?ui=2&ik=b6b5ed65fc&jsver=FOnR4B...hools.org&str=1&ssp=1&gs=true&search=query&siml=16152e502e16edff Page 1 of 2
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have created and are continuing to update a page of questions and answers
about the data breach, that includes copies of these communications.

Thank you,

North Beach School District

Business Services and Human Resources
Shelese McConnell

(360) 289-2447

2 attachments

-@ Identity Theft Information.pdf
153K

-E Identity Theft Affidavit.pdf
84K

https://mail.google.com/mail /u/0/?ui=2&ik=b6b5ed65fc&jsver=FOnR4B...hools.org&str=1&ssp="1&qs=true&search=query&simi=16152e502e16edff Page 2 of 2
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Data Breach

Shelese McConnell <smcconnell@northbeachschools.org> Thu, Feb 1, 2018 at 4:41 PM
To: All Staff <allstaff@northbeachschools.org>

Dear North Beach Staff,

\

i The data breach that occurred on January 30, 2018 was the result of an email phishing scam directed toward Human
Resources/Payroll staff. The sender presented themselves as the superintendent and requested sensitive W2 and

! payroll information. I'm sorry that our district was targeted, and that personally identifiable information was shared

’ through email. | reviewed the email on gmail and believed it was legitimate. | complied with that request. It was not

! until Superintendent Holcomb forwarded me an email sent by the ESD regarding this phishing scheme as an

’ informational item that had impacted other districts that | realized this could have happened to us. | immediately

i contacted Superintendent Holcomb, who confirmed that she had not sent this email. Law enforcement was notified
and we began steps to address this situation. | am deeply sorry that all of our personally identifiable information was
compromised.

As mentioned in the email earlier today, the IRS urges all of our employees to fill out IRS Form 14039, Identity Theft
Affidavit. The district will provide you with credit monitoring services, free of cost. We are waiting for activation codes.
These should be out within 24 hours. We will email you as soon as we have the codes. Once you have the code, you
will need to follow the step by step directions.

In the future, the district will provide more staff training on how to identify phishing scams. We will partner with our
ESD and our data processing cooperative to identify and implement further preventive measures. I know this is a
stressful situation for all of us and it will take some time to resolve. Thank you for your understanding.

Respecitfully,
Shelese

Shelese McConnell
Business Manager

5 North Beach School District
" 360-289-2447 ext. 211

hitps://mail.google.com/mail/u/0/?ui=2&ik=b6b5ed65fc&jsver=FOnR4B...hools.org&str=1&ssp=1&qgs=true&search=query&siml=16153f5c143509b7 Page 1 0f 1



| | S I I: For Washington Schools, By Washington Schools

United Schools Insurance Program

February 1, 2018

Deborah Holcomb, Superintendent
North Beach School District

PO Box 159

Ocean Shores, WA 98569

RE: Insured: North Beach School District
Claim: Security Breach
Claim #: *47128

Date of Loss: 1/30/2018
Loss Location: Ocean Shores

This is to advise you James Costello has been assigned to handle the above-
referenced claim on behalf of United Schools Insurance Program and North
Beach School District. Please refer all inquiries, referencing the claim number, to
the adjuster’s attention at:

Toll free telephone #: (800) 407-2027
Phone #: (425) 260-1612
Fax #: (509) 754-3406
E-mail address: jcostello@chooseclear.com

/kes
cc: Martin-Morris Agency, Ephrata (by email)

The loss description shown is based upon information provided to Clear Risk
Solutions. This acknowledgment does not confirm coverage for this claim.
Coverage will be determined following a review of the policy and the facts and
circumstances of the claim.

451 Diamond Drive | Ephrata, WA 98823 | office (509) 754.2027 | toll-free 800.407.2027 | fax (509) 754.3406 | www.usipwa.us

Program Administrator: Clear Risk Solutions



North Beach Phishing Scam

Police Case #: 18-1851

IRS ID of the Contact | talked to: 1000144468
Insurance Contact: Jim Costello
425-260-1612

jcostello@chooseclear.com

Insurance File #: 47128

Experian: 2 year monitoring service
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Patrice Timpson <ptimpson@northbeachschools.org>

URGENT: Personal data breach notification

Shelese McConnell <smcconnell@northbeachschools.org> Thu, Feb 1, 2018 at 8:50 AM
To: All Staff <allstaff@northbeachschools.org>

February 1, 2018
Good morning North Beach School District employees,

Last night we learned that there was a personal data breach in our district at approximately ten o’clock Tuesday, January 30.
Someone posing as the superintendent requested via email a PDF listing of all employee names, addresses, salary information and
social security numbers. The list included information for employees who received a W-2 form for the calendar year January 1, 2017
through December 31, 2017. Many districts across our state have been victims of this phishing scam, including Olympia School
District.

We have contacted law enforcement, and our Technology Department is doing what it can to locate any possible information that
could be helpful in an investigation.

We understand the severity of this issue and will deploy a privacy expert to advise employees on protective measures. We will deploy
a system for employees to monitor their finances.

There are resources we will make available to you. However, we recommend initially that one option is for you to go to the Federal
Trade Commission identitytheft.gov website to report an identity theft. You can follow the prompts from the Home page beginning with
reporting the identity theft. Options available to you include requesting a free credit report and a credit freeze.

More information will be forthcoming as soon as we have additional information to share.

Thank you,

North Beach Business Services and Human Resources
360-289-2447

https://mail.google.com/mail/u/0/?ui=28&ik=568df4 1067 &jsver=5L3RpKOutOl.en.&view=pt&msg=1615246929a5b759&cat=McConnell&search=cat&siml... 1/



2/7/2018 North Beach School District Mail - RE: Update on Data Breach

Patrice Timpson <ptimpson@northbeachschools.org>

RE: Update on Data Breach

Shelese McConnell <smcconnell@northbeachschools.org> Thu, Feb 1, 2018 at 10:32 AM
To: All Staff <allstaff@northbeachschools.org>

RE: Update on Data Breach
Good morning North Beach School District employees,

This is an update of our initial notice regarding the personal data breach of employee information that occurred on at approximately
ten o'clock a.m. on Tuesday, January 30. Someone posing as the superintendent requested via email a PDF listing of all employee
names, addresses, salary information and social security numbers. The list included information for employees who received a W-2
form for the calendar year January 1, 2017 through December 31, 2017. Many districts across our state have been victims of this
phishing scam, including Olympia School District.

We have contacted law enforcement, and the Internal Revenue Service. We also have notified our insurance carrier, which has
provided us the following contact information for employees to seek assistance on protective measures and obtaining credit
monitoring:

We also recommend you to go to the Federal Trade Commission identitytheft.gov website to report an identity theft. You can follow
the prompts from the Home page beginning with reporting the identity theft. Options available to you include requesting a free credit
report and a credit freeze. In addition, here are the toll-free numbers and addresses of the major credit reporting agencies

TransUnion Fraud Victim Assistance
P.O. Box 2000

Chester, PA 19016

1-800-680-7289
www.transunion.com

Experian:

P.O. Box 4500
Allen, TX 75013
1888 397 3742
www.experian.com

Equifax:

Equifax Information Services LLC
PO Box 105069

Atlanta, GA 30348-5069

1 800 525 6285,
www.equifax.com

If you have further questions regarding this matter, please contact Shelese McConnell, 360-289-2447.
Thank you,

North Beach Business Services and Human Resources
360-289-2447

https://mail.google.com/mail/u/0/?ui=2&ik=568df4 1067 &jsver=5L3RpK0utOl.en.&view=pt&msg=16152a403156c8018&cat=McConnell&search=cat&siml...
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UPDATE - BREACH

Patrice Timpson <ptimpson@northbeachschools.org>

Shelese McConnell <smcconnell@northbeachschools.org> Thu, Feb 1, 2018 at 11:43 AM

To: All Staff <allstaff@northbeachschools.org>
February 1, 2018

Good afternoon North Beach employees,

We have continued our research into our January 30th district data breach and
wanted to update you on today's developments. There are two steps we
recommend each employee take, as well as an important message from our
payroll department.

First, today we met talked with special agents from the Department of the Treasury Internal Revenue Service Criminal
Investigation department. Based on the specifics of this data breach, they recommend that as soon as possible, each
employee files an IRS “Identity Theft Affidavit” form, which is attached. They also recommended we share with you the
attached "ldentity Theft" information sheet.

There are two attachments for you related to this first step.
Here is a description of the two attachments:

IRS ldentity Theft: This is an information sheet that describes tax-related identity theft, as well as addresses steps for
victims of tax-related identity theft. One of those steps is to complete IRS Form 14039, Identity Theft Affidavit.

IRS Form 14039, Identity Theft Affidavit: The IRS agents we talked with today
encourage employees to fill out this form, regardless of whether or not they
have already submitted their personal tax return with the IRS. The form may
either be mailed or faxed, and a required fax cover sheet is attached for

each employee to use when sending the form. We have notified school offices
and support buildings throughout the school district to allow employees to

use the district fax machines to fax the forms and required documentation
(photocopy of a document to verify your identity) to the IRS. You may use a
district copy machine to make a photocopy of the document to verify your
identity.

Second, we will be providing you with information from our insurance company that will aid you in proceeding with credit
monitoring services. Once we have that sign up information, it will be sent out immediately.

Payroll message
The following is important information from our payroll department:

"The data breach did not include the release of banking information related

to your direct deposit account on file with the payroll department. However, if you make a change with your bank account,
please notify payroll department

immediately at 360-289-2447."

Again, we will continue to communicate with you as we learn more. Also, we
have created and are continuing to update a page of questions and answers
about the data breach, that includes copies of these communications.

Thank you,

North Beach School District

Business Services and Human Resources
Shelese McConneli

(360) 289-2447

https://mail.google.com/mail/u/0/?ui=2&ik=568df4 1067 &jsver=5L3RpK0utOl.en.&view=pt&msg=16152e50e7a9dd7b&cat=McConnell&search=cat&simi...
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2 attachments
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i ldentity Theft Information.pdf
153K

@ Identity Theft Affidavit.pdf
84K
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|dentity Theft Information for Taxpayers
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Identity theft
places a burden on
its victims

and presents

a challenge to
many businesses,
organizations and
governments,
including the IRS.
The IRS combats
this crime with an
aggressive strategy
of prevention,
detection and
victim assistance.

What is tax-related identity theft?

Tax-related identity theft occurs when someone
uses your stolen Social Security number (SSN) to
file a tax return claiming a fraudulent refund. If you
become a victim, we are committed to resolving
your case as quickly as possible.

You may be unaware that this has happened until
you e-file your return and discover that a return
already has been filed using your SSN. Or, the IRS
may send you a letter saying it has identified a
suspicious return using your SSN.

Know the warning signs

Be alert to possible tax-related identity theft if you
are contacted by the IRS about:

= More than one tax return was filed for you,

¢ You owe additional tax, have a refund offset or
have had collection actions taken against you for
a year you did not file a tax return, or

* IRS records indicate you received wages or
other income from an employer for whom you
did not work.

Steps for victims of identity theft

If you are a victim of identity theft, the Federal
Trade Commission recommends these steps:

¢ File a complaint with the FTC at identitytheft.gov.

¢ Contact one of the three major credit bureaus to
place a ‘fraud alert’ on your credit records:

+ www.Equifax.com 1-888-766-0008
¢ www.Experian.com 1-888-397-3742
«_www.TransUnion.com 1-800-680-7289

¢ Close any financial or credit accounts opened by
identity thieves

if your SSN is compromised and you know or
suspect you are a victim of tax-related identity
theft, the IRS recommends these additional steps:

¢ Respond immediately to any IRS notice; call
the number provided.

¢ Complete IRS Form 14039. identity Theft
Affidavit, if your e-file return rejects because
of a duplicate filing under your SSN or you are
instructed to do so. Use a fillable form at
IRS.gov, print, then attach form to your paper
return and mail according to instructions.

e Continue to pay your taxes and file your tax return,
even if you must do so by paper.

e |f you previously contacted the IRS and did not
have a resolution, contact us for specialized
assistance at 1-800-908-4490. We have teams
available to assist.

More information is available at: |RS.gov/identitytheft

or FTC's identitytheft.gov.

About data breaches and your faxes

Not all data breaches or computer hacks resuit in
tax-related identity theft. it's important to know what
type of personal information was stolen.

If you've been a victim of h, keep in
touch with the company to learn what it is doing

to protect you and follow the “Steps for victims of
identity theft.” Data breach victims should submit

a Form 140389, Identity Theft Affidavit, only if your
Social Security number has been compromised and
IRS has informed you that you may be a victim of
tax-related identity theft or your e-file return was
rejected as a duplicate.

How you can reduce your risk

Join efforts by the IRS, states and tax industry to
protect your data. Taxes. Security. Together, We all

have a role to play. Here's how you can help:

* Always use security software with firewall and
anti-virus protections. Use strong passwords.

* { earn to recognize and avoid phishing emails,
threatening calls and texts from thieves posing as
legitimate organizations such as your bank, credit
card companies and even the IRS.

* Do not click on links or download attachments from
unknown or suspicious emails.

¢ Protect your personal data. Don't routinely carry
your Social Security card, and make sure your tax
records are secure.

See Publication 4524, Security Awareness for
Taxpayers to learn more.

NOTE: The IRS does not initiate contact with
taxpayers by email to request personal or financial
information. This includes any type of electronic
communication, such as text messages and social
media channels.

Publication 5027 (Rev. 3-2017) Catalog Number 67495R Department of the Treasury Internal Revenue Service www.irs.gov
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Form 1 4039 Department of the Treasury - Internal Revenue Service OMB Number

(April 2017) Identity Theft Affidavit 1545-2139

Complete this form if you need the IRS to mark an account to identify questionable activity.

Section A - Check the following boxes in this section that apply to the specific situation you are reporting (Required for all filers)

[0 1. I am submitting this Form 14039 for myself

[0 2. This Form 14039 is submitted in response to a ‘Notice’ or ‘Letter’ received from the IRS
« Please provide ‘Notice’ or ‘Letter’ number(s) on the fine to the right
* Please check box 1 in Section B and see special mailing and faxing instructions on reverse side of this form.
[J 3. I am submitting this Form 14039 on behalf of my ‘dependent child or dependent relative’
* Please complete Section E on reverse side of this form.
Caution: If filing this on behalf of your ‘dependent child or dependent relative', filing this form will protect his or her tax account
but it will not prevent the victim in Section C below from being claimed as a dependent by another person.

[J 4. | am submitting this Form 14039 on behalf of another person (other than my dependent child or dependent relative)
» Please complete Section E on reverse side of this form,

Section B — Reason For Filing This Form (Required)

Check only ONE of the following boxes that apply to the person listed in Section C below.
[0 1. Someone used my information to file taxes
[J 2. Idon’t know if someone used my information to file taxes, but I'm a victim of identity theft

Please provide an explanation of the identity theft issue, how you became aware of it and provide relevant dates.
If needed, please attach additional information and/or pages to this form.

Section C — Name and Contact Information of ldentity Theft Victim (Required)

Victim's last name First name Middie | Taxpayer Identification Number
initial (Please provide 9-digit Social Security Number)

Current mailing address (apartment or suite number and street, or P.O. Box) If deceased, please provide last known address

Current city State ZIP code

Tax Year(s) you experienced identity theft (if not known, enter ‘Unknown’ in one box below) What is the last year you filed a
return

Address used on last filed tax return (if different than ‘Current’) Names used on last filed tax return (i different than ‘Current’)

City (on last tax return filed) State ZIP code

Telephone number with area code (Optional) If deceased, please indicate ‘Deceased’ Best time(s) to call

Home telephone number Cell phone number

Language in which you would like to be contacted [] English [[] Spanish

Section D — Penalty of Perjury Statement and Signature (Required)

Under penalty of perjury, | declare that, to the best of my knowledge and belief, the information entered on this Form 14039 is true, correct,
complete, and made in good faith.

Signature of taxpayer, or representative, conservator, parent or guardian Date signed

Submit this completed form to either the mailing address or the FAX number provided on the reverse side of this form.

Catalog Number 52525A WWW.irs.gov Form 14039 (Rev. 4-2017)



Page 2

Section E ~ Representative, Conservator, Parent or Guardian Information (Required if completing Form 14039 on someone else’s behalf)

Check only ONE of the following five boxes next to the reason you are submitting this form

[ 1. The taxpayer is deceased and | am the surviving spouse
= No attachments are required, including death certificate.
[ 2. The taxpayer is deceased and | am the court-appointed or certified personal representative
 Attach a copy of the court certificate showing your appointment.
[ 3. The taxpayer is deceased and a court-appointed or certified personal representative has not been appointed
+ Attach copy of death certificate or formal notification from a government office informing next of kin of the decedent's death.
« Indicate your relationship to decedent: [[] Child [ Parent/Legal Guardian [] Other
[0 4. The taxpayer is unable to complete this form and | am the appointed conservator or have Power of Attorney/Declaration
of Representative authorization per IRS Form 2848

+ Atftach a copy of documentation showing your appointment as conservator or POA authorization.
« |f you have an IRS issued Centralized Authorization File (CAF) number, enter the nine-digit number:

[] 5. The person is my dependent child or my dependent relative
By checking this box and signing below you are indicating that you are an authorized representative, as parent, guardian or legal
guardian, to file a legal document on the dependent's behalf.
« Indicate your relationship to person:  [] Parent/Legal Guardian [[] Fiduciary Relationship per IRS Form 56
[] Power of Attorney [] Other

Representative's name
Last name l First name Middle initial

Representative’s current mailing address (City, town or post office, state, and ZIP cods)

Representative’s telephone number

Instructions for Submitting this Form

Submit this completed and signed form to the IRS via Mail or FAX to specialized IRS processing areas dedicated to assist you.
In Section C of this form, be sure to include the Social Security Number in the ‘Taxpayer Identification Number field.

Help us avoid delays:
» Choose one method of submitting this form either by Maii or by FAX, not both.
 Please provide clear and readable photocopies of any additional information you may choose to provide.
» Note that ‘tax returns’ may not be submitted to either the mailing address or FAX number.

Submitting by Mail Submitting by FAX
* If you checked Box 1 in Section B in response to a notice or | - If you checked Box 1 in Section B of Form 14039 and are
letter received from the IRS, return this form and if possible, a submitting this form in response to a notice or letter received
copy of the notice or letter to the address contained in the from the IRS. If it provides a FAX number, you should send
notice or letter. there.
« If you checked Box 1 in Section B of Form 14039, are unable If no FAX number is shown on the notice or letter, please follow

to file your tax return electronically because the primary and/ the mailing instructions on the notice or letter.
or secondary SSN was misused, attach this Form 14039 to the |, |1clude a cover sheet marked ‘Confidential’.
back of your paper tax return and submit to the IRS location
where you normally file your tax return.

If you've already filed your paper return, please submit this
Form 14039 to the IRS location where you normally file. Refer to 855-807-5720
the ‘Where Do You File' section of your return instructions or visit
IRS.gov and input the search term ‘Where to File'.

If you checked Box 2 in Section B of Form 14039 (no current
tax-related issue), mail this form to:

» If you checked Box 2 in Section B of Form 14039 (no current
tax-related issue), FAX this form toll-free to:

Department of the Treasury
Internal Revenue Service
Fresno, CA 93888-0025

Privacy Act and Paperwork Reduction Notice

Our legal authority 1o request the information is 26 U.S.C. 6001. The primary purpose of the form is to provide a method of reporting identity theft issues to the IRS so that the IRS may ituations where individuals are or may be
victims of identity theft. Additional purposes include the use in the determination of proper tax liabliity and to rekeve taxp burden. The i ion may be enly as p by 26 U.S.C. 6103. Providing the information on this
form is voluntary. However, if you do not provide the information it may be more difficult to assist you in resolving your identity theft issue. If you are a potential victim of identity lheﬂ and do not provide the required substantiation
information, we may not be able to place a marker on your account to assist with future protection. If you are a victim of identity theft and do not provide the required information, it may be difficult for IRS to determine your correct tax

liabltity. If you intentionally pravide false information, you may be subject to criminal ias. You are not required to provide the i on a form that is subject to the Paperwork Reduction Act uniess the form displays a
valld OMB control number. Books or records relating to a form or its instructions must be re(amed as long as !helr conients may becoma material in the administration of any Intemnal Revenue law Generally tax retumns and reium

ion are ial, as required by section 6103. Publkc reporting burden for this of is esti to average 15 minutes per response, including the time for revi ing existing data
sources, gathering and maintaining the data needed, and and g the of If you have g the of these time estimates or suggestkms for making this form simpler, we
wouid be happy to hear from you. You can wma to the lnlemal Revenue Service, Tax Products Coordinating Committee, SE:W:CAR:MP.T:T:SP, 1111 Constitution Ave. NW, IR-6526, Washington, DC 20224, Do not send this form to this
address. Instead, see the form for filing i ing any o!her ision of Ihe Iaw no person is required to respond to, nor shall any person be subject to a penalty for failure to comply with, a collection of information
subject to the requi of the Pap ion Act, uniess that of i plays a y valid OMB Control Number.

Catalog Number 52525A www.irs.gov Form 14039 (Rev. 4-2017)



2/7/2018 North Beach School District Mail - IRS Cover Sheet

Patrice Timpson <ptimpson@northbeachschools.org>

IRS Cover Sheet

Shelese McConnell <smcconnell@northbeachschools.org> Fri, Feb 2, 2018 at 12:27 PM
To: All Staff <allstaff@northbeachschools.org>

Hello Ali,

The cover sheet that goes with the IRS form I sent yesterday is a normal fax sheet. You can use the one in the office at
each school.

Thanks,

Shelese McConnell

Business Manager
North Beach School District
360-289-2447 ext. 211

https://mail.google.com/mail/u/0/?ui=28&ik=568d{4 1067 &jsver=5L3RpKO0ut0l.en.&view=pt&msg=16158342c67eb9f4&cat=McConnell&search=cat&siml=... 1/1



2/7/2018 North Beach School District Mail - Fraud Monitoring Activation

Patrice Timpson <ptimpson@northbeachschools.org>

Fraud Monitoring Activation

Shelese McConnell <smcconnell@northbeachschools.org> Fri, Feb 2, 2018 at 4:13 PM
To: All Staff <allstaff@northbeachschools.org>

Hello,

The Fraud Monitoring forms have been emailed out and will be mailed out.
There is an activation code in the form, along with instructions on how to get set up.

Thank you,

Shelese McConnell

Business Manager
North Beach School District
360-289-2447 ext. 211

https://mail.google.com/mail/u/0/?ui=2&ik=568df41067 &jsver=5L3RpK0ut0l.en.&view=pt&msg=16159025df0f2b84 &cat=McConnell&search=cat&sim|=...  1/1



North Beach School District No. 64
2652 State Route 109, Ocean City e PO Box 159
Ocean Shores, WA 98569

360) 289-2447 o (360) 289-2492 Fax

February 2, 2018

RE: Important Security Notification
Please read this entire letter.

oe>r .

We are contacting you regarding a data security incident that has occurred on_'lanuary 30, 2018 at North Beach
School District. This incident involved your 2017 W-2 mformatlon lncludln our social security number As a result,
your personal information may have been potentlally exposed to others . Please"i'be assured that we have taken every
step necessary to address the mmdent _ B i

If you believe there was fraudulent use of your mformatlon and would Ilke to dlSCUSS how you may be able to resolve
those issues, please reach out to an Experian agent. If, after discussing your situation with an agent, it is determined
that identity restoration support is needed then an Experian ldentity Restoration agent is available to work with you
to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you with contacting
credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit file with the
three major credit bureaus; and assisting you with contacting government agencies to help restore your identity to
its proper condition).

Piease note that this offer is available to you for two-years from the date of this letter and does not require any
action on your part at this time.

LBk A T B
The Terms and Conditions for this offer are located at www.ExperianiDWorks. com/restoratlon You WIII also find
5: e ]

self-help tips and information about identity protection at this site. s A R ‘-'“‘f‘;"’

B z Grgy ;"vr o}
While ldentity Restoration assistance is im medlateﬁvallable to you, we also encourage you ‘toactivate'the: ’rraud
detection tools available through Experian IdentityWorks *™ as a comphmentary two-year membershlp “This. product
provides you with superior identity detection and resolution of identity theft. To start: momtormg your; personal

information please follow the steps below:

S

e Ensure that you enroll by: May 31 2018 (Your code will not w0rk afterthis: date)
. Visitthe Experian IdentityWorks website to enroll: https://www. exoerlamdworks COﬂ’l/BbDlus
e Provide your activation code:

If you have questions about the product, need assistance with identity restoration that:arose asa‘result o'f ‘this
incident or would like an alternative to enrolling in Experian IdentityWorks online, _please: contact Experlan 'S
customer care team at 877-890-9332 by May 31,2018, Be prepared to prov:de engagemen‘t'n'u’mber DBD5239 as
proof of Ehglblllty for the identity restoration services by Experian. R L -

. ,“y

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH’EXPERIAN IDENTITYWDRKS MEMBERSHIP

ibpdys
o

A credit card is not required for enroliment in Experian identityWorks.



North Beach School District No. 64
2652 State Route 109, Ocean City o PO Box 159
Ocean Shores, WA 98569

360) 289-2447 e (360) 289-2492 Fax

You can contact Experian immediately regarding any fraud issues, and have access to the following features once you
enroll in Experian ldentityWorks:

» Experian credit report at signup: See what information is associated with your credit file. Daily credit reports
are available for online members only.*

» Credit Monitoring: Actively monitors Experian, Equifax : and Transunlon files for mdlcators of fraud.

= Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 tondentlfy trading or
selling of your personal information on the Dark Web. =

= |dentity Restoration: [dentity Restoration SpeclallStS are |mmedxately available to help you .address credit
and non-credit related fraud. @

= $1 Million Identity Theft Insurance*** Prowdes coverage for ce ,al‘
transfers. 2, i Sl : f ) '__‘:__

N 44 RO : Rt Ao N ‘,. ey T e

What you can do to protect y,Oun;iﬁfonmation: There-are additional acfionsvyou:canxconSIder,,tak' g

chances of identity theft or fraud on.your:account(s). Please«refer to wwn xpeﬁiar&lDWorks.Cme estoﬁation,'for this
§ i 20 oAl i : e ‘.x::{g .‘ u.;‘ e G t

information.\ F FANER i

&y i ‘x'-:;'

', ek LAt

Sincerely, : %k

) a iI : il‘f i
: T
WM . O

Deborah Holcomb i
Superintendent - el

* Offline members will be eligible to call for additional.reports-quarterly aﬁ:er‘enrolling ; NSO W o R
** jdentity theft insurance is underwritten by insurance company subsidiaries or. affiliates of American Internatlonal Graup, inc. ‘(AIG). The
description herein is a summary and intended for informational purposes only and does:not include all terms;. condltlons ‘and exclusions of the
policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be avallable m all
jurisdictions
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