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April 2, 2019 

 
VIA EMAIL 
 
Office of the Attorney General 
State of Washington 
1125 Washington Street SE 
PO Box 40100 
Olympia, WA  98504-0100 
SecurityBreach@atg.wa.gov 

Re: Notice of Data Security Incident 

Dear Sir/Madam: 

We write on behalf of New Bit Ventures Ltd., the owner of Coinmama.com (“Coinmama”), to 
notify you of a data security incident that Coinmama recently experienced. Coinmama is a 
cryptocurrency sales platform. On February 17, 2019, Coinmama discovered that an unauthorized party 
acquired data associated with Coinmama user accounts in December 2018. Coinmama had first 
detected unauthorized activity on its platform in December 2018; initially, Coinmama believed the 
activity was limited to financial fraud not involving personal information. In February 2019, with the 
assistance of outside experts, Coinmama became aware of new evidence showing that the 
unauthorized activity extended to the acquisition of certain user information.  

 
Coinmama’s review found that the personal information of approximately 1,221 Washington 

residents was acquired by unauthorized parties. The information consists of that information Coinmama 
collects from users as part of its know your customer (KYC) procedures, and can include name, mailing 
address, email address, date of birth, and government-issued identification card information 
(sometimes including photocopies of identification cards). Social security numbers and credit/debit card 
numbers were not accessed in this incident. Coinmama notified impacted consumers during the period 
of February 20-22, 2019. A copy of Coinmama’s notification is attached to this letter. 

 
Coinmama takes this incident very seriously. Since the incident occurred, Coinmama has 

 
• Shut down the unauthorized access; 
• Reset passwords for all users; 
• Established a dedicated support team to answer any customer questions; and 
• Increased the monitoring of its computer networks. 
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As of the date of this letter, Coinmama is not aware of any Washington resident having suffered 
identity theft as a result of the incident. Coinmama continues to review its information security 
processes and procedures to help guard against such attacks in the future. 

 
Thank you for your attention to this matter. 

 
Respectfully Submitted, 
 

David S. Kantrowitz 
Enclosure 
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