. Adrian P. Mollo
‘ Senior Vice President and General Counsel

T (571) 257-1043

MARCH OF DIMES E amollo@marchofdimes.org
MARCHOFDIMES.ORG
Via Electronic Mail August 14, 2020

secutitybreach@atg.wa.gov

Attorney General Bob Ferguson
Washington State

Office of the Attotney General
1125 Washington Street SE
Olympia, WA 98504

Re: Notice of Data Incident
Dear Attorney General F erguson:

I am writing on behalf of March of Dimes Inc. to inform you of a recent data security incident at
Blackbaud, Inc. that may affect the petsonal information of Washington state residents.

Blackbaud is a data setvice provider for Matrch of Dimes, and provides software and hosts files or
backups for hundreds of colleges, universities, foundations, and non-profits like March of Dimes.
Blackbaud notified us on July 16, 2020 that it had stopped and recovered from an intrusion and
ransomware attack that occurred between February and May 2020 and affected hundreds of their
nonprofit clients.

During the attack and prior to being locked out, the cybercriminals obtained copies of files stored by
Blackbaud on behalf of its customers, including March of Dimes. Based on our review, which is
ongoing, the compromised March of Dimes file included personal information about our donors,

including names, physical addresses, philanthropic intetests, some donation history, and (for some
donors) dates of birth.

We take this matter very setiously and are committed to safeguarding our donots’ personal
information. After being alerted by Blackbaud in July, we wotked diligently to investigate this incident,
and informed those donots on our mailing list about the incident on August 5, 2020. We and
Blackbaud believe thete is a low risk that data will be misused. Blackbaud paid a ransom to the
cybetcriminal only after working with law enforcement and third-party experts who received credible
confirmation that the stolen files had been destroyed. In addition, an expert retained by Blackbaud
continues to scan the web and has not found any exposed donor information online. Although March
of Dimes will no longer be utilizing Blackbaud’s services by the end of 2020, Blackbaud has agreed to
continue this monitoting and inform March of Dimes if Blackbaud discover any exposed March of
Dimes donor information online.  Blackbaud’s summaty of the incident is available at
https:/ /www.blackbaud.com /securitvincident.

Based on our review and investigation, it appeats that 446,097 residents from Washington had a date
of birth associated with their record. Because our total class of notifiable individuals exceeds 500,000,
pursuant to RCWA § 19.255.010(4)(c), Mazch of Dimes provided formal substitute notice today, on
Friday, August 14, 2020. A copy of the email notice (which we sent today, August 14, 2020) is attached
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as Addendum 1, and a copy of our general notice to donots (which we originally sent on August 5,
2020) is attached as Addendum 2. A copy of the website notice (which was posted to our website on
August 14, 2020) is attached as Addendum 3, and the press release circulated to media outlets in Notth
Dakota on August 14, 2020 is attached as Addendum 4.

Please contact me if you have any further questions about this incident.

Very truly yours,

/(c/ Mo ﬁ/ A‘H%

Adrian P. Mollo
St. VP & General Counsel
March of Dimes Inc.

Enclosures:

Addendum 1, Template Substitute Email Notice
Addendum 2, Copy of August 5th Emailed Notice
Addendum 3, Website Notice

Addendum 4, Press Release



Addendum 1
Template Substitute Email Notice

August 14, 2020

We are emailing this notice to let you know of a data security incident that may have involved some of your
personal information. March of Dimes takes the protection and proper use of your information very seriously;
therefore, we are contacting you to explain the incident and measures taken to protect your information.

You may have received an initial email from us on August 5th regarding this incident. We are providing you
with this additional notice because the laws in the state where you live require that we inform you that your
date of birth may have been contained in your donor information. Accordingly, we are providing you with this
updated notice. We do not have new information about the incident.

What Happened?

We were recently notified by one of our database providers, Blackbaud, of a security incident in which they
stopped a ransomware attack. During the attack, the intruders removed files from Blackbaud’s platform, which
hosted data for hundreds of colleges, universities, health care organizations, schools, charities and other non-
profit organizations, including March of Dimes. Blackbaud believes the breach occurred between February and
May 2020. Blackbaud discovered the incident in May, conducted an investigation, and notified March of Dimes
on July 16, 2020.

What Information Was Involved?

We have determined that the March of Dimes file accessed by the intruders contained data about our donors.
Our review of this data is ongoing, but so far we have determined that it may have included your name and
title, addresses and contact details (e.g., phone numbers and e-mail addresses), philanthropic interests, some
donation history and your date of birth. We do not have reason to believe any financial information was stolen
or accessed by the intruders. March of Dimes does not use Blackbaud to process any financial transactions.
That being said, we are still in the process of completing our internal review, and if we determine any financial
information was in fact compromised, we will promptly inform you.

We and Blackbaud believe there is a low risk that your data will be misused. Blackbaud worked with law
enforcement and third-party experts to investigate and resolve this incident. Blackbaud paid the intruder using
a third-party expert who confirmed that any data copied had been destroyed. You can find more information
about this incident on Blackbaud’s website: https://www.blackbaud.com/securityincident

Risk and Continued Mitigation

Blackbaud believes customer data was not further disclosed by the intruder and will not be misused. An expert
retained by Blackbaud continues to scan the web and has not found any exposed data from this incident
online. Blackbaud plans to continue such monitoring activities for the foreseeable future. Although March of
Dimes will no longer be utilizing Blackbaud’s services by the end of 2020, Blackbaud has agreed to continue

this monitoring and inform March of Dimes if Blackbaud discover any exposed March of Dimes donor
information online.

As a best practice in today’s world of cybercrime, we recommend that you continue to remain vigilant and
report any suspicious activity or suspected identity theft to us and the proper law enforcement authorities. We
also recommend that you review the information below, in the section titled Preventing Identity Theft and
Fraud for more information on ways to protect yourself and your data.



For More Information

In summary, our database provider Blackbaud had a data security incident that included some of your personal
information, but Blackbaud confirmed that stolen files were ultimately destroyed. We sincerely apologize for
this incident and regret any inconvenience it may cause you. Should you have any further questions regarding
this matter, please do not hesitate to contact March of Dimes at 888-MODIMES (888-663-4637), and we will
do our best to answer them.

Thank you again for supporting our fight for the health of all moms and babies.

Sincerely,

Alan Brogdon Adrian Mollo
SVP & Chief Operating Officer SVP & General Counsel

Preventing Identity Theft and Fraud

As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud or
identity theft by, among other things, reviewing your account statements and monitoring credit reports
closely. If you detect any suspicious activity on an account, you should prom ptly notify the financial institution
or company with which the account is maintained. You may wish to review the tips provided by the FTC on
steps to you can take to avoid identity theft. For more information and to contact the FTC, please visit
www.ftc.gov/idtheft or call 1-877-ID-THEFT (1-877-438-4338).

Credit Reports: You may elect to obtain or purchase a copy of your free credit report by contacting one of
the three national credit reporting agencies. Contact information for these agencies is as follows:

Equifax Experian TransUnion
1-800-349-9960 1-888-397-3742 1-888-909-8872
www.eguifax.com WWwWw.experian.com www.transunion.com
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022

Page 2 of 2



Addendum 2
Copy of August 5th Emailed Notice

e
STRONG ..M.!
BABIES.

We are writing o let you know of a recent data security incident at Blackbaud Inc., a
data service provider for March of Dimes.

Blackbaud provides software and hosts files or backups for hundreds of colleges,
universities, foundations. and nonprofits like March of Dimes around the glooe.
Blackbaud recently informed ws that, in May of this vear, it discovered and resolved 3
cybpersecurity attack against its systams, which affected hundreds of their nonprofit
clients

During the attack, & malicious intruder obtained copies of files stored by Blackbaud on

pehalf of ils cusiomers, including March of Dimes. The March of Dimes file included
information about donors such as:

+  Mame and title

+ Addresses and conlact details {20, phone numbers and e-mail addresses)
+  Philanthropic interasts

«  Some donaticn history

Blackbaud's descripfion of the incident is available here:
hitpe:ivwww.blackbaud.comisecuritvincident

Blackbaud paid the intruder using a third-party expert whae confirmed that any data
copied had been destroyed. Based on the nature of the incident, Blackbaud’s
investigation, and a third pary investigation that included law enforcement, Blackbaud
believes customer data was not further disclosed by the intruder and will not be
misused. Alse, an expert retained by Blackbaud confinues to scan the web and has nod
found any exposed customer data cniine.

WWe take this matter very seriously. We are comimitted to safeguarding your parsanal
information, and we want to assurs you that once we were alerted by Blackbaud in July,
we worked diligenily to investigate the incident. We have sxpressed to Blackbaud our
disappointment over this incident, and for the lack of timely notice of the event, and by
the end of 2020, we will no longer be utilizing Blackbaud's sarvices.

If further netifications to specific individuals are required, we will be in contact with those
incividuals directhy. Meanwhile, as a best practice, we encourags you to remain vigilant
about your personal information and report any suspicious activities to government
authorities. For information on how to monitor and protect vour identity onling, please
visif the Federal Trade Commission website at www.fc.ooviidtheft If vou have
additional questions, please contact us at 385-MODIMES [B6A-B663-4837), and we will
do cur best to answer them.

Again, we believe the risk is low that your data will be misused, but we are natifying you
teday out of an abundance of cauiion and to assure you that we are committed to
profecting your personal information. \We recognize that in these tough sconomic times,
charitable giving can be dificult We greatly appreciate your financial suppoi, now more
than awver,

Thank you again for supporting our fight for the health of all moms and babies.
Sincerely,

Alan Brogdon Agdrian Maollo
SWP & Chief Oparating Officer SWP & General Counsel



Addendum 3
Website Notice

Following is the text of the notice as posted on August 14, 2020, on our website at
https://www.marchofdimes.org/general-notice-blackbaud.aspx (posted August 14, 2020, followed by
screen captures of the notice as posted and a link to the notice on our homepage (at
https.://www.marchofdimes.orq/).

1. Text of notice.
August 14, 2020

We are posting this notice to let you know of a data security incident that may have involved our donors
personal information. March of Dimes takes the protection and proper use of your information very
seriously; therefore, we are posting this notice to explain the incident and measures taken to protect
your information.

What Happened?

We were recently notified by one of our database providers, Blackbaud, of a security incident in which
they stopped a ransomware attack. During the attack, the intruders removed files from Blackbaud’s
platform, which hosted data for hundreds of colleges, universities, health care organizations, schools,
charities and other non-profit organizations, including March of Dimes. Blackbaud believes the breach
occurred between February and May 2020. Blackbaud discovered the incident in May, conducted an
investigation, and notified March of Dimes on July 16, 2020.

What Information Was Involved?

We have determined that the March of Dimes file accessed by the intruders contained data about our
donors. Our review of this data is ongoing, but so far we have determined that it may have included
your name and title, addresses and contact details (e.g., phone numbers and e-mail addresses),
philanthropic interests, some donation history and your date of birth. We do not have reason to believe
any financial information was stolen or accessed by the intruders. March of Dimes does not use
Blackbaud to process any financial transactions. That being said, we are still in the process of completing
our internal review, and if we determine any financial information was in fact compromised, we will
promptly inform you.

We and Blackbaud believe there is a low risk that your data will be misused. Blackbaud worked with law
enforcement and third-party experts to investigate and resolve this incident. Blackbaud paid the
intruder using a third-party expert who confirmed that any data copied had been destroyed. You can
find more information about this incident on Blackbaud’s website:
https://www.blackbaud.com/securityincident

Risk and Continued Mitigation

Blackbaud believes customer data was not further disclosed by the intruder and will not be misused. An
expert retained by Blackbaud continues to scan the web and has not found any exposed data from this
incident online. Blackbaud plans to continue such monitoring activities for the foreseeable future.
Although March of Dimes will no longer be utilizing Blackbaud’s services by the end of 2020, Blackbaud
has agreed to continue this monitoring and inform March of Dimes if Blackbaud discover any exposed
March of Dimes donor information online.



As a best practice in today’s world of cybercrime, we recommend that you continue to remain vigilant
and report any suspicious activity or suspected identity theft to us and the proper law enforcement
authorities. We also recommend that you review the information below, in the section titled Preventing
Identity Theft and Fraud for more information on ways to protect yourself and your data.

For More Information

In summary, our database provider Blackbaud had a data security incident that included some of your
personal information, but Blackbaud confirmed that stolen files were ultimately destroyed. We sincerely
apologize for this incident and regret any inconvenience it may cause you. Should you have any further
questions regarding this matter, please do not hesitate to contact March of Dimes at 888-MODIMES
(888-663-4637), and we will do our best to answer them.

Thank you again for supporting our fight for the health of all moms and babies.

Sincerely,

Alan Brogdon Adrian Mollo
SVP & Chief Operating Officer SVP & General Counsel

Preventing Identity Theft and Fraud

As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud
or identity theft by, among other things, reviewing your account statements and monitoring credit
reports closely. If you detect any suspicious activity on an account, you should promptly notify the
financial institution or company with which the account is maintained. You may wish to review the tips
provided by the FTC on steps to you can take to avoid identity theft. For more information and to
contact the FTC, please visit www.ftc.gov/idtheft or call 1-877-ID-THEFT (1-877-438-4338).

Credit Reports: You may elect to obtain or purchase a copy of your free credit report by contacting
one of the three national credit reporting agencies. Contact information for these agencies is as
follows:

Equifax Experian TransUnion
1-800-349-9960 1-888-397-3742 1-888-909-8872
www.equifax.com WWwWw.experian.com www.transunion.com
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
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2. Homepage, marchofdimes.org (posted August 14, 2020).

March For Babies | Nacersano | Share Your Story | $hop Gift Guide Register | Sign In

M. ) Search Q

MARCH OF DIMES ABOUTUS  HEALTHTOPICS RESEARCH & PROFESSIONALS MEDIA  GETINVOLVED DONATE

IT STARTS WITH MOM 4

More than six million women will become pregnant =
this year. Join March of Dimes and our partners to 4
connect, protect and help moms and moms-to-be

get the care they need. After all, it starts with

moim.

LEARN MORE

@ COVID-19 UPDATES BLACKBAUD DATA SECURITY INCIDENT

Learn more here about our resources and ways you oan support Please click here for information about a data security incident

families during the pandemic involving Blackbaud, Inc., a current service provider of March of
Dimes.
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3. Linked notice page, https://www.marchofdimes.orq/qeneral-notice-blackbaud.aspx (posted
Auqust 14, 2020).

1 For Babies | Macersa

MARCH OF DIMES ABOUTUS  HEALTHTOPICS ~ RESEARCH&PROFESSIONALS ~MEDIA  GETINVOLVED | /[0 8

GENERAL NOTICE BLACKBAUD
August 14, 2020

We are posting this notice to ot you know of a data security incident that may have invalved our donors personal information, March of Dimes takes the protection and proper
use of your information very seriously: theratore, we are posting this notice to explain the incident and measures taken to protect your informatian.

What Happened?

We were racently notified by one of aur datahase providers, Blackbaud, of a security incident in which they stopped a ransomware attack. Guring the attack, the intruders
removed files from Blackbaud's platform, which hosted data tor hundreds of collegas, universitias, health care organizations, schaols, charities and other non-prafit
organizatiens, including March of Dimes. Elackbaud belioves the breach aocurrad between February and May 2020. Blackbaud discovered the incident in May, conducted an
investigation, and notitied March of Dimes on July 18, 2020,

What Information Was Involved?

We have determined that the March of Dimes file ace

2e0d by the intruders contained data about cur doncrs. Our review of this data is angoing, kut so far wa have determined

that it may have included your name and title, addresses antd contact detpils {e.g.. phone numbers and & mail addresses), hilanthropic interests, some danation history and your
date of birth. We do not have reasen to believe any financial infermation was stolen or aceossed by the intruders. March of Dimes dees not use Blackbaud to process any
financial transactions. That being said, we are il in the procass of completing our inernal review, and it we determine any financial information was in fact compromised, we

will promprly inform you.

Wo and Blackbaud beliove there is a low rigk that your data will be misused. Blackbaud worked with law enforcemant and third party exparts to investigate and resclve this
incident. Blackbaud paid the intrudar using & third party axpert who confirmed that any data copied had been destroyed. You can find maore information about this incident an
Blackbaud's wabsite: hitps. fwww blackbaud. somfsecurityincident

Risk and Continued Mitigation

Blackbaud believes customer data was not further disciosed by the intruder and will net be misused. An expart retained by Blackbaud continues to scan the web and has not
found any exposed data from this incident anline. Blackbawd plans to continue such manitoring activities for the toreseeabie tuture. Although March of Dimes will no longer e
utilizing Blackbaud's services by the end of 2020, Blackbaud has agread to eantinue this manitaring and inform March of Dimes if Blackbaud discover any exposed March of
Dimes donor infarmation anling,

As a best practice in taday’s world of cybererime, we recommaend that vou continue ta remain vigilant and report any suspicious activity or suspected identity theft to us and the
proper law entorcement autharities. 'We alzo recommend that you review the information below, in the section titled Preventing Identity Theft and Mraud for maore information on
Ways to oro

zot yourself and your data.

For More Information

I summary, eur database provider Blackbaud had a data seeurity incident that included some of vour persenal information, but Blackbaud confirmed that stolen files were
ultimately deatroyed. We sincarely apologize for this incident and regrat any inconvenience it may cause you. Should you have any further questions regarding this matter,
please do not hesitate to contast March of Dimes at 888 MODIMES (388,662 4637), and we will do our bast 16 answar them,

Tharik you again for supporting our fight for the health of ail moms and babies.

Sinceraly,

&fan Brogdon Adrian Mollg

SVP & Chief Operating Officer VP & General Counsel

Preventing identity Theft and Fraud

As a precautionary measure, we recommand that you remain vigilant to protect against potential fraud o identity thef by, amony other things, reviewing your account
statements and monitoring credit reports closely. if vou detert any suspicious activity an an account, you should promptly notity the financial institution ar company with which
the account is maintained. You may wish 1o review the tips provided by the FTC on steps to you can take 10 avoid identity theft. For more infarmation and to contact the FTC,
please visit www.ftc.govfidtheft or cali 1 877.1D THEFT {1 £877.438 4238).

Credit Reports: You may elect 1o abtain or purchase a copy of your free crodic report by cantacting ane of the three national credit reporting agencies. Cantact information for
these agencies iz as follows:

Equifax Exporian Transinion
1800 348-9980 1888 397 3742 1.888.909-8872
www.equitax.com www.experian com www.transunio
RO, Box 105788 P.C. Box 9554 RO, Box 2000
Atlanta, 38 30348 Allen, TX 75013 hester, PA 10022
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Addendum 4
Press Release

Blackbaud Security Incident ® MARCH

Impacts March of Dimes Donors W oF DIMES

NED o ED BY SHARE THIS ARTICLE

March of Dimes ~ ° o ° @ o g
Aug 14 2020, 1125 ET @ ‘ ?

ARLINGTON, Va, Aug. 14, 2020 /PRNewswire/ -- March of Dimes Inc. takes the protection and proper use of donoer
infarmation very seriously. The organization was recently notified by one of its database providers, Blackbaud, of a
security incident in which they stopped a ransomware attack During the attack, the intruders removed files from
Blackbaud's platform, which hosted data for hundreds of colieges, universities, health care organizations, schools,
charities and other non-profit organizations, including March of Dimes. Blackbaud believes the breach occurred
between February and May 2020 Blackbaud discovered the incident in May, conducted an investigation, and notified
March of Dimes on July 16, 2020,

March of Dimes determined that the compromised file contained data about its donors. While the review of the datais
ongoing, the data file included donors' names and titles, addresses and contact details {e.g., phone numbers and e-mail
addresses], philanthropic interests, some donation history and dates of birth.

March of Dimes and Blackbaud believe there is a low risk that the data will be misused. Blackbaud worked with law
enforcement and third-party experts to investigate and resolve this incident. Blackbaud paid the intruder using a third-
party expert wheo confirmed that any data copied had been destroyed. An expert ratained by Blackbaud continues to
scan the web and has not found any exposed data from this incident online, Blackbaud plans to continue such
monitoring activities for the foreseeable future and has committed to alerting March of Dimes if they find any of its
donor data. More information about this incident is available on Blackbaud's website: https/fvww blackbaud.com/secu-
rityincident

March of Dimes sincerely apolagizes to its donors for thiz incident and regrets any inconvenience it may cause them.

About March of Dimes

March of Dimes leads the fight for the health of all moms and babies. We support research, lead programs and provide
education and advocacy so that every baby can have the best possible start. Building on a successful 80-year legacy of
impact and innovation, we empower every mom and every family. Visit marchofdimes org or nacersanc.org for more
information. Visit shareyourstory.org for comfort and support. Find us on Facebook and follow us

on Instagram and Twitter.

SOURCE March of Dimes

Related Links

httpfwww marchofdimes org



