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 December 31, 2019 

 

VIA E-MAIL (SECURITYBREACH@ATG.WA.GOV) 

Office of the Washington Attorney General 
Consumer Protection Division 
800 5th Ave., Suite 2000 
Seattle, WA  98104-3188 

Re: Incident Notification 
   

Dear Sir or Madam: 

Landry’s takes the security of payment card data very seriously. Years ago (beginning in 
2016), Landry’s installed a payment processing solution that uses end-to-end encryption 
technology at all Landry’s owned locations. Landry’s is notifying customers by posting notice on 
its website and issuing a press release of an incident that was recently identified and addressed 
involving payment cards that, in rare circumstances, appear to have been mistakenly swiped by 
waitstaff on devices used to enter kitchen and bar orders, which are different devices than the 
point-of-sale terminals used for payment processing.  

Landry’s recently detected unauthorized access to the network that supports its payment 
processing systems for restaurants and food and beverage outlets. Landry’s immediately launched 
an investigation, and a leading cybersecurity firm was engaged to assist. Although the investigation 
identified the operation of malware designed to access payment card data from cards used in person 
on systems at Landry’s restaurants and food and beverage outlets, the end-to-end encryption 
technology on point-of-sale terminals, which makes card data unreadable, was working as 
designed and prevented the malware from accessing payment card data when cards were used on 
these encryption devices. Besides the encryption devices used to process payment cards, 
restaurants and food and beverage outlets also have systems that have a card reader attached for 
waitstaff to enter kitchen and bar orders and to swipe Landry’s Select Club reward cards.  

On November 22, 2019, Landry’s first became aware of rare instances of unencrypted 
payment card data that may have been accessed by the malware.  Landry’s then worked diligently 
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to determine how the unencrypted card data may have entered the environment, the scope of the 
issue, and sought assistance from its payment processor and encryption-to-end encryption 
technology provider.  The investigation determined that in rare circumstances, it appears waitstaff 
may have mistakenly swiped payment cards on the order-entry systems.  The payment cards 
potentially involved in this incident are the cards mistakenly swiped on the order-entry systems.   

The malware searched for track data (which sometimes has the cardholder name in addition 
to card number, expiration date, and internal verification code) read from a payment card after it 
was swiped on the order-entry systems.  In some instances, the malware only identified the part of 
the magnetic stripe that contained payment card information without the cardholder name. The 
general timeframe when data from cards mistakenly swiped on the order-entry systems may have 
been accessed is March 13, 2019 to October 17, 2019.  At a small number of locations, access may 
have occurred as early as January 18, 2019.  A full list of Landry’s owned restaurants and food 
and beverage outlets is available on Landry’s website.   

Landry’s does not have sufficient information to determine the name and mailing addresses 
of individuals whose payment card may have been mistakenly swiped on the order-entry systems 
during the relevant timeframe. Landry’s, therefore, is unable to identify the number of Washington 
residents whose card may have been involved. Therefore, pursuant to Wash. Rev. Code § 
19.255.010, Landry’s is providing substitute notification to Washington residents whose card may 
have been mistakenly swiped on the order-entry systems at a Landry’s location by issuing a press 
release and posting a statement on its website today, December 31, 2019. A copy of the press 
release and website message are enclosed. A list of all Landry’s locations is available on the 
Landry’s website.  Landry’s also established a dedicated call center that customers can call with 
related questions. Notification is being provided without unreasonable delay.  

 
Landry’s has removed the malware, implemented enhanced security measures, and is 

providing additional training to waitstaff. In addition, Landry’s continues to support law 
enforcement’s investigation. 

Please do not hesitate to contact me if you have any questions regarding this matter.  

 

Sincerely, 

 
William R. Daugherty 
Partner 

Enclosure 



Notice of Payment Card Incident  

 

HOUSTON, Dec. 31, 2019 /PRNewswire/ -- Landry's, Inc. ("Landry's") takes the security of payment card data 
very seriously. Years ago (beginning in 2016), Landry's installed a payment processing solution that uses end-to-
end encryption technology at all Landry's owned locations.  

Landry's is notifying customers of an incident that it recently identified and addressed involving payment cards 
that, in rare circumstances, appear to have been mistakenly swiped by waitstaff on devices used to enter kitchen 
and bar orders, which are different devices than the point-of-sale terminals used for payment processing. This 
notice explains the incident, measures Landry's has taken, and some steps customers can take in response. 

Landry's recently detected unauthorized access to the network that supports its payment processing systems for 
restaurants and food and beverage outlets. Landry's immediately launched an investigation, and a leading 
cybersecurity firm was engaged to assist. Although the investigation identified the operation of malware designed 
to access payment card data from cards used in person on systems at its restaurants and food and beverage 
outlets, the end-to-end encryption technology on point-of-sale terminals, which makes card data unreadable, was 
working as designed and prevented the malware from accessing payment card data when cards were used on 
these encryption devices. Besides the encryption devices used to process payment cards, Landry's restaurants 
and food and beverage outlets also have order-entry systems with a card reader attached for waitstaff to enter 
kitchen and bar orders and to swipe Landry's Select Club reward cards. In rare circumstances, it appears waitstaff 
may have mistakenly swiped payment cards on the order-entry systems.  The payment cards potentially involved 
in this incident are the cards mistakenly swiped on the order-entry systems.  Landry's Select Club rewards cards 
were not involved.   

The malware searched for track data (which sometimes has the cardholder name in addition to card number, 
expiration date, and internal verification code) read from a payment card after it was swiped on the order-entry 
systems.  In some instances, the malware only identified the part of the magnetic stripe that contained payment 
card information without the cardholder name. The general timeframe when data from cards mistakenly swiped on 
the order-entry systems may have been accessed is March 13, 2019 to October 17, 2019.  At a small number of 
locations, access may have occurred as early as January 18, 2019. A full list of Landry's owned restaurants and 
food and beverage outlets involved is available at https://www.landrysinc.com/CreditNotice/.   

It is always advisable for customers to closely monitor their payment card statements for any unauthorized 
activity. Customers should immediately report any unauthorized charges to the financial institution that issued the 
card because payment card rules generally provide that cardholders are not responsible for unauthorized charges 
reported in a timely manner. The phone number to call is usually on the back of the payment card.   

During the investigation, Landry's removed the malware and implemented enhanced security measures, and 
Landry's is providing additional training to waitstaff. In addition, Landry's continue to support law enforcement's 
investigation.   

For more information regarding this incident, customers may visit https://www.landrysinc.com/CreditNotice/. 

 

CONTACT: Katelyn Gosslee, Email: katelyn@dpwpr.com, Phone: 713-224-9115. 
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