
Cooley LLP   380 Interlocken Crescent   Suite 900   Broomfield, CO   80021-8023
t: (720) 566-4000  f: (720) 566-4099  cooley.com

March 29, 2019

Office of the Attorney General
1125 Washington Street SE
PO Box 40100
Olympia, WA  98504-0100 

Re: Legal Notice of Information Security Incident

Dear Sirs or Madams:

I write on behalf of my client, Earl Enterprises, to inform you of a data security incident potentially affecting 
payment card information of a limited number of guests that dined at certain of Earl Enterprises’ 
restaurants.  Potentially affected restaurants include the following brands: Buca di Beppo, Earl of 
Sandwich, Planet Hollywood, Chicken Guy!, Mixology and Tequila Taqueria.  While we cannot confirm the 
residency of the individuals potentially affected by the incident, some Washington residents may have 
been affected.  Earl Enterprises will be providing a notice for Washington residents potentially affected by 
this incident, which will include some steps affected individuals may take to help protect themselves.  

Upon learning of potential unauthorized access to certain payment cards, Earl Enterprises promptly 
launched an investigation and engaged two leading cyber security firms to assist in the company’s review.  
As part of the investigation, Earl Enterprises has been in contact with federal law enforcement officials and 
is cooperating with them.  Based on the investigation, it appears that unauthorized individuals installed 
malicious software on some point-of-sale systems at a certain number of Earl Enterprises’ restaurants.  
The software was designed to capture payment card data, which could have included credit and debit 
card numbers, expiration dates and, in some cases, cardholder names.  Although the dates of potentially 
affected transactions vary by location, guests that used their payment cards at potentially affected 
locations between May 23, 2018 and March 18, 2019 may have been affected by this incident.  A full list 
of potentially affected restaurant locations is available at www.earlenterprise.com/incident. 

The incident has now been contained, and Earl Enterprises is working diligently with security experts on 
further remediation efforts.  Moving forward, the company will continue to closely monitor its systems and 
take additional security measures to help prevent something like this from happening again in the future.  
While Earl Enterprises has not discovered a breach with respect to any Washington residents at this time, 
potentially affected residents are being notified beginning March 29, 2019 via notice on the websites of 
Buca di Beppo, Earl of Sandwich, Planet Hollywood, Chicken Guy!, Mixology and Tequila Taqueria, and 
through a media statement. The website notices and media statement refer guests to  
www.earlenterprise.com/incident, which webpage provides additional information about the incident, 
potentially affected locations and dates, a toll-free number where guests can call for additional 
information, and steps that guests may take to help protect themselves. Copies of the notices are 
enclosed here for your reference.  

David J. Navetta
+1 720 566 4153
dnavetta@cooley.com

CONFIDENTIAL
Via E-Mail (SecurityBreach@atg.wa.gov)

http://www.earlenterprise.com/incident
http://www.earlenterprise.com/incident
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Should you have any questions or concerns, please contact me at dnavetta@cooley.com or 720-566-
4153.

Very truly yours,

David J. Navetta

DJN:ELL

Enclosures

201270384 v1 
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