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November 21, 2018
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Washington State Office of the Attorney General
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Re:

Legal Notice of Information Security Incident

Dear Sirs or Madams:
Pursuant to Wash. Rev. Code § 19.255.010 et seq, we write on behalf of our client, British Airways
Plc (“BA”), to notify you of a security incident that may have resulted in the unauthorized
acquisition of payment card and other personal data of approximately 1588 Washington
residents. 1 BA takes the protection of its customers’ personal information very seriously and has
notified all potentially affected individuals.
On September 5, 2018, BA became aware of a cyber security incident after a US bank alerted
BA to a number of unexplained transactions to an unfamiliar website domain, baways.com, which
is not associated with BA. BA immediately began a forensic investigation and discovered that,
on August 21, 2018, a third party had introduced malicious code onto the BA website,
britishairways.com, and BA’s mobile app. The malicious code redirected the personal and
financial details of customers making or changing bookings on the website or mobile app between
August 21, 2018 and September 5, 2018.
Upon discovering the security incident, BA immediately removed the malicious code from its
website and mobile app and stopped the data from being redirected to baways.com. BA also
engaged the assistance of cyber forensic investigators to help investigate and determine what
information was potentially exposed. BA made a statement on its website on September 6, 2018,
and notified 537,107 potentially affected customers around the world of the breach by email
between September 7 and 12, 2018.
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BA has been unable to determine the state of residence for a certain portion of the US individuals
affected. However, each of these individuals has been provided notice as described below.
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Since then, BA has been working continuously with specialist cyber forensic investigators to
investigate fully the data theft. The investigation has subsequently shown that the same hackers
may have stolen additional personal data from a server on the BA estate and on October 25, 2018
an update was posted on BA’s website stating that payment card information in relation to a further
185,000 customers who made reward bookings using a payment card between April 21, 2018
and July 28, 2018 may have been compromised. These customers were notified by email on
October 25 and 26, 2018. Form copies of the customer emails referred to above are included for
your reference.
BA has confirmed that, in both instances, the type of information potentially compromised includes
first and last name, billing address, email address, and payment card information. The payment
card information generally included payment card number, expiration date, and CVV, however,
the CVV was not compromised in all cases. The customer was notified if their CVV remained
confidential.
Because BA takes the privacy of personal information very seriously, and regrets that this type of
information was vulnerable, BA has notified affected Washington residents via email, provided
notice to major media outlets, and has posted a notice and additional information for affected
individuals about the incident on its website at https://www.britishairways.com/enus/information/incident/data-theft/latest-information. In addition, BA is offering credit monitoring
services to Washington residents upon request and has committed to reimbursing any financial
losses suffered by its customers as a direct result of the data theft.
In addition, BA now knows that only 429,000 of the customers that were contacted were in fact
impacted. BA has also had no verified cases of fraud.
BA is also conducting a thorough review of its security measures, internal controls, and
safeguards and is making changes to help prevent a similar incident in the future. BA has notified
the United Kingdom’s Information Commissioner’s Office, UK law enforcement and other UK
regulators of the incident and is cooperating fully with their enquiries.
If you have any questions or need further information regarding this incident, please contact me
at (202) 662 4691 or chris.cwalina@nortonrosefulbright.com.

Very truly yours,

Chris Cwalina
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