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February 23, 2021

VIA E-MAIL

Office of the Attorney General
1125 Washington Street SE
PO Box 40100
Olympia, WA 98504-0100
E-mail: securitybreach@atg.wa.gov

Re: Notice of Data Event

Dear Sir or Madam:

We represent Washington Education Association (“WEA”) located at 32032 Weyerhaeuser Way
S, Federal Way, WA 98001 and its local affiliate Seattle Education Association (“SEA”), and are
writing to provide preliminary notice of a data security event. The investigation into this matter is
ongoing, and this notice will be supplemented with any new significant facts learned subsequent
to its submission.  By providing this notice, WEA does not waive any rights or defenses regarding
the applicability of Washington law, the applicability of the Washington data event notification
statute, or personal jurisdiction.

On January 4, 2021, staff discovered that an SEA server had been encrypted. In response, an
investigation was immediately begun with the assistance of third-party forensic specialists. The
investigation was greatly completed on February 16, 2021 and it was determined that while there
is no evidence of access to or exfiltration of any data within the impacted server, the possibility of
access to some of the data could have occurred. Because of this possibility, WEA and SEA are
confirming the scope of information held on the impacted SEA server, and to whom that
information belongs. It is understood that if there is sensitive information contained in the impacted
server, that information will pertain to Washington residents. Once complete, notice of this
incident will be provided to all potentially impacted individuals, and we will provide your Office
with supplemental notice as well.
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Our supplemental notice will provide a confirmation of the number of affected Washington
residents, a detailed description of the facts of the incident, and steps taken by WEA and SEA in
response to this incident.

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4775.

Very truly yours,

Christopher J. DiIenno of
MULLEN COUGHLIN LLC
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