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Edward J. Finn 1275 Drummers Lane, Suite 302
Office: 267-930-4776 Wayne, PA 19087
Fax:  267-930-4771

Email: efinn@mullen.]law

November 9, 2016

VIA U.S. MAIL (securitybreach@atg. wa.gov)

Office of the Attorney General
1125 Washington Street SE
PO Box 40100

Olympia, WA 98504-0100

Re: Notice of Data Event

Dear Sir/Madam:

Our office represents UFCW Local 655 Food Employers Joint Pension Plan. We are writing to
provide you with notice of an event that may impact the security of personal information relating to
556 Washington residents. By providing this notice, UFCW Local 655 Food Employers Joint Pension
Plan does not waive any rights or defenses regarding the applicability of Washington law,
applicability of the Washington data event notification statute, or personal jurisdiction.

Background

On or around July 21, 2016, UFCW Local 655 Food Employers Joint Pension Plan was the victim of
a ransomware attack. UFCW Local 655 Food Employers Joint Pension Plan immediately began an
investigation into the nature and the scope of this incident. A third-party data forensic firm was
retained to assist in the investigation. After an extensive investigation, no evidence was found
demonstrating that an unauthorized individual accessed or acquired information, however it was
determined that an unauthorized user gained access to the UFCW Local 655 Food Employers Joint
Pension Plan server on July 14, 2016, one week before the ransomware attack. While there is no
evidence that information was accessed or acquired, we are unable to definitively rule out this
possibility, and provided notice out of an abundance of caution. The information potentially affected
by this incident include individuals’ name, date of birth, Social Security Number, as well as bank
account information for a subset of individuals.
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Notice to Washington Residents

This server contained information relating to 556 Washington residents who provided their personal
information directly to UFCW Local 655 Food Employers Joint Pension Plan. UFCW Local 655
Food Employers Joint Pension Plan is mailing written notice of this incident to these 556 Washington
residents on or about November 9, 2016, in substantially the same form as the letters attached hereto
as Exhibit A.

Other Steps Taken and To Be Taken

UFCW Loca} 655 Food Employers Joint Pension Plan is offering those individuals impacted by this
incident access to one free year of credit monitoring and identity restoration services with Kroll, and
is providing these individuals with helpful information on how to protect against identity theft and
fraud. In addition, UFCW Local 655 Food Employers Joint Pension Plan is offering the parents or
guardians of affected minors and the families of deceased individuals impacted by this incident access
to one free year of identity restoration and consultation services with Kroll, and is providing these
individuals with helpful information on how to protect against identity theft and fraud.

UFCW Local 655 Food Employers Joint Pension Plan is taking steps to mitigate the risk that an event
like happens again by, among other things, updating its security procedures and securing its network.
In addition to providing notice of this incident to your office, UFCW Local 655 Food Employers Joint
Pension Plan is providing notice of this incident to other regulators and consumer reporting agencies
where required.

Contact Information

Should you have any questions regarding this notification of other aspects of this event, please contact
us at 267-930-4776.

Very truly yours,

-

g
AV

Edward J. Finn of
MULLEN COUGHLIN LLC
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Enclosure

cc:  Office of the Attorney General
Consumer Protection Division
800 5™ Ave., Suite 2000
Seattle, WA 98104-3188
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Re: Notice of Data Security Event
Dear Parent or Guardian of - - &'ano=r rordama s coeamoac_asttiane,

| am writing to inform you of a recent data privacy event that may impact the security of your child's personal
information. While we are unaware of any actual or attempted misuse of this information, we take this incident
very seriously and are providing you with this notice so that you may take steps to protect your child’s personal
information should you feel it is appropriate to do so.

WHAT HAPPENED? On or around July 21, 2016, UFCW Local 655 Food Employers Joint Pension Plan was the victim
of a ransomware attack. We immediately began an investigation into the nature and the scope of this incident. We
retained a third-party data forensic firm to assist in our investigation. After an extensive investigation, we found no
evidence demonstrating that an unauthorized individual accessed or acquired your child's information, however we
determined that an unauthorized user gained access to our server on July 14, 2018, one week before the ransomware
attack. While there is no evidence that your child's information was accessed or acquired, we are unable to definitively
rule out this possibility, and are providing notice out of an abundance of caution.

WHAT INFORMATION WAS INVOLVED” This incident may have affected your Chlld S s antlal g B
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WHAT ARE WE DOING? We take the security of your child’s information very seriously, and apologize for any
inconvenience this matter may cause you. We have updated our security procedures and secured our network. As

a result of this incident, we are providing additional information o you on how to better protect against identity theft
and fraud. We are also providing you access to a complimentary twelve (12) month membership with Kroll for identity
consultation and restoration. The enclosed Privacy Safeguards contain instructions on how to enroll and receive these
free services as well as additional information on ways to protect against identity theft and fraud.

WHAT CAN YOU DO? Please review the enclosed information on how to better protect against misuse of your child's
personal information. Your child is enrolled to receive access to the twelve (12} free months of identity consuttation
and restoration we are offering to you.

FOR MORE INFORMATION. Again, we are sorry for the inconvenience and concern this incident causes you. The
security of personal information is one of our highest pricrities. Should you have any questions about the information
in this letter or ways you can protect yourself from the possibility of identity theft, please call 1-855-366-0140, Monday
through Friday, between the hours of 8:00 a.m. to 5:00 p.m. Central Time. Please have your ¢hild’s membership
number: <<¥amber ID»» ready.

Sincerely,

Pension Board of Trustees

930CRG-1116



NOTICE OF PRIVACY SAFEGUARDS

To help protect your identity, we are offering a complimentary twelve (12) manth membership of identity consultation
and restoration. Kroll is a global leader in risk mitigation and response, and their team has extensive experience
helping pecple wha have sustained an unintentional exposure of confidential data.

Your child’s Membership Number: <<pMember 1D
Your child is already enrolled for services.

Additional information describing your services is included with this letter.

We encourage you to remain vigilant against incidents of identity theft and fraud and seek to protect against possible
identity theft or other financial loss by regularly reviewing your child's financial account statements, and monitoring
your child's credit reports for suspicious activity. Under U.S. law, you are entitled to one free credit report annually
from each of the three major credit bureaus. To obtain a free credit report, you may visit www.annualcreditreport.
com, or cail, toll-free, (877) 322-8228. Typically, credit is not granted to individuals under the age of 18 and, therefore,
the credit bureaus may not maintain a credit file on your child; however, if you order your own credit report, when you
receive your credit reports, you should review them carefully. You are encouraged to look for accounts you did not
open as well as inquiries from creditors that you did not initiate. Also, you should look for personal information that

is not accurate, such as home address or Social Security Number. If you see anything on the report that you do not
understand, call the credit reporting agency at the telephone number on the report. If you find suspicious activity on
your credit reports, call your local police or sheriff's office and file a police report of identity theft. You should ask fora
copy of the police report, as you may need to give copies of the police report o creditors to clear your records. Even
if you do not find any signs of fraud on your reports, wa recommend that you check your credit reports periodically.

At no charge, you can have these credit bureaus place a "fraud alert” on your file that alerts creditors to take
additional steps to verify your identity prior to granting credit in your name. Please note, however, that because it tells
creditors to follow certain procedures to protect an individual’s credit, it may also delay the ability to obtain credit
while the agency verifies your identity. As soon as one credit bureau confirms a fraud alert, the others are notified to
place fraud alerts on your file. If you wish to place a fraud alert, or you have questions regarding your credit report,
you can contact any one of the folfowing agencies:

Equifax Experian TransUnion

P.O. Box 105069 P.0O. Box 2002 P.C. Box 2000

Aflanta, GA 30348 Allen, TX 75013 Chester, PA 18022-2000
800-525-6285 888-397-3742 800-680-7289
www.equifax.com www.experian.com www.transunion.com

You may also place a security freeze on your credit reports. A security freeze prohibits a credit bureau from releasing
any irformation from a consumer's credit report without the consumer's written authorization. However, please be
advised that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of
any requests you make for new loans, credit mortgages, employment, housing or other services.

If you are the victim of identity theft, and provide the credit bureau with a valid police report, you will not be charged
to ptace, lift or remove a security freeze. In other cases, a credit bureau may charge a fee to place, temporarily lift, or
permanently remove a security freeze. You will need to place a security freeze separately with each of the three major
credit bureaus listed above if you wish to place the freeze on all of their credit files.

For more information on how to place a security freeze, affected individuals may use the following contact
infarmation:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze

P.O. Box 105788 P.O. Box 9554 P.C. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 12022-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/help/ www.experian.com/freeze/center.htmi www .transunion.com/securityfreeze

credit-freeze/en_cp



You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take
to protect themselves, by contacting your state Attorney General or the Federal Trade Commission {FTC). The FTC
aiso encourages those who discover that personal information has been misused to file a complaint with them. The
FTC can be reached at: 600 Pennsylvania Avenue, NW, Washington, DC 20580; www.fic.gov/idtheft; 1-877-1D-THEFT
(1-877-438-4338); and TTY: 1-866-653-4261. You should alsc report Known or suspected identity theft to your state
Attorney General, the FTC, and local law enforcement. Your state Attorney General may have advice on preventing
identity theft. You can also learn more about placing a fraud alert or security freeze on your credit files by contacting
the FTC, your state Attorney General, or local law enforcement. For Maryland residents, the Attorney General can
be reached at: 200 St. Paul Place, 16th Floor, Baltimore, MD 21202; 1-888-743-0023; and www.oag.state.md.us.
For North Carolina residents, the Atlorney General can be contacted at: 9001 Mail Service Center, Raleigh NG
267699-9001; (919) 716-8400; and www.ncdoj.gov. This notice has not been delayed because of a law enforcement
investigation.
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Re: Notice of Data Security Event
Dear --dMemperErstMNamss. - oMemoar astanan s,

I am writing to inform you of a recent data privacy event that may impact the security of your personal information.
While we are unaware of any actual or attempted misuse of this information, we take this incident very seriously and
are providing you with this notice so that you may take steps to protect your personal information should you feel it is
appropriate to do so.

WHAT HAPPENED? On or around July 21, 2016, UFCW Local 655 Food Employers Joint Pension Plan was the victim
of a ransomware attack. We immediately began an investigation into the nature and the scope of this incident. We
retained a third-party data forensic firm to assist in our investigation. After an extensive investigation, we found no
evidence demonstrating that an unauthorized individual accessed or acquired your information, however we determined
that an unauthorized user gained access to our server on July 14, 2018, one week before the ransomware attack.

While there is no evidence that your information was accessed or acquired, we are unable to definitively rule out this
possibility, and are providing notice out of an abundance of caution.

WHAT INFORMATION WAS INVOLVED? This incident may have affected your < C-2ridaf ~ama Soo 4 Sax 1,
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WHAT ARE WE DOING? We take the security of your information very seriously, and apologize for any inconvenience
this matter may cause you. We have updated our security procedures and secured cur network. As a result of this
incident, we are providing additional information to you on how to better protect against identity theft and fraud. We
are also providing you access to a complimentary twelve (12) month membership with Kroll credit monitoring and
identity restoration services. The enclosed Privacy Safeguards contain instructions on how to enroll and receive these
free services as well as additional information on ways to protect against identity theft and fraud.

WHAT CAN YOU DO? Please review the enclosed information on how to better protect against misuse of your personal
information. You can enroll to receive access to the twelve (12) free months of credit monitoring and identity restoration
services we are offering to you,

FOR MORE INFORMATION. Again, we are sorry for the inconvenience and concern this incident causes you. The

security of personal information is one of our highest pricrities. Should you have any questions about the information
in this letter or ways you can protect yourself from the possibllity of identity theft, please call 1-855-366-0140, Monday
through Friday, between the hours of 8:00 a.m. fo 5:00 p.m. Central Time. Please have your membership number ready.

Sincerely,

Pension Board of Trustees



NOTICE OF PRIVACY SAFEGUARDS

To heip protect your identity, we are offering a complimentary twelve (12) monih membership of identity monitoring
through Kroll. Kroll is a global leader in risk mitigation and response, and their team has extensive experience helping
people who have sustained an unintentional exposure of confidential data. Your identity monitoring services include
Credit Monitoring, identity Consuitation, and Identity Restoration.

Visit krolt.idmonitoringservice.com to enroll and take advantage of your identity monitoring services.
Membership Number: <<Member ID»>

To receive credit services by mail instead of online, please call 1-855-366-0140. Additional information describing
your services is included with this letter.

In addition to enrolling in Kroll's services, we encourage you to remain vigilant against incidents of identity theft and
fraud and seek to protect against possible identity theft or other financial loss by regularly reviewing your financiat
account statements, and monitoring your credit reports for suspicious activity. Under U.S. law, you are entitled to one
free credit report annually from each of the three major credit bureaus. To obtain a free credit report, you may visit
www.annualcreditreport.com, or call, toll-free, (877) 322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report. When you receive your credit reports, they should be reviewed
carefully. You are encouraged to look for accounts you did not open as well as inquiries from creditors that you did
not initiate. Also, you should look for personal information that is not accurate, such as home address or Social
Security Numbet. If you see anything on the report that you do not understand, call the credit reporting agency at the
telephone number on the report. If you find suspicious activity on your credit reports, call your local police or sheriff's
office and file a police report of identity theft. You should ask for a copy of the police report, as you may need to

give copies of the police report to creditors to clear your records. Even if you do not find any signs of fraud on your
reports, we recommend that you check your credit reports pericdically.

At no charge, you can have these credit bureaus place a *fraud alert” on your file that alerts creditors to take additional
steps to verify your identity prior to granting credit in your name. Please note, however, that because it telis creditors to
follow certain procedures to protect an individual’s credit, it may also delay the ability {o obtain credit while the agency
verifies your identity. As soon as one credit bureau confirms a fraud alert, the others are notified to place fraud alerts
on your file. If you wish to place a fraud alert, or you have guestions regarding your credit report, you can coniact any
one of the following agencies:

Equifax Experian TransUnion

P.O. Box 105069 P.C. Box 2002 P.O. Box 2000

Atlania, GA 30348 Allen, TX 75013 Chester, PA 18022-2000
800-525-6285 888-397-3742 800-680-7289
www.equifax.com www.experian.com www.transunion.com

You may also place a security freeze on your credit reports. A security freeze prohibits a credit bureau from releasing
any information from a consumer’s credit report without the consumer’s written authorization. However, please be
advised that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of
any requests you make for new loans, credit mortgages, employment, housging or other services.

If you are the victim of identity theft, and provide the credit bureau with a valid police report, you will not be charged
{o place, lift or remove a security freeze. In other cases, a credit bureau may charge a fee to place, temporarily §ift, or
permanently remove a security freeze. You will need to place a security freeze separately with each of the three major
credit bureaus listed above if you wish to place the freeze on all of their credit files,

For more information on how to place a security freeze, affected individuals may use the following contact information:

Equifax Security Freeze Experian Security Freeze TranslUnion Security Freeze

P.O. Box 105788 P.G. Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 18022-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.eqguifax.com/help/ www.experian.com/freeze/center.html www.transunion.com/securityfreeze

credit-freeze/en_cp



You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take
to protect themselves, by contacting your state Atiorney General or the Federal Trade Commission (FTC). The FTC
also encourages those who discover that their information has been misused to file a complaint with them. The FTC
can be reached at: 600 Pennsylvania Avenue, NW, Washington, DC 20580; www ftc gov/idtheft; 1-877-ID-THEFT
(1-877-438-4338); and TTY: 1-866-653-4261. You should also report known or suspected identity theft to your state
Attorney General, the FTG, and local law enforcement. Your state Attorney General may have advice on preventing
identity theft. You can also learn more about placing a fraud alert or security freeze on your credit files by contacting
the FTG, your state Attorney General, or local law enforcement. For Maryland residents, the Attorney General can
be reached at: 200 St. Paul Place, 16th Floor, Baltimore, MD 21202; 1-888-743-0023; and www.oag.state.md.us.
For North Carolina residents, the Attorney General can be contacted at: 9001 Mail Service Center, Raleigh NC

267699-9001; {919) 716-6400; and www.ncdoj.gov. This notice has not been delayed hecause of a law enforcement
investigation.



Tl Kroll.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've been provided with access to the following services' from Kroll:

Credit Monitoring through TransUnion

You'll receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied for
in your name. If you do not recognize the activity, you'll have the option to call a Kroll investigator, who can help you
determine if it’s an indicator of identity theft.

identity Consultation

You have unlimited access to consultation with a dedicated licensed investigator at Kroll. Support includes showing
you the most effective ways to protect your identity, explaining your rights and protections under the taw, assistance
with fraud alerts, and interpreting how personal information is accessed and used, including investigating suspicious
activity that could be tied to an identity theft event.

tdentity Restoration

If you become a victim of identity theft, an experienced licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and will do most of the
work for you. Your investigator can dig deep to uncover all aspects of the identity theft, and then work to resolve it.

' Kroll's activation website Is only compatible with the current version or one version earlier of Internet Explorer, Chrome, Firefox, and Safari,

To receiva credit services, you must be aver the age of 18 and have established credit in the U.S., have a Social Security number in your nams,

and have a U.S, residentiat address assoclated with your credit file. 4700118
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Re: Notice of Data Security Event
To the Next of Kin of ~-MamoarSrstMarme o MamperlastMamns s,

| am writing to inform you of a recent data privacy event that may impact the security of your loved ong’s personal
information. While we are unaware of any actual or attempted misuse of their information, we take this incident vary
seriously and are providing you with this notice so that you may take steps to protect your loved one’s personal
information should you feel it is appropriate to do so.

WHAT HAPPENED? On or around July 21, 2018, UFCW Local 855 Food Employers Jeint Pension Plan was the victim
of a ransomware attack. We immediately began an investigation into the nature and the scope of this incident. We
retained a third-party data forensic firm to assist in our investigation. After an extensive investigation, we found no
evidence demonstrating that an unauthorized individual accessed or acquired your loved one's information, however we
determined that an unauthorized user gained access to our server on July 14, 2018, one waek before the ransomware
attack. While there is no evidence that your loved one’s information was accessed or acquired, we are unabie to
definitively rule out this possibility, and are providing notice out of an abundance of caution.

WHAT INFORMATION WAS INVOLVED? This incident may have affected your loved one’s - 20anter g
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WHAT ARE WE DOING? We take the security of your loved one's information very seriously, and apologize for any
inconvenience this matter may cause you. We have updated our security procedures and secured our network. As

a result of this incident, we are providing additional information to you on how to better protect against identity theft
and fraud. We are also providing you access to a complimentary twelve (12) month membership with Kroll for identity
consultation and restoration. The enclosed Privacy Safeguards contain additional information on ways to protect your
loved one’s personal information against identity theft and fraud.

WHAT CAN YOU DO? We encourage you to take the steps in the enclosed Privacy Safeguards on how to protect
your loved one against identity theft and fraud.

FOR MORE INFORMATION, Again, we are sorry for the inconvenience and concern this incident causes you. The
security of personal information is one of our highest priorities. Should you have any questions about the information
in this letter or ways you can protect your loved one from the possibility of identity theft, please calt 1-855-366-0140,
Monday through Friday, between the hours of 8:00 a.m. to 5:00 p.m. Central Time. Please have your loved one's
membership Number: <<Memnbei ID>> ready when you call.

Sincerely,

Pension Board of Trustees



NOTICE OF PRIVACY SAFEGUARDS

We encourage you to remain vigilant against incidents of identity theft and fraud and seek to protect against possible
identity theft or other financial loss by regularly reviewing your foved one's credit reports for suspicious activity. There
are steps you can take to protect your loved one’s credit file, Under U.S. law, you are entitled to one free credit report
annually from each of the three major credit bureaus so Jong as you verify your authorization to make such a request
on behalf of your loved one. To order this free credit report, you may visit www.annualcreditreport.com, or call,
toll-free, (B77) 322-8228. You may also contact the three major credit bureaus directly to request a free copy of your
credit report. When you receive your credit reports, they should be reviewed carefully. We recommend contacting the
three major credit bureaus listed below to discuss your particular situation and obtain specific guidance. Once you
have established a relationship with the credit reporting agency and verify your authorization to make a request an
behalf of your loved one, you can request a copy of your loved one's credit report. A review of the credit report will let
you know of any active credit accounts that still need to he closed or any pending collection notices. Be sure to ask
for all contact information on accounts currently open in your loved one’s name (credit granters, collection agencies,
etc.) so that you can follow through with these entities.

You may also request, in writing, that the report list the following alert;

“Deceased. Do not issue credit. If an application is made for credit, notify the following person(s) immediately:
(list yourself, and/or another authorized relative, and/or executor/trustee of the estate-noting the retationship
of any individual listed to your family members-and/or a law enforcement agency).”

in most cases, this ftag will prevent the opening of new credit accounts in your loved one’s name.

Contact information for the three major cradit bureaus is as follows:

Equifax Experian TransUnion

P.O. Box 105069 P.O. Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 18022-2000
800-525-6285 888-397-3742 800-680-7289
www.equifax.com www.experian.com www. transunion.com

You can further educate yourself regarding identity theft, fraud alerts, security freszes, and the steps you can take
to protect your loved one’s identity, by contacting your state Attorney General or the Federal Trade Commiission
{FTC). The FTC also encourages those who discover that personal information has been misused to file a compiaint
with them. The FTC can be reached at: 600 Pennsylvania Avenue, NW, Washington, DC 20580; www.ftc.gov/idtheft;
1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. You should also report known or suspected identity
theft to your state Attorney General, the FTG, and local law enforcement. Your state Attorney General may have
advice on preventing identity theft. For Maryland residents, the Attorney General can be reached at; 200 St. Paui
Place, 16th Floor, Baltimore, MD 21202; 1-888-743-0023; and www.oag.state.md.us. For North Carolina residents,
the Attorney General can be contacted at: 9001 Mail Service Center, Raleigh NC 267692-8001; (919) 716-6400; and
www.ncdoj.gov. This notice has not been delayed because of a law enforcement investigation.



TAKE ADVANTAGE OF IDENTITY CONSULTATION AND RESTORATION SERVICES
Kroll employs a team of experienced licensed investigators to provide expert, one-on-one assistance:

Identity Consultation: You have unlimited access to consultation with a dedicated licensed investigator at Kroll.
Support includes showing you the most effective ways to protect your family member's identity, explaining your rights
and protections under the law, assistance with fraud alerts, and interpreting how personal information is accessed
and used, including investigating suspicious activity that could be tied to an identity theft event.

Identity Restoration: If you believe your family member's identity may have been affected by identity theft, an
experienced licensed investigator will work on your behalf to resolve related issues. You will have access to a
dedicated investigator who understands your issues and will do most of the work for you. Your investigator can
dig deep to uncover all aspects of the identity theft, and then work to resolve it.

468-0216



