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Via Electronic Mail 

securitybreach@atg.wa.gov  

August 12, 2020 

Attorney General Bob Ferguson 

Office of the Attorney General 

1125 Washington Street SE 

PO Box 40100 

Olympia, WA 98504-0100 

Re: Notice of Security Incident  

Dear Attorney General Ferguson: 

We are writing you on behalf of our client The Food Project to notify you of a recent security 

incident that affected the personal information of some Washington state residents. The Food 

Project is a 501(c)(3) tax-exempt organization and its mission is to create a thoughtful and 

productive community of youth and adults who work together to build a sustainable food 

system. 

Please be aware that this was not the result of any security failure of The Food Project. The 

Food Project has contracted with Blackbaud, Inc. (“Blackbaud”) to provide customer 

relationship management systems and services. On July 16, 2020, Blackbaud informed all of its 

customers, including The Food Project, that Blackbaud had been the victim of a ransomware 

attack that was, according to Blackbaud, stopped in May of 2020. According to Blackbaud, the 

cybercriminal was unsuccessful in blocking Blackbaud or customer access to the database, but 

apparently the cybercriminal was able to remove a copy of a subset of data, including that of 

The Food Project’s donors. According to Blackbaud’s investigation, it believes that the 

cybercriminal first accessed the database on February 7, 2020 and Blackbaud says the incident 

was resolved by May 20, 2020. Again, The Food Project did not receive notice from Blackbaud 

until July 16, 2020. Further information as provided by Blackbaud is in the Blackbaud statement 

regarding the security incident at https://www.blackbaud.com/securityincident.  

The Food Project began immediately to determine what donor information was stored in the 

Blackbaud database; given the information we received from Blackbaud, it is not possible to 

determine exactly which datasets may have been accessed by the cybercriminal. The personal 

information as defined in RCW 19.255.010 included name, address, and date of birth. The 

Food Project does not collect sensitive information such as social security number, and no 

financial information or credit card information was included in the affected Blackbaud 

database. The Food Project processes that information via a separate encrypted platform that 

was not involved in the Blackbaud cybersecurity incident. 
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Sincerely, 

Cynthia J. Larose 

It has been determined that the “personal information” of approximately 6 Washington state 

residents was in The Food Project’s dataset. A copy of a notification letter being sent to these 

residents on or about August 11, 2020 is attached. The Food Project continues to request 

additional information from Blackbaud, and has terminated its relationship with Blackbaud. 

Blackbaud has informed us that it has taken steps to strengthen its protection of personal 

information, including updating its network security controls and email system, and it will 

continue to closely monitor and take further steps as appropriate to safeguard such information. 

The Food Project also continues to improve its own internal policies and vendor management. 

If there are any questions, please contact the undersigned at cjlarose@mintz.com








