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June 23, 2018 

VIA EMAIL (SECURITYBREACH@ATG.WA.GOV) 
VIA U.S. FIRST-CLASS MAIL 

Office of the Attorney General of the State of Washington 
Consumer Protection Division 
800 5th Avenue, Suite 2000 
Seattle, WA 98104 
 

Re: Notice of Possible Data Breach Affecting the Terteling Company, Inc., Western 
States Equipment Company, Argi-Service, 36th Street Garden Center and Bistro, and 
Red Horse Mountain Ranch (prior affiliation) 

To the Consumer Protection Division of the Washington Office of the Attorney General: 
 
We represent the Terteling Company, Inc. and its affiliated businesses, Western States 
Equipment Company, Agri-Service, LLC, and the 36th Street Garden Center and Bistro 
(collectively, the “Companies”) and write to report a possible data breach that the Companies 
recently experienced. The Terteling Company and 36th Street Garden Center are located in 
Boise, Idaho, Western States Equipment Company is located in Meridian, Idaho, and Agri-
Service is located in Kimberly, Idaho. The possible data breach also potentially affected past 
employees of Red Horse Mountain Ranch, a prior affiliate of Terteling.   
 
On May 1, 2018, employees of the Companies received a malicious phishing email from an 
employee’s email account. Thinking that this email was legitimate, some employees clicked on 
the content in the email. The email was actually from an external hacker, who leveraged the 
email to possibly gain access to different users’ business email accounts. After learning about the 
phishing email, the Companies’ IT managers removed the email from the network and, over the 
next several days, investigated. On May 9, the IT managers determined that the phishing email 
might have been sent due to a business network intrusion by an external threat. The IT managers 
then contained the threat by restricting network access and requiring all users to reset their 
passwords on May 10, 2018.   
 
Since then the Companies have investigated the incident further, and working with an outside 
forensic investigation team, learned that the hacker was likely based outside of the United States. 
Based on the investigation, it is not certain whether the hacker captured any particular employee 
or customer information, but there is the potential that the hacker was able to do so. Accordingly, 
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the Companies are proceeding with caution and treating this incident as though the hacker had 
the ability to access employee payroll and health plan information for all of the Companies and 
past information for Red Horse Mountain Ranch, as well as certain Western States’ customer 
information accessible during this time period.  
 
The information potentially affected involves employee payroll and personal benefit data, 
including information pertaining to participation in the health plan sponsored by the Companies, 
including names, Social Security numbers, home addresses, birth dates, earnings amounts, health 
plan ID numbers, and, in some instances, driver’s license numbers and business-issued credit 
cards. Additionally, some email communications regarding health plan participation, coverage, 
or claims (including information concerning diagnoses, medications, procedures, treatment dates, 
and payments sought and paid) were potentially exposed in this incident.   
 
This incident also had the potential to involve Western States customer information, including 
customer names, addresses, telephone numbers, email addresses, credit card account numbers, 
credit card security codes, Social Security numbers, and driver’s license numbers. Western States 
does not collect any other customer information, and no other type of personal information was 
potentially involved.   
 
The total number of individuals potentially affected is approximately 4,650. The total number of 
people potentially affected with Washington addresses on file with the Companies is 941.   
 
The Companies are in the process of providing notice of the incident to potentially affected 
individuals via U.S. Mail. Enclosed are generic samples of the notices expected to be mailed by 
June 23, 2018.  As explained in these notice letters, the Companies are providing complimentary 
credit monitoring and identity theft detection and resolution services through Experian to their 
employees, former employees, members of the Companies’ health plan, and customers of 
Western States. They have also enclosed general identity theft and protection information. The 
Companies have also notified local law enforcement and the FBI of this incident. 
 
If your office has any questions, please let me know. 
 
Very truly yours, 
 
 
 
Hunter O. Ferguson 
 
Enclosures 
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