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March 10, 2021    
 
Washington Office of the Attorney General    
1125 Washington St SE  
PO Box 40100  
Olympia, WA 98504  
 
VIA ELECTRONIC MAIL  
Email: SecurityBreach@atg.wa.gov 
 
 
 Re:  Notice of Data Security Incident  
  
 
To Whom It May Concern:  
 
Public Utility District No. 1 of Skagit County, Washington (“District”) contracts with Automatic 
Funds Transfer Services, Inc. (“AFTS”) to process utility bill payments.  AFTS recently 
experienced a data security incident described in greater detail below. The purpose of this letter 
is to notify the Washington State Office of the Attorney General of the incident in accordance 
with Washington’s data breach notification statute, RCW 19.255.010.  
 

I. Nature of the Incident  
 

On or about February 4, 2021, the District was informed by AFTS that their network 
servers were compromised during the first week of February.  AFTS was the victim of a 
ransomware attack that blocked access to data on their computer system by encrypting 
it.  At that time, AFTS did not know for sure what, if any, of our customers’ information 
was accessed during the ransomware attack or if the data has simply been made 
inaccessible. 

 
We were told that AFTS hired a cybersecurity company to address the ransomware 
attack and retrieve all of its information. AFTS has reported the ransomware attack and 
potential breach of customer information to both the police and FBI. 

 
On February 12, 2021, the District was notified by AFTS that files containing certain 
personal information might have been acquired by an unauthorized third-party 
connected with this data security incident. Although the District is not aware of any 
misuse of personal information as a result of this incident, we decided it best to provide 
notification of this incident to individuals whose information may have been impacted.  
who pay their utility bills by mailing a paper check or using an online banking service are 
encouraged to monitor their bank account for unusual activity and immediately report 
any suspicious activity to their bank.  
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II. Type of Information and Number of Washington Residents Involved  
The District notified 23,935 water utility customers of this incident via the enclosed 
sample letter mailed on February 26, 2021.  The letters provide individuals with 
information on steps to take to help protect personal information.  

 
The information involved in the incident is still unknown at this time.  We advise all water 
utility customers to assume that it may have included: name, address, service address, 
account number, and bank routing and account numbers.  

 
III. Steps Taken Relating to the Incident  
 

As soon as the District learned of the incident, we took steps to secure our systems and 
electronic processes between AFTS and our network.  In addition, we implemented 
measures to enhance our environment’s security to minimize the likelihood of a similar 
event occurring in the future.  
 
As discussed above, the District also notified 23,935 water utility customers of the 
incident and has provided them with information on steps they can take to protect their 
personal information.  

 
IV. Contact Information  
 

Skagit PUD is dedicated to protecting sensitive information within its control. If you have 
any questions or need additional information regarding this incident, please do not 
hesitate to contact our Finance Manager, Brian Henshaw, at Henshaw@SkagitPUD.org 
or 360-848-4453. 

    
 
Sincerely, 
 
  
       
George Sidhu 
General Manager 
 
 
 
    
 
 
 
                       
Encl.:  Sample Consumer Notification Letters 
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“Owned by the people we serve.” 

February 18, 2021 

 

 

RE: Notice of Data Breach 

 

 

Dear Valued Customer: 

 

At Skagit Public Utility District, we place your information’s privacy and security as a top 

priority. We are writing to let you know about a security issue at our vendor Automatic Funds 

Transfer Services, Inc (AFTS). Skagit PUD contracts with AFTS to process residential and 

commercial water bill payments and mailed paper checks.  

 

What happened? 

AFTS’s network servers were compromised sometime during the first week of February. AFTS 

was the victim of a ransomware attack—a type of malicious software (malware) that blocks 

access to data or a computer system, usually by encrypting it, until the victim pays a ransom fee 

to the attacker.  

 

At this time, the PUD does not know for sure if any of its customers’ information was accessed 

by the bad actors who installed ransomware on ATFS’s system or if that information has simply 

been made inaccessible. 

 

What information was involved? 

The information stored in the AFTS databases was necessary to fulfill utility billing and payment 

processing of paper check payments. Electronic payments made through the PUD’s online 

payment system are processed by a different vendor not impacted by the incident.  

 

Potentially breached information from the AFTS database may have included the following 

details: utility bill account number, name, address, and billing amounts. Additionally, for 

customers who pay their utility bills by mailing a paper check, scanned copies of their paper 

checks are also stored on the AFTS servers, including bank account and routing information. It’s 

unknown at this time whether these scanned copies of checks have been illicitly obtained from 

the network. 

 

What are AFTS and the PUD doing to protect my information? 

AFTS has hired a cybersecurity company to address the ransomware attack and retrieve all of its 

information. AFTS has reported the ransomware attack and potential breach of customer 

information to the police and FBI. 
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Customers who pay their utility bill by mailing a paper check or use an online banking service 

are encouraged to monitor their bank account for unusual activity and report anything suspicious 

to their bank right away.  

  

Skagit PUD does not release social security numbers, birth dates, driver’s license numbers, state 

ID numbers, or any other personally identifiable customer information to AFTS. Additionally, 

the breach did not impact credit card payments as the PUD does not share customer credit card 

information with AFTS. 

 

As a safety measure, we recommend placing a fraud alert on your credit file. A fraud alert tells 

creditors to contact you before opening any new accounts or changing your existing accounts. 

Call any one of the three major credit bureaus. As soon as one credit bureau confirms your fraud 

alert, the others are notified to place fraud alerts. The initial fraud alert stays on your credit report 

for one year. You can renew it after one year. 

 

• Equifax: www.equifax.com or 1 (800) 685-1111 

• Experian: www.experian.com or 1 (888) 397-3742 

• TransUnion: www.transunion.com or 1 (888) 909-8872 

 

Request that all three credit reports be sent to you, free of charge, for your review. Even if you 

do not find any suspicious activity on your initial credit reports, the Federal Trade Commission 

(FTC) recommends that you check your credit reports periodically. Thieves may hold stolen 

information to use at different times. Regularly checking your credit reports can help you spot 

problems and address them quickly. 

 

If your personal information has been misused, visit the FTC’s site at www.IdentityTheft.gov  

to get recovery steps and to file an identity theft report. 

 

For more information 

We take the responsibility to protect personal information seriously and apologize that this 

situation has occurred. Please reach out to us with questions or concerns at (360) 424-7104  

or customerservice@skagitpud.org. 

 

Sincerely, 

 

 

  

George Sidhu, P.E. 

General Manager 


