Regence I éig?tlg,iwAAggfgle’ Suite #400

August 16, 2019

Bob Ferguson

Washington Office of the Attorney General
1125 Washington Street SE

PO Box 40100

Olympia, WA 98504

RE: Notification to Washington Residents

Dear Mr. Ferguson:

I am writing to inform you of notifications we sent to 684 members today,
including 642 Washington residents, in accordance with RCW 19.255.010. A
copy of the notification is included.

On July 26, 2019, Regence was notified that envelopes sent to Washington
members included Social Security numbers (SSNs) as part of the address
block. Our Privacy Office began an investigation and learned the following:

e OnJuly 22, 2019, Regence sent a spreadsheet to our print vendor so
that the vendor could mail New Member Welcome Packets. The
spreadsheet included member name, address, and SSN, but did not
include column labels. We learned that the vendor thought the SSN
was a tracking number for the mailing.

e This resulted in members’ SSNs being included in their address block
on envelopes mailed on July 25, 2019. The number was shown as a
9-digit number that did not include dashes and was not labeled as an
SSN.

¢ No other spreadsheets were sent in this manner.
Following discovery of the error, the following remediation was taken:

e All mailings from this vendor were stopped and a new process was
implemented to remove SSNs before sending a malil file and sending
all files with column labels. Any file that does not meet these
requirements will be rejected and replaced with a revised version.

e We have offered one year of complimentary credit monitoring through
Experian to impacted members. We have no knowledge of any
improper receipt or use of the information on the envelopes.

Regence BlueShield serves select counties in the state of Washington
and is an Independent Licensee of the Blue Cross and Blue Shield Association
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We take our obligation to protect our members’ personal information very
seriously. If we can be of service to you or you wish to discuss this matter
further, please contact me at (503) 225-4962.

Sincerely,

Valerie Berg, Privacy Manager
15885

Regence BlueShield serves select counties in the state of Washington
and is an Independent Licensee of the Blue Cross and Blue Shield Association
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August 16, 2019

{Member Name}
{Address Line 1}
{Address Line 2}

Subject: Potential disclosure of your information

Dear {Member First Name},

I am writing to inform you of an incident reported to Regence on July 31,
2019 that involved the potential disclosure of your information.

On July 22, 2019, we sent a spreadsheet to our print vendor with your
information so that the vendor could mail a New Member Welcome Packet to
you. The spreadsheet included your name, address, and Social Security
number. Unfortunately, the spreadsheet did not have a label for the Social
Security number and the vendor thought it was a tracking number for the
mailing. As a result, your Social Security number was mistakenly included
above your name on the address block of the welcome packet sent to you.
The number was shown as a 9-digit number that did not include dashes and
was not labeled as a Social Security number. Your packet was mailed July 25,
2019 and the vendor discovered the error on July 26, 2019.

As soon as the error was discovered, all mailings from this vendor were
stopped. We have addressed the incident with the responsible internal team,
and we are continuing to review and improve our processes to ensure this
error does not occur again.

Because the address block on the packet sent to you included your Social
Security number, we are offering one year of complimentary theft protection
and potential identity-theft resolution through Experian’s® IdentityWorksSM
To activate your membership in this program, please see the How to Enroll
in Experian’s® ldentityWorksS™ document enclosed.

Regence BlueShield serves select counties in the state of Washington
and is an Independent Licensee of the Blue Cross and Blue Shield Association
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The security and confidentiality of our members’ information is a top priority,
and we sincerely apologize for any concern or inconvenience this incident
may cause you.

If you have questions, please call us at 1 (888) 849-3681.

Sincerely,

Brian Finn
Vice President, Group and Member Administration

Regence BlueShield serves select counties in the state of Washington
and is an Independent Licensee of the Blue Cross and Blue Shield Association
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How to Enroll in Experian’s® ldentityWorksSY

To activate your membership and start monitoring your personal information,
please follow the steps below:
e Ensure that you enroll by November 30, 2019 (your code will not work
after this date).

e Visit the Experian IdentityWorks website to enroll:
https://www.experianidworks.com/3bplus.

e Provide your activation code: {Individual Activation Code}.

For any questions on enrollment, call Experian directly at 1-877-890-9332.

You can also take the following steps to monitor and protect your information:
o Register a fraud alert with the three credit bureaus listed here, and
order credit reports:
0 Experian: 1 (888) 397-3742; www.experian.com; P.O. Box
9532, Allen, TX 75013
0 TransUnion: 1 (800) 680-7289; www.transunion.com; Fraud
Victim Assistance Division, P.O. Box 6790, Fullerton, CA
92834-6790
o0 Equifax: 1 (800) 525-6285; www.equifax.com; P.O. Box
740241, Atlanta, GA 30374-0241.

¢ Monitor account statements, EOBs, and credit reports closely.

¢ Do not provide any personal information to anyone requesting
information by telephone or email. Be wary of scams that may appear to
offer protection but are really trying to get personal information from you.
If you have any suspicions about the authenticity of an email or text, do
not click the links in it.

o If you believe any personal information has been compromised, notify
law enforcement to assist you. Regence would be happy to assist with
any such efforts as well.

o Review helpful websites to learn more about consumer protection related
to information compromise, such as AHIMA'’s Medical Identity Theft
Response Checklist for Consumers at
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1l 039

114.pdf

Regence BlueShield serves select counties in the state of Washington
and is an Independent Licensee of the Blue Cross and Blue Shield Association


https://www.experianidworks.com/3bplus
http://www.experian.com/
http://www.transunion.com/
http://www.equifax.com/
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{Non-discrimination language}

Regence BlueShield serves select counties in the state of Washington
and is an Independent Licensee of the Blue Cross and Blue Shield Association



DISCRIMINATION IS AGAINST THE LAW

Regence complies with applicable Federal civil rights laws and does not discriminate on the basis of race,
color, national origin, age, disability, or sex. Regence does not exclude people or treat them differently
because of race, color, national origin, age, disability, or sex.

Regence:
e Provides free aids and services to people with disabilities to communicate effectively with us, such as:
o Qualified sign language interpreters
o Written information in other formats (large print, audio, accessible electronic formats, other
formats)
e Provides free language services to people whose primary language is not English, such as:
o Qualified interpreters
o Information written in other languages

If you need these services, contact us at 888-344-6347.

If you believe that Regence has failed to provide these services or discriminated in another way on the basis
of race, color, national origin, age, disability, or sex, you can file a grievance with our civil rights coordinator
at M/S CS B32B, P.O. Box 1271, Portland, OR 97207-1271, phone: 888-344-6347, TTY: 711,

email: CS@regence.com. Please indicate you wish to file a civil rights grievance. You can file a grievance in
person or by malil, fax, or email. If you need help filing a grievance our Civil Rights Coordinator is available to
help you. You can also file a civil rights complaint with the U.S. Department of Health and Human Services,
Office for Civil Rights electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S. Department of Health and Human
Services, 200 Independence Avenue SW., Room 509F, HHH Building, Washington, DC 20201, 1-800-368-
1019, 800-537-7697 (TDD). Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

HELP IN OTHER LANGUAGES

The following translations help people who do not read English understand their rights and responsibilities
and who to call for help. Including these translations is a federal requirement for all health plans sold on the
state or federal marketplaces.

Spanish: Este aviso tiene informacion importante. Regence cumple con las leyes de derechos civiles
federales aplicables y no discrimina sobre la base de raza, color, nacionalidad, edad, discapacidad o sexo.
Este aviso tiene informacién importante sobre su solicitud o cobertura. Busque las fechas importantes en
este aviso. Es posible que tenga que tomar alguna accién en un determinado plazo para mantener su
cobertura de salud o ayuda con los costos. Usted tiene derecho a obtener esta informacién y otra
informacion sobre su solicitud o cobertura, en su propio idioma y sin costo. Llame al 888-344-6347. (TTY:
711)

Chinese Traditional: ZBHEHEE &M, Regence BrEAZEABMTRE:R TEEEK. SR, J?&é.‘

HARE., 6. FOERIAMINTIRMPLUENFE, AENSHERCHESETRENEEZEEN., #
DEABMANEEAL, FEPRHERTE, UEEREHEREESBWIMNER, GEERIERE

EEERTMEEEN LREMEHBESRRNEBEN., HI8IT 888-344-6347 REL, (BEFEHLR : 711)

Vietnamese: Thong bao nay cé Thong tin Quan trong. Regence tuan tha luat phap Lién bang vé quyen
coéng dan hién hanh va khéng phan biét dbi xt theo chiing tdc, mau da, nguén gbc quoc gla do tudi, khuyét
tat hodc gidi tinh. Théng béo nay cé théng tin quan trong vé don dang ky hodc bao hiém cta quy vi. Tim
nhi*ng ngay chinh trong théng bao nay. Quy vi c6 thé can hanh déng truéc mot sb thei han dé duy tri bao
hiém strc khde ctia minh hodc dwoc gitip d& c6 tinh phi. Quy vi cé quyén l4y théng tin nay va thdng tin khac
vé don dang ky ho&c bao hiém, bang ngdn ngi¥ ctia minh mién phi. Goi sb 888-344-6347. (TTY: 711)

Korean: Ol Xl At 0= 2 32JI S0 USLICH Regence= oY A DIAYES E406tH 1F, IS M,
S 20 AH, 0N, E= 420 et ISR ESLICH Ol SK AR =Y AEM £ HE SRl
2teh S st X“Z'DF USLICE Ol SX AL S =2 EME R0t EHA Y AL 282 Q=2

o)
Il

SASALIHISZS N godH S5 Ié WAl ZXIE FotAHOF &ELICH Hote 2=202 &4E 2 E2L
e MEM E= t'ﬂ H|Ofl CHEH DB RESE REE 22 £ Qs ATt USLICH 888-344-63472
oI5l AlR. (TTY: 711)
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Russian: B gaHHOM YBegoMIieHuMM coaepXuTcs BaxkHaa nHdopmauma. Regence HeceT oba3aTenbcTBa
no cobroaeHno NPUMEHNMBIX HOPM dedepanbHOro 3akOHOAATENbCTBA O FpaXkAaHCKMX NpaBax U He
JonyckaeT AMCKPUMMHALUK MO NPU3HaKY packl, LBeTa KOXW, HaLMOHaNbHOro NPOUCXOXAEHUs], BO3pacTa,
cTaTyca MHBanuaHocCT! unu nona. B faHHOM yBeJOMIEHUM COAEPXKUTCS BaxkHas MHOpMaLmMs O Ballem
3asiBNEHUM U CTPAXOBOM MOKPbITUKM. OBGpaTMTe BHUMAHWE Ha KINOYEBbIE AaThbl, yKa3aHHble B JAHHOM
yBegomseHnn. Bo3aMoXXHO, BaM HY>KHO NPeANpPUHSITL HEKOTOpble AEWCTBUS K ONpeaerneHHOMY CPOKY, YTO6
COXpPaHWUTb CTPaxOBOE MOKPLITUE UK NOMYyYMTb NOMOLLL C pacxodamu. Bbl MMeeTe npaBo Nony4nTb OaHHYHO,
a Takke NpPoYy MHPOPMaLMIO O BaLLEM 3asiBIIEHUN MU CTPAXOBOM MOKPLITUM Ha POAHOM Si3bIKe
6ecnnatHo. NMo3BoHUTe No Homepy 888-344-6347. (TTY: 711)

Tagalog: Ang Abiso na ito ay may Mahalagang Impormasyon. Ang Regence ay sumusunod sa mga
naaangkop na Pederal na batas sa mga karapatang sibil at hindi nagdidiskrimina batay sa lahi, kulay,
bansang pinagmulan, edad, kapansanan, o kasarian. Ang abiso na ito ay may mahalagang impormasyon
tungkol sa iyong aplikasyon o coverage. Hanapin ang mga importanteng petsa sa abiso na ito. Maaaring
kailangan mong gumawa ng hakbang hanggang sa mga partikular na takdang araw upang mapanatili mo
ang iyong coverage sa kalusugan o tulong sa mga gastusin. May karapatan kang makuha ang
impormasyong ito, at iba pang impormasyon tungkol sa iyong aplikasyon o coverage, sa iyong sariling wika
nang walang bayad. Tumawag sa 888-344-6347. (TTY: 711)

Ukrainian: Lle noBigomneHHAa MicTUTb BaXnuBy iHopmauito. Regence 4OTPUMYETHCHA 3aCTOCOBHOTO
degepanbHOro 3aKkoHOAaBCTBa NPO rPOMaAAHCHKI MpaBa Ta He NPOBOAUTL NOMITUKY AUCKPUMIHALT 3a
PacoBOI0 NMPUHANEXHICTIO, KONBOPOM LLKIPU, MOXOKEHHAM, BIKOM, iHBanigHICTIO Ta cTaTeBo 03Hakoto. Lle
MOBIAOMITEHHS MICTUTbL BaXkNuBy iHbOpMaLLito NPo NOB’A3aHy 3 Bamu nNporpaMmy abo cTpaxose NOKPUTTS.
3BepHiTb yBary Ha Kno4oBi 4atu B LbOMY nosigoMneHHi. LLlo6 36epertu 3a coboto nnaH megnyHoro
cTpaxyBaHHs abo NpaBo OTpMMYyBaTK rPOLLIOBY AOMOMOrY, MOXITMBO, BaM NOTPIOHO Byae BXWTU BignoBigHi
3axo4u, Ans IKMX YCTaHOBMEHO NeBHi YacoBi 0BMexeHHs. Bu maeTe npaBo Ha 6e3KOLTOBHE OTPUMAaHHS
pigHOK MOBOI SK Li€i iHdbopmauii, Tak i Oyab-AKoi iHWOI, MOB’A3aHOT 3 NPOrpamoo Y CTPaxOBUM NMOKPUTTSIM.
TenedoHywTe 3a Takum HomepoMm: 888-344-6347 (tenetavin: 711).

Mon-Khmer, Cambodian: tGAgSsaitiSiSrismSaiss 9 Regence
Hmmatgﬂmafgﬂummmmmsmmmgmmzu WIWESEHISMIITIARGUM:OR NS N
INHIRY MW AN UINSI[w 1 G HgSEainiSionSrismsanSyiHameyw
gﬁnmsmummemmumﬁﬁ 1 UIMGUAMUUTIGS IS IEMNGE ISS0ins: 4
HﬁmGLﬁimﬁ?ﬁ‘lSﬁﬁ@Jm SEUMUUTIGSMans mqﬁﬁgmssimjmsmummemm
UonSsSgumMIgwIsmAISamuigissinsmniungs ¢ grosd§ssumsddumsis:
sSnfdmssis AAMAN yrmim SINUIRSMMIUIHS M aniRugsio
IENWESTNGURCNAIS]W 1 WIHESMIUS 888-344-6347 4 (HAEOTNSNU yichASuntwisuys TTY
UEIUTIE™IUS ¢ 711)

Japanese: COBHLEICIREEELFRNAEINTVET . Regence (L. BHINDEM N RIEEZEFETL, A
B.OAOR. HEE. £6. BARES. HAICLZENELEEA. COBMOBICRRIROBPFESERICETIEERE
WASFENTNET, COBMLEICERE SN TVIEERAMICTIFEES), BRREREAPEREXIEF51EHKE
ZIREHICEHU BETICFHRELITOBLENHNET, HBEICE OB EH LURELRIZEACETZ 201N
BIRICOVWVT, |BENOBEE THRIEFNHNET , CE0FTHEFECIEL: 888-344-6347, (TTY: 711)

Amharic: 2V 100 m3el, ool EHA:: Regence M7LHI04D- 04840 ALILA a(PF Yt OHCE APAIE Nevar-0rt -ABCE
AL PANA T8 MRIP P avlfe AR.LLAIP:: TANLLD- AN TIANFPFS (147 MPoL. avl8 AAD-:: (LY TIAALEL AL AT
PGTT LN (O PPl PG PG Tid'r AL MLI° PO T £0G ATEPTA ALIE avd-(\& PHAAIA:: BUTY avlE
AP8.U-9° NTIANFP T OLI° (141 AL AATII° aPlBPTF N2-NP7 12 PATPTII° &P 0997 T a1t hiet:: 888-344-6347
LLm:: (thPe:- 711)

Cushite/Oromo: Beeksisni kun odeeffannoo barbaachisaa gabatee jira. Regence Ulaagaa seera mirga
Siivilii Federaalaa kan guutuu fi sanyii, bifa, lammummaa, umrii, miidhama gaamaa ykn saala irratti
hundaa’ee addaan hinqoodne dha. Beeksisni kun iyyannoo ykn haguuggii kara keessan irratti odeeffannoo
barbaachisaa gabatee jira. Guyyoota furtuu beeksisa kana keessa jiran ilaalaa. Haguuggii fayyaa ykn
gargaarsa keessan eeggachuuf hanga dhuma yeroo ta’eetti tarkanfii ta’e gatii bastanii fudhachuu gabdu.
Odeeffannoo kana fi waa’'ee iyyannoo ykn haguuggii keessanii kaffaltii tokko malee afaan keessaniin
argachuuf mirga gabdu. Bilbilaa 888-344-6347. (TTY: 711)
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Arabic:

Sl Gl (e el Gelad Y5 L J genall A1yl Al 3 siall 0l 68 ) Regence Jiici Aage Glaglaa o jUadY) 138 g giay
Gl oo damy) el dalall Adasil) o Callall (e dage Clasles o HUaaY) 13 (g sing  puindl S A8 Y Sl ) sl e sl JuaYT S 050
U sady Baelie Al ol Aalall Lnall ddasil] o Jaliall 4ledll s gall (iany I8 Lo o) ya) 331 ) Zliad 288 UadY) 138 8 Gt )
Al Juail Ulas elialy ol dualal) dardll ol callally dalaial) (5 AY) e slaal) 5 o sbeall 038 e J seanll 8 Gall clal Caylal

(711 speall 22} ce 2SY) 888-344-6347
Punjabi: for &fer 9 Wda=yas Aeardl 31 Regence B 2338 &I witiard! € 66 © wiggy I w3
3, Ja1, IS ¥S, §HT, murfar3T, HF {891 € worg 3 ST ot dav| foA Sfer ffg 3973 Sast-d3a w3
HIftmi I HIZTYIS Areardt J| for Sfer R i it 29| 36 393t Ha3 gaftmr Jue & 843" &%
HET J96 B 53 i /e eniar 3edl 596 & 83 J Aa<! I 3¢ feg Areardt, w3 Wiy 9531 U39

A BSftmr 13 I9 Freardl wruEl 3 Y oo foR 8913 3 YU3 396 T wiftiard J1 888-344-6347 '3 IS A |
(TTY: 711)

German: Diese Mitteilung enthalt wichtige Informationen. Regence halt die Grundrechte der USA ein
und es finden keine Diskriminierungen aufgrund von Rasse, Hautfarbe, nationaler Herkunft, Alter,
Behinderung oder Geschlecht statt. Diese Mitteilung enthalt wichtige Informationen tber Ihren Antrag oder
die entsprechende Versicherungsdeckung. Beachten Sie wichtige Fristen in dieser Mitteilung. Sie missen
unter Umstanden MalRnahmen innerhalb bestimmter Fristen ergreifen, um lhren
Krankenversicherungsschutz zu erhalten oder eine Kostenerstattung zu erhalten. Sie haben das Recht,
diese Informationen und andere Informationen Gber Ihren Antrag oder lhren Versicherungsschutz kostenlos
in Ihrer Sprache zu erhalten. Rufen Sie folgende Nummer an 888-344-6347. (Fernschreiber: 711)

v .
Laotian: ccé’gmvsuduﬁ Dayviisen. Regence : zeoéejﬁuﬁomw 09008
somwno"cuegaegsnmvmg mmoeag ot DHNIVIICLN (R0, F@O, ‘;]‘)O'J)‘)CDO £98),
©090cUVHVENIL § CWO. ccagmvsvuuv .uem)mmaumonumvm?qeagmw ) mva.uasg
aanmvovmmsmn?vccagmnsmon VIVDINDY magmDmCDDmD‘Zvaeucaocom‘Zotmg @
?msuC')Zosumnauaagsavmuaagmm ) mwaoecmemgmvguwmw uHS0cdrzyud waz

21)1)81) 77503’)03’)‘)1)5001)3’) U‘) T)‘?DE)J.)E)S?Q&T)U)‘)D U)CUDln)‘)ﬁ‘?QSf)U)‘)DZOG)UCﬁE)E)‘)(ZQ’a‘)G) C)OC") 888-
344-6347. (TTY: 711)
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