
 
1800 Ninth Avenue, Suite #400 
Seattle, WA 98101 

 

Regence BlueShield serves select counties in the state of Washington 
and is an Independent Licensee of the Blue Cross and Blue Shield Association 

August 16, 2019 
 
Bob Ferguson 
Washington Office of the Attorney General 
1125 Washington Street SE 
PO Box 40100 
Olympia, WA 98504 
 
 
RE: Notification to Washington Residents 
 
 
Dear Mr. Ferguson: 
 
I am writing to inform you of notifications we sent to 684 members today, 
including 642 Washington residents, in accordance with RCW 19.255.010. A 
copy of the notification is included. 

On July 26, 2019, Regence was notified that envelopes sent to Washington 
members included Social Security numbers (SSNs) as part of the address 
block. Our Privacy Office began an investigation and learned the following: 

• On July 22, 2019, Regence sent a spreadsheet to our print vendor so 
that the vendor could mail New Member Welcome Packets. The 
spreadsheet included member name, address, and SSN, but did not 
include column labels.  We learned that the vendor thought the SSN 
was a tracking number for the mailing.  

• This resulted in members’ SSNs being included in their address block 
on envelopes mailed on July 25, 2019. The number was shown as a 
9-digit number that did not include dashes and was not labeled as an 
SSN.  

• No other spreadsheets were sent in this manner.   

Following discovery of the error, the following remediation was taken: 

• All mailings from this vendor were stopped and a new process was 
implemented to remove SSNs before sending a mail file and sending 
all files with column labels. Any file that does not meet these 
requirements will be rejected and replaced with a revised version. 

• We have offered one year of complimentary credit monitoring through 
Experian to impacted members. We have no knowledge of any 
improper receipt or use of the information on the envelopes.  



 
1800 Ninth Avenue, Suite #400 
Seattle, WA 98101 

 

Regence BlueShield serves select counties in the state of Washington 
and is an Independent Licensee of the Blue Cross and Blue Shield Association 

We take our obligation to protect our members’ personal information very 
seriously. If we can be of service to you or you wish to discuss this matter 
further, please contact me at (503) 225-4962. 

 
Sincerely,  
 
 
 
Valerie Berg, Privacy Manager 
15885 
 
 



 

 
 
 

1800 Ninth Avenue, Suite #400 
Seattle, WA 98101 

 

Regence BlueShield serves select counties in the state of Washington 
and is an Independent Licensee of the Blue Cross and Blue Shield Association 

August 16, 2019 
 
{Member Name} 
{Address Line 1} 
{Address Line 2} 
 
 
Subject: Potential disclosure of your information 
 
 
Dear {Member First Name}, 
 
I am writing to inform you of an incident reported to Regence on July 31, 
2019 that involved the potential disclosure of your information. 
 
On July 22, 2019, we sent a spreadsheet to our print vendor with your 
information so that the vendor could mail a New Member Welcome Packet to 
you. The spreadsheet included your name, address, and Social Security 
number. Unfortunately, the spreadsheet did not have a label for the Social 
Security number and the vendor thought it was a tracking number for the 
mailing. As a result, your Social Security number was mistakenly included 
above your name on the address block of the welcome packet sent to you. 
The number was shown as a 9-digit number that did not include dashes and 
was not labeled as a Social Security number. Your packet was mailed July 25, 
2019 and the vendor discovered the error on July 26, 2019. 
 
As soon as the error was discovered, all mailings from this vendor were 
stopped. We have addressed the incident with the responsible internal team, 
and we are continuing to review and improve our processes to ensure this 
error does not occur again. 
 
Because the address block on the packet sent to you included your Social 
Security number, we are offering one year of complimentary theft protection 
and potential identity-theft resolution through Experian’s®  IdentityWorksSM. 
To activate your membership in this program, please see the How to Enroll 
in Experian’s®  IdentityWorksSM document enclosed. 
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Regence BlueShield serves select counties in the state of Washington 
and is an Independent Licensee of the Blue Cross and Blue Shield Association 

The security and confidentiality of our members’ information is a top priority, 
and we sincerely apologize for any concern or inconvenience this incident 
may cause you.  
 
If you have questions, please call us at 1 (888) 849-3681.  
 
Sincerely,  
 
 
 
Brian Finn 
Vice President, Group and Member Administration 
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Regence BlueShield serves select counties in the state of Washington 
and is an Independent Licensee of the Blue Cross and Blue Shield Association 

How to Enroll in Experian’s®  IdentityWorksSM 
 
To activate your membership and start monitoring your personal information, 
please follow the steps below:  

• Ensure that you enroll by November 30, 2019 (your code will not work 
after this date). 

• Visit the Experian IdentityWorks website to enroll: 
https://www.experianidworks.com/3bplus.   

• Provide your activation code: {Individual Activation Code}. 
 
For any questions on enrollment, call Experian directly at 1-877-890-9332.  
 
You can also take the following steps to monitor and protect your information:  

• Register a fraud alert with the three credit bureaus listed here, and 
order credit reports: 

o Experian: 1 (888) 397-3742; www.experian.com; P.O. Box 
9532, Allen, TX  75013 

o TransUnion: 1 (800) 680-7289; www.transunion.com; Fraud 
Victim Assistance Division, P.O. Box 6790, Fullerton, CA  
92834-6790 

o Equifax: 1 (800) 525-6285; www.equifax.com; P.O. Box 
740241, Atlanta, GA  30374-0241. 

• Monitor account statements, EOBs, and credit reports closely. 

• Do not provide any personal information to anyone requesting 
information by telephone or email. Be wary of scams that may appear to 
offer protection but are really trying to get personal information from you. 
If you have any suspicions about the authenticity of an email or text, do 
not click the links in it.   

• If you believe any personal information has been compromised, notify 
law enforcement to assist you. Regence would be happy to assist with 
any such efforts as well. 

• Review helpful websites to learn more about consumer protection related 
to information compromise, such as AHIMA’s Medical Identity Theft 
Response Checklist for Consumers at 
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039
114.pdf  

  

https://www.experianidworks.com/3bplus
http://www.experian.com/
http://www.transunion.com/
http://www.equifax.com/
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039114.pdf
http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039114.pdf
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{Non-discrimination language} 
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DISCRIMINATION IS AGAINST THE LAW  
Regence complies with applicable Federal civil rights laws and does not discriminate on the basis of race, 
color, national origin, age, disability, or sex. Regence does not exclude people or treat them differently 
because of race, color, national origin, age, disability, or sex.  
 
Regence:  
 Provides free aids and services to people with disabilities to communicate effectively with us, such as:  

o Qualified sign language interpreters  
o Written information in other formats (large print, audio, accessible electronic formats, other 

formats)  
 Provides free language services to people whose primary language is not English, such as:  

o Qualified interpreters  
o Information written in other languages  

 
If you need these services, contact us at 888-344-6347.  
 
If you believe that Regence has failed to provide these services or discriminated in another way on the basis 
of race, color, national origin, age, disability, or sex, you can file a grievance with our civil rights coordinator 
at M/S CS B32B, P.O. Box 1271, Portland, OR 97207-1271, phone: 888-344-6347, TTY: 711,  
email: CS@regence.com. Please indicate you wish to file a civil rights grievance. You can file a grievance in 
person or by mail, fax, or email. If you need help filing a grievance our Civil Rights Coordinator is available to 
help you. You can also file a civil rights complaint with the U.S. Department of Health and Human Services, 
Office for Civil Rights electronically through the Office for Civil Rights Complaint Portal, available at 
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S. Department of Health and Human 
Services, 200 Independence Avenue SW., Room 509F, HHH Building, Washington, DC 20201, 1-800-368-
1019, 800-537-7697 (TDD). Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.  
 
HELP IN OTHER LANGUAGES 

The following translations help people who do not read English understand their rights and responsibilities 
and who to call for help. Including these translations is a federal requirement for all health plans sold on the 
state or federal marketplaces.  

Spanish: Este aviso tiene información importante. Regence cumple con las leyes de derechos civiles 
federales aplicables y no discrimina sobre la base de raza, color, nacionalidad, edad, discapacidad o sexo. 
Este aviso tiene información importante sobre su solicitud o cobertura. Busque las fechas importantes en 
este aviso. Es posible que tenga que tomar alguna acción en un determinado plazo para mantener su 
cobertura de salud o ayuda con los costos. Usted tiene derecho a obtener esta información y otra 
información sobre su solicitud o cobertura, en su propio idioma y sin costo. Llame al 888-344-6347.  (TTY: 
711) 

Chinese Traditional: 本通知含有重要資訊。Regence 遵守適用之聯邦政府民權法，不會因種族、膚色、原始
出生國籍、年齡、身心障礙或性別的不同而予以差別待遇。本通知含有有關您申請或進行承保的重要資訊。請

留意本通知內的重要日期。請在期限之前採取行動，以確保您的醫療保障或協助支付費用。您有權索取使用您

語言撰寫的這類資訊，以及有關您申請或承保的相關資訊。請撥打 888-344-6347 索取。（聽障專線：711） 

Vietnamese: Thông báo này có Thông tin Quan trọng. Regence tuân thủ luật pháp Liên bang về quyền 
công dân hiện hành và không phân biệt đối xử theo chủng tộc, màu da, nguồn gốc quốc gia, độ tuổi, khuyết 
tật hoặc giới tính. Thông báo này có thông tin quan trọng về đơn đăng ký hoặc bảo hiểm của quý vị. Tìm 
những ngày chính trong thông báo này. Quý vị có thể cần hành động trước một số thời hạn để duy trì bảo 
hiểm sức khỏe của mình hoặc được giúp đỡ có tính phí. Quý vị có quyền lấy thông tin này và thông tin khác 
về đơn đăng ký hoặc bảo hiểm, bằng ngôn ngữ của mình miễn phí. Gọi số 888-344-6347.  (TTY: 711) 

Korean: 이 공지 사항에는 중요 정보가 들어 있습니다. Regence은 해당 연방 민권법을 준수하며 인종, 피부색, 
출신 국가, 연령, 장애, 또는 성별에 따라 차별하지 않습니다. 이 공지 사항에는 해당 신청서 또는 적용 범위에 
관한 중요한 정보가 있습니다. 이 공지 사항의 주요 날짜를 찾아 보십시오. 해당 건강 보험을 그대로 
유지하거나 비용을 지원 받으려면 특정 기한까지 조치를 취하셔야 합니다. 귀하는 모국어로 작성된 본 정보나 
해당 신청서 또는 보장 범위에 대한 기타 정보를 무료로 받을 수 있는 권리가 있습니다. 888-344-6347로 
연락하십시오.  (TTY: 711) 
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Russian: В данном Уведомлении содержится важная информация. Regence несет обязательства 

по соблюдению применимых норм федерального законодательства о гражданских правах и не 

допускает дискриминации по признаку расы, цвета кожи, национального происхождения, возраста, 

статуса инвалидности или пола. В данном уведомлении содержится важная информация о вашем 

заявлении или страховом покрытии. Обратите внимание на ключевые даты, указанные в данном 

уведомлении. Возможно, вам нужно предпринять некоторые действия к определенному сроку, чтоб 

сохранить страховое покрытие или получить помощь с расходами. Вы имеете право получить данную, 

а также прочую информацию о вашем заявлении или страховом покрытии на родном языке 

бесплатно. Позвоните по номеру 888-344-6347.  (TTY: 711) 

Tagalog: Ang Abiso na ito ay may Mahalagang Impormasyon. Ang Regence ay sumusunod sa mga 
naaangkop na Pederal na batas sa mga karapatang sibil at hindi nagdidiskrimina batay sa lahi, kulay, 
bansang pinagmulan, edad, kapansanan, o kasarian. Ang abiso na ito ay may mahalagang impormasyon 
tungkol sa iyong aplikasyon o coverage. Hanapin ang mga importanteng petsa sa abiso na ito. Maaaring 
kailangan mong gumawa ng hakbang hanggang sa mga partikular na takdang araw upang mapanatili mo 
ang iyong coverage sa kalusugan o tulong sa mga gastusin. May karapatan kang makuha ang 
impormasyong ito, at iba pang impormasyon tungkol sa iyong aplikasyon o coverage, sa iyong sariling wika 
nang walang bayad. Tumawag sa 888-344-6347.  (TTY: 711) 

Ukrainian: Це повідомлення містить важливу інформацію. Regence дотримується застосовного 
федерального законодавства про громадянські права та не проводить політику дискримінації за 
расовою приналежністю, кольором шкіри, походженням, віком, інвалідністю та статевою ознакою. Це 
повідомлення містить важливу інформацію про пов’язану з вами програму або страхове покриття. 
Зверніть увагу на ключові дати в цьому повідомленні. Щоб зберегти за собою план медичного 
страхування або право отримувати грошову допомогу, можливо, вам потрібно буде вжити відповідні 
заходи, для яких установлено певні часові обмеження. Ви маєте право на безкоштовне отримання 
рідною мовою як цієї інформації, так і будь-якої іншої, пов’язаної з програмою чи страховим покриттям. 
Телефонуйте за таким номером: 888-344-6347 (телетайп: 711). 

Mon-Khmer, Cambodian: សេចក្ត ីជូនដំណឹងសនេះមានព័ត៌មានេំខាន់ ។ Regence 
អនុលោមលៅតាមច្បាប់របស់សហព័នធសត ីពីសិទ្ធ ិពលរដ្ឋ  លហើយមិនមានការលរ ើសលអើងច្បំល ោះពូជសាសន៍ ពណ៌សមបុ រ 
សញ្ជា តិលដ្ើម អាយុ ពិការភាព ឬលេទ្ល ើយ ។ លសច្បក្ត ីជូនដ្ំណឹងលនោះមានព័ត៌មានសំខាន់សត ីអំពី ក្យសំុ 
ឬការធានារ៉ា ប់រងសុខភាពរបស់អនក្ ។  សូមរក្លមើលកាលបរលិច្បេទ្សំខាន់ៗក្ន ុងលសច្បក្ត ី ជូនដ្ំណឹងលនោះ ។  
អនក្អាច្បត្តវូចាត់វធិានការឲ្យបានត្តឹមកាលបរលិច្បេទ្ក្ំណត់ លដ្ើមបីរក្ាបាននូវការធានារ៉ា ប់រងសុខភាព 
ឬបានទ្ទួ្លការជួយលច្បញការច្បំណាយថ្លៃថលទសំុខភាពរបស់អនក្ ។  អនក្មានសិទ្ធ ិទ្ទួ្លបានព័ត៌មានលនោះ 
និងព័ត៌មានដ្ថ្ទ្ អំពី ក្យសុំ ឬការធានារ៉ា ប់រងសុខភាពរបស់អនក្ ជាភាសាថដ្លអនក្លត្បើ 
លោយមិនបាច្ប់បង់ត្បាក្់ល ើយ ។  លៅមក្លលខ 888-344-6347 ។  (អនក្ពិបាក្សាត ប់ ឬពិបាក្និយាយថដ្លលត្បើ TTY 
សូមលៅមក្លលខ ៖ 711) 

Japanese: このお知らせには大変重要な情報が含まれています。Regence は、適用される連邦公民権法を遵守し、人
種、肌の色、出身国、年齢、身体障害、性別による差別をしません。このお知らせには保険の申請と適用に関する重要な情

報が含まれています。このお知らせに記載されている重要な日付にご注意ください。健康保険適用や医療費支援を引き続き

受けるためには締切日までに手続きを行う必要があります。あなたにはこのお知らせおよび申請と保険適用に関するその他の

情報について、無料かつ母国語で知る権利があります。こちらまでお電話ください： 888-344-6347。(TTY: 711) 

Amharic: ይህ ማሳሰቢያ ጠቃሚ መረጃ ይዟል፡፡  Regence በሚተገበረው የፌደራል ሲቪል መብቶች ህግጋት በዘር፣ በቀለም፣ በመጡበት ብሄር፣ 
እድሜ፣ የአካል ጉዳት ወይም ፆታ መድሎ አይደረግም፡፡  ማሳሰቢያው ስለ ማመልከቻዎትና ሽፋን ጠቃሚ መረጃ አለው፡፡ በዚህ ማሳሳቢያ ላይ ቁልፍ 
ቀናትን ይፈልጉ፡፡ በተወሰኑ የመጨረሻ ቀናት የጤና ሽፋኑ ላይ ወይም የወጪን ድጋፍ እንዲቀጥል እረምጃ መውሰድ ያስፈልጋል፡፡ ይህንን መረጃ 
እንዲሁም በማመልከቻዎት ወይም ሽፋኑ ላይ ሌሎችንም መረጃዎች በራስዎን ቋንቋ ያለምንም ክፍያ የማግኘት መብት አሎት፡፡ 888-344-6347 
ይደውሉ፡፡  (ቲቲዋይ፡-  711) 

Cushite/Oromo: Beeksisni kun odeeffannoo barbaachisaa qabatee jira. Regence Ulaagaa seera mirga 
Siivilii Federaalaa kan guutuu fi sanyii, bifa, lammummaa, umrii, miidhama qaamaa ykn saala irratti 
hundaa’ee addaan hinqoodne dha.  Beeksisni kun iyyannoo ykn haguuggii kara  keessan irratti odeeffannoo 
barbaachisaa qabatee jira. Guyyoota furtuu beeksisa kana keessa jiran ilaalaa. Haguuggii fayyaa ykn 
gargaarsa keessan eeggachuuf hanga dhuma yeroo ta’eetti tarkanfii ta’e gatii bastanii fudhachuu qabdu.  
Odeeffannoo kana  fi waa’ee iyyannoo ykn haguuggii keessanii kaffaltii tokko malee afaan keessaniin 
argachuuf mirga qabdu. Bilbilaa 888-344-6347.  (TTY: 711) 
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Arabic: 
إلى قوانين الحقوق المدنية الفيدرالية المعمول بها ولا تمارس التمييز على أساس العرق أو  Regenceتمتثل يحتوي هذا الإخطار على معلومات مهمة. 

التواريخ اللون أو الأصل القومي أو السن أو الإعاقة أو الجنس. يحتوي هذا الإخطار على معلومات مهمة عن الطلب أو التغطية الخاصة بك. ابحث عن 
لى اتخاذ إجراء ما قبل بعض المواعيد النهائية للحفاظ على التغطية الصحية الخاصة بك أو تلقي مساعدة بخصوص الرئيسية في هذا الإخطار. فقد تحتاج إ

 رقمالتكاليف. لديك الحق في الحصول على هذه المعلومات والمعلومات الأخرى المتعلقة بالطلب أو التغطية الخاصة بك بلغتك مجانًا. اتصل بال

 (711. )الكتابة عن بُعد للصم: 888-344-6347

Punjabi: ਇਸ ਨੋਟਿਸ ਟ ਿੱ ਚ ਮਹਿੱ ਤ ਪੂਰਨ ਜਾਣਕਾਰੀ ਹੈ। Regence ਲਾਗ ੂਫੈਡਰਲ ਨਾਗਰਰਕ ਅਰਿਕਾਰਾਂ ਦ ੇਕਨੂੂੰ ਨ ਦ ੇਅਨੁਰੂਪ ਹੈ ਅਤੇ 
ਜਾਰਤ, ਰੂੰਗ, ਰਾਸ਼ਟਰੀ ਮੂਲ, ਉਮਰ, ਅਪਾਰਹਜਤਾ, ਜਾਂ ਰਲੂੰ ਗ ਦ ੇਅਿਾਰ ‘ਤ ੇਭੇਦਭਾਵ ਨਹੀਂ ਕਰਦਾ। ਇਸ ਨੋਰਟਸ ਰਵਿੱ ਚ ਤੁਹਾਡੇ ਬੇਨਤੀ-ਪਿੱਤਰ ਅਤ ੇ

ਸੁਰਿੱ ਰਿਆ ਬਾਰੇ ਮਹਿੱਤਵਪੂਰਨ ਜਾਣਕਾਰੀ ਹੈ। ਇਸ ਨੋਰਟਸ ਰਵਿੱ ਚ ਮੁਿੱ ਿ ਰਮਤੀਆਂ ਵੇਿੋ। ਤੁਹਾਨੂੂੰ  ਤੁਹਾਡੀ ਰਸਹਤ ਸੁਰਿੱ ਰਿਆ ਰਿੱਿਣ ਜਾਂ ਲਾਗਤਾਂ ਨਾਲ 

ਮਦਦ ਕਰਨ ਲਈ ਰਨਯਤ ਰਮਆਦ ਸੀਮਾਵਾਂ ਦੁਆਰਾ ਕਾਰਵਾਈ ਕਰਨ ਦੀ ਲੋੜ ਹੋ ਸਕਦੀ ਹੈ। ਤੁਹਾਨੂੂੰ  ਇਹ ਜਾਣਕਾਰੀ, ਅਤੇ ਆਪਣੇ ਬੇਨਤੀ ਪਿੱਤਰ 

ਜਾਂ ਸੁਰਿੱ ਰਿਆ ਬਾਰੇ ਹੋਰ ਜਾਣਕਾਰੀ ਆਪਣੀ ਭਾਸ਼ਾ ਰਵਿੱ ਚ ਰਬਨਾ ਰਕਸੇ ਲਾਗਤ ਤੋਂ ਪਰਾਪਤ ਕਰਨ ਦਾ ਅਰਿਕਾਰ ਹੈ। 888-344-6347 ‘ਤ ੇਕਾਲ ਕਰੋ। 
(TTY: 711) 

German: Diese Mitteilung enthält wichtige Informationen. Regence hält die  Grundrechte der USA ein 
und es finden keine Diskriminierungen aufgrund von Rasse, Hautfarbe, nationaler Herkunft, Alter, 
Behinderung oder Geschlecht statt. Diese Mitteilung enthält wichtige Informationen über Ihren Antrag oder 
die entsprechende Versicherungsdeckung. Beachten Sie wichtige Fristen in dieser Mitteilung. Sie müssen 
unter Umständen Maßnahmen innerhalb bestimmter Fristen ergreifen, um Ihren 
Krankenversicherungsschutz zu erhalten oder eine Kostenerstattung zu erhalten. Sie haben das Recht, 
diese Informationen und andere Informationen über Ihren Antrag oder Ihren Versicherungsschutz kostenlos 
in Ihrer Sprache zu erhalten. Rufen Sie folgende Nummer an 888-344-6347. (Fernschreiber: 711) 

Laotian: ແຈ້ງການສະບັບນ ້  ມ ຂ ້ ມູນທ ີ່ ສ າຄັນ. Regence ສອດຄີ່ ອງກັບກົດໝາຍ ວີ່ າດ້ວຍ 
ສິ ດທິ ພົນລະເມື ອງຂອງຣັຖບານກາງ ທ ີ່ ກີ່ ຽວຂ້ອງ ແລະ ບ ີ່ ມ ການຈ າແນກ ເຊື ້ ອຊາດ, ສ ຜິວ, ຊາດກ າເນ ດ, ອາຍຸ, 
ຄວາມເປັນຄົນພິການ ຫ ື  ເພດ. ແຈ້ງການສະບັບນ ້  ມ ຂ ້ ມູນທ ີ່ ສ າຄັນກີ່ ຽວກັບການນ າໃຊ້ຂອງທີ່ ານ ຫ ື  ການຄຸ້ມຄອງ. 
ຊອກຫາວັນທ ທ ີ່ ສ າຄັນໃນແຈ້ງການສະບັບນ ້ . ທີ່ ານອາດຈະຕ້ອງການດ າເນ ນການໃນຂອບເຂດເວລາໃດໜ ີ່ ງ ເພືີ່ ອ 
ໃຫ້ສື ບຕ ີ່ ໄດ້ຮັບການຄຸ້ມຄອງສຸຂະພາບຂອງທີ່ ານ ຫ ື  ການຊີ່ ວຍເຫ ື ອທາງດ້ານງົ ບປະມານ. ທີ່ ານມ ສິ ດເອົ າຂ ້ ມູນນ ້  ແລະ 
ຂ ້ ມູນອືີ່ ນ ກີ່ ຽວກັບການສະໝັກ ຫ ື  ການຄຸ້ມຄອງຂອງທີ່ ານ ທ ີ່ ເປັນພາສາຂອງທີ່ ານໂດຍບ ີ່ ເສຍຄີ່ າໃຊ້ຈີ່ າຍ. ຕິດຕ ີ່  888-
344-6347.  (TTY: 711) 
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