
Ryan C. Loughlin              1275 Drummers Lane, Suite 302 
Office:   267-930-4786 Wayne, PA 19087 
Fax:      267-930-4771 
Email:   rloughlin@mullen.law 

Mullen.law 

June 7, 2019 

INTENDED FOR ADDRESSEE(S) ONLY 

VIA EMAIL 

Office of the Attorney General 
1125 Washington Street SE 
PO Box 40100 
Olympia, WA  98504-0100 
Email: securitybreach@atg.wa.gov

Re:           Notice of Data Event 

Dear Sir or Madam: 

We represent Princess Polly Group Pty Ltd (“Princess Polly”) headquartered in Gold Coast, Australia, and 
with offices at 9255 Sunset Blvd, West Hollywood, California 90069, and are writing to notify your office 
of an incident that may affect the security of payment information relating to two thousand two hundred 
ninety (2,290) Washington residents.  The investigation into this matter is ongoing, and this notice may be 
supplemented with any new significant facts learned subsequent to its submission.  By providing this notice, 
Princess Polly does not waive any rights or defenses regarding the applicability of Washington law, the 
applicability of the Washington data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On or around April 24, 2019, Princess Polly was notified of suspicious activity related to certain credit 
cards used in transactions on its Australian website www.princesspolly.com.  Princess Polly immediately 
launched an investigation into this report.  Through this investigation, Princess Polly determined that an 
unidentified third party recently gained unauthorized access to its website.  During this process, the third 
party may have accessed customer personal information and payment details entered at check-out between 
November 1, 2018 and April 29, 2019.   Princess Polly engaged through counsel external IT and Cyber 
Security consultants to fully investigate this incident.  Additional security measures were taken to further 
secure the website and customer payment information.  Princess Polly has also been working to identify 
those customers whose payment information may be affected.  

The information that could have been subject to unauthorized access includes name, credit card details 
provided to complete the purchase and the customer’s Princess Polly username and password (if provided). 
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Notice to Washington Residents 

On or about June 6, 2019, Princess Polly provided written notice of this incident to affected individuals, 
which includes approximately two thousand two hundred ninety (2,290) Washington residents.  Written 
notice is being provided in substantially the same form as the letter attached here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering the event, Princess Polly moved quickly to investigate and respond to the incident, assess 
the security of Princess Polly’s systems, and notify potentially affected individuals. 

Additionally, Princess Polly is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud, including advising individuals to report any suspected incidents of identity 
theft or fraud to their credit card company and/or bank.  Princess Polly is providing individuals with 
information on how to place a fraud alert and security freeze on one's credit file, the contact details for the 
national consumer reporting agencies, information on how to obtain a free credit report, a reminder to 
remain vigilant for incidents of fraud and identity theft by reviewing account statements and monitoring 
free credit reports, and encouragement to contact the Federal Trade Commission, their state Attorney 
General, and law enforcement to report attempted or actual identity theft and fraud.  Princess Polly is 
notifying state regulators and the consumer reporting agencies as necessary.  

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, 
please contact us at (267) 930-4786. 

Very truly yours, 

Ryan C. Loughlin of 
MULLEN COUGHLIN LLC 

RCL: ajd 
Enclosure 

cc: 
Office of the Attorney General 
Consumer Protection Division 
800 5th Ave., Suite 2000 
Seattle, WA  98104-3188 
Email: securitybreach@atg.wa.gov



 

 

 

 

 

 

 

EXHIBIT A 
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