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September 18, 2020

Attorney General Bob Ferguson
Office of the Attorney General
1125 Washington Street SE

PO Box 40100

Olympia, WA 98504-0100
securitybreach@atg.wa.gov

Dear Attorney General Ferguson,

Minnesota State University, Mankato Foundation hereby wishes to inform you of a data security incident
involving the Foundation's third-party service provider, Blackbaud, Inc. ("Blackbaud"). We are committed to
answering any questions you may have about the data security incident, our response, and steps we have taken
to prevent a similar incident in the future.

1. Nature of security incident.

On July 16, 2020, Blackbaud notified the Foundation that it had experienced a ransomware attack in May 2020.
For full detail of their reporting of this incident, go to https://www.blackbaud.com/securityincident. After receipt
of this notification, the Foundation reviewed data fields supplied to Blackbaud and discovered that a limited
number of alumni and donor names, dates of birth, addresses, phone numbers, marital status, along with
information relating to donations and wealth status were present and not encrypted in the impacted database.

2. Number of Washington residents affected.

Minnesota State University, Mankato Foundation sent written notice via email or US postal service on September
16, 2020 to a total of 1,134 Washington state residents whose information was vulnerable the Blackbaud
database. A copy of the content of this notice is included.

3. Next Steps relating to the incident.

Minnesota State University, Mankato Foundation continues to work with Blackbaud to obtain more information
about this incident and improvements Blackbaud has made to its network and systems. We take data privacy and
security very seriously and are committed to protecting the personal information of our alumni, donors and
friends.

4. Contact information.
If you have any questions or need additional information, please do not hesitate to contact me at
jodi.bruns@mnsu.edu.

Sincerely,

Jodi Bruns
Sr. Director, Advancement Services

MINNESOTA STATE MANKATO FOUNDATION
224 Alumni Foundation Center ® Mankato, MN 56001

Phone 507-389-2021 or 800-662-2705 (V) ® 711 or BOO-627-3529 MRS/TTY) ® Fax 507-389-189%
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As alumni and supporters of Minnesota State University, Mankato Foundation, we want you to know about an incident that may have
involved your personal information. In July, we were notified by Blackbaud, a North Carolina-based company that provides the Foundation
with data management and software services, that they had experienced a data security incident. You may have already received a
notification about this incident from other nonprofits you support, as Blackbaud’s fundraising and database services are used by thousands
of nonprofit organizations worldwide and 15 of the 37 institutions of higher education in the Minnesota State System.

What’s Important to Know
No credit card, bank account, or other unique and sensitive information, such as social security number, was compromised.

What Happened

Blackbaud was the target of a ransomware attack sometime between February 7, 2020, and intermittently until May 20, 2020. The hackers
attempted to disrupt business by locking users cut of their own data and in the process, accessed personally identifying information about
Blackbaud's nonprofit clients, including those of Minnesota State University, Mankato Foundation.

After discovering the attack in May 2020, Blackbaud’s Cyber Security team—together with independent forensics experts and law
enforcement—regained access to the stolen data and successfully prevented the cybercriminal from blocking their system access and fully
encrypting files, and ultimately expelled them from the system. Blackbaud informed us of the breach on July 16, 2020.

The Minnesota State system IT and legal team launched an independent investigation on July 16 and sent us their confirmation of
Blackbaud's findings. In addition, Minnesota State University, Mankato Foundation took the time to verify Blackbaud's findings through an
independent cybersecurity investigation and legal counsel of our own before sending this message.

What Information Was Involved

Minnesota State University, Mankato Foundation does not store social security numhbers or any banking account information within the
Blackbaud system. Therefore, we can confirm that your social security number, credit card or bank account information were not breached.
However, it is possible that contact information for some individuals may have been compromised. The information obtained by the
intruders could include: name, address, phone number, email address, and if applicable, date of birth.

Blackbaud believes they have addressed this incident and are taking steps to ensure its security system is not compromised again. A full
description of the incident is available on Blackbaud’s website at: https://www.blackbaud.com/securityincident.

What We Are Doing

We sincerely apologize for this incident and regret any inconvenience it may cause. We take data security very seriously, along with the
trust you place in us. We are confident in Minnesota State University, Mankato Foundation’s data security and privacy practices and will
continue to work with Blackbaud to ensure your privacy and security are not compromised.

What You Can Do

As a best practice, we recommend you remain vigilant and promptly report any suspicious activity or suspected identity theft to us and to
the proper law enforcement authorities such as the Federal Trade Commission, and the Office of the Attorney General for the state in which
you reside.

Contact Us

If you have questions, concerns or would like specific information about your personal data please contact Jodi Bruns, Sr. Director of
Advancement Services via email at jodi.bruns@mnsu.edu.

Sincere best wishes,

Kent Stanley
Vice President for University Advancement
Executive Director, Minnesota State University Mankato Foundation
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