Adrian P. Mollo
Senior Vice President and General Counsel
T (571) 257-1043
E amollo@marchofdimes.org
MARCHOFDIMES.ORG

Via Electronic Mail
securitybreach@atg.wa.gov

October 15, 2020

Attorney General Bob Ferguson
Washington State
Office of the Attorney General
1125 Washington Street SE
Olympia, WA 98504
Re:

Notice of Data Incident

Dear Attorney General Ferguson:
I am writing on behalf of March of Dimes Inc. to provide a supplemental notice in connection with
a recent vendor data security incident at Blackbaud, Inc. that may impact the personal information of
Washington state residents.
As provided in our August 14, 2020 notice to your office, Blackbaud is a data service provider for
March of Dimes, and provides software and hosts files or backups for hundreds of colleges,
universities, foundations, and non-profits like March of Dimes. Blackbaud notified us on July 16, 2020
that it had stopped and recovered from an intrusion and ransomware attack that occurred between
February and May 2020 and affected hundreds of their nonprofit clients—including March of Dimes.
After being alerted by Blackbaud in July, we worked diligently to investigate this incident, and
informed those donors on our mailing list about the incident on August 5, 2020. Based on our initial
review and investigation, we determined in early August that the compromised March of Dimes file
included personal information about our donors, including names, physical addresses, philanthropic
interests, some donation history, and (for some donors) dates of birth. Pursuant to RCWA §
19.255.010(4)(c), March of Dimes provided formal substitute notice to affected Washington residents
on August 14, 2020.
Based on our continued investigation efforts, we determined that the breached file may have also
contained information that donors and volunteers shared with us about health conditions or medical
experiences relating to themselves, a family member, or a named love one. We still do not have reason
to believe any financial information was accessed by the intruders, as March of Dimes does not use
Blackbaud to process any financial transactions or store financial information. Based on our review
and investigation, it appears that five (5) residents from Washington had health or medical information
associated with their record.
As noted in our previous letter, we and Blackbaud believe there is a low risk that data will be misused.
Blackbaud paid a ransom to the cybercriminal only after working with law enforcement and thirdparty experts who received credible confirmation that the stolen files had been destroyed. In addition,
an expert retained by Blackbaud continues to scan the web and has not found any exposed donor
information online. Although March of Dimes will no longer be utilizing Blackbaud’s services by the
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end of 2020, Blackbaud has agreed to continue this monitoring and inform March of Dimes if
Blackbaud discover any exposed March of Dimes donor information online. Blackbaud’s summary
of the incident is available at https://www.blackbaud.com/securityincident.
A copy of our notification letter we recently mailed to Washington residents is attached, along with a
copy of our earlier general email notice to donors (sent to our mailing list on August 5) and substitute
notice materials (sent via email and posted to the March of Dimes website for thirty days).
We take this matter very seriously and are committed to safeguarding our donors’ personal
information.
Please contact me if you have any further questions about this incident.
Very truly yours,

Adrian P.
Mollo
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Addendum 1
Mailed Notice (2020-10-12)

<<Date>> (Format: Month Day, Year)
<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<state_province>> <<postal_code>>
<<country >>

RE: Notice of Data Security Incident
Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,
We are writing to let you know of a data security incident that may have involved some of your personal information.
March of Dimes takes the protection and proper use of your information very seriously; therefore, we are contacting you
to explain the incident and measures we have taken to protect your information.
You may have received an email notice from us on August 5th regarding this incident. We do not have new information
about the causes or nature of the incident itself. We are providing you with this additional notice because we determined
health information in your record also may have been exposed, requiring this additional notice.
What Happened?
We were notified in July by one of our database providers, Blackbaud, of a security incident in which they stopped
a ransomware attack. During the attack, the intruders removed files from Blackbaud’s platform, which hosted data
for hundreds of colleges, universities, health care organizations, schools, charities and other non-profit organizations,
including March of Dimes. Blackbaud believes the breach occurred between February and May 2020. Blackbaud
discovered the incident in May, conducted an investigation, and notified March of Dimes on July 16, 2020.
What Information Was Involved?
We have determined that the March of Dimes file accessed by the intruders contained data about our donors. Based
on our investigation, we have determined that the breached MOD file may have contained some of your data such
as your name and title, address and contact details (e.g., phone numbers and e-mail addresses), and philanthropic
interests. It also contained information you shared with us about health conditions or medical experiences related to you,
an immediate family member, or a named loved one. We do not have reason to believe any financial information was
accessed by the intruders. Moreover, March of Dimes does not use Blackbaud to process any financial transactions.
We and Blackbaud believe there is a low risk that any of your data will be misused. Blackbaud worked with law enforcement
and third-party experts to investigate and resolve this incident. Blackbaud paid the intruder and used a third-party
expert who confirmed that any data copied had been destroyed. You can find more information about this incident on
Blackbaud’s website: https://www.blackbaud.com/securityincident.
Risk and Continued Mitigation
Blackbaud believes that once the intruder was paid, customer data was not further disclosed by the intruder and will not
be misused. A third-party expert retained by Blackbaud continues to scan the web and has not found any exposed data
from this incident online. Blackbaud plans to continue such monitoring activities for the foreseeable future. Although
March of Dimes will no longer be utilizing Blackbaud’s services by the end of 2020, Blackbaud has agreed to continue
this monitoring and inform March of Dimes if Blackbaud discovers any exposed March of Dimes donor information online.
As a best practice in today’s world of cybercrime, we recommend that you continue to remain vigilant and report any
suspicious activity or suspected identity theft to the proper law enforcement authorities. We also recommend that you
review the information below, in the section titled Preventing Identity Theft and Fraud for more information on ways to
protect yourself and your data.
ELN-3950-1020

For More Information
In summary, our database provider Blackbaud had a data security incident that included some of your personal information,
but Blackbaud confirmed that breached files were ultimately destroyed. We sincerely apologize for this incident and
regret any inconvenience it may cause you. Should you have any further questions regarding this matter, please do not
hesitate to contact March of Dimes 888-MODIMES (888-663-4637), and we will do our best to answer them.
Thank you again for supporting our fight for the health of all Moms and Babies.
Sincerely,
Alan Brogdon
SVP & Chief Operating Officer

Adrian Mollo
SVP & General Counsel

Preventing Identity Theft and Fraud
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud or identity theft
by, among other things, reviewing your account statements and monitoring credit reports closely. If you detect any
suspicious activity on an account, you should promptly notify the financial institution or company with which the account
is maintained. You should also promptly report any fraudulent activity or any suspected incidents of identity theft to proper
law enforcement authorities, including your local police or sheriff’s office and your state’s attorney general, as well as
the Federal Trade Commission (“FTC”). You have a right to a copy of the police report, and you may need to give copies
of the police report to creditors to clear up your records and access some services that are free to identity theft victims.
You may wish to review the tips provided by the FTC on fraud alerts, security/credit freezes and steps to you can take
to avoid identity theft. For more information and to contact the FTC, please visit www.ftc.gov/idtheft or call 1-877-IDTHEFT (1-877-438-4338). You may also contact the FTC at: Federal Trade Commission, 600 Pennsylvania Avenue,
NW, Washington, DC 20580.
Credit Reports: Individuals interacting with credit reporting agencies have rights under the Fair Credit Reporting Act.
We encourage you to review your rights under the Fair Credit Reporting Act by visiting www.identitytheft.gov/Know-YourRights or https://files.consumerfinance.gov/f/201504_cfpb_summary_your-rights-under-fcra.pdf. You can also request
information in writing from the Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania
Ave. NW, Washington, DC 20580.
You may obtain a free copy of your credit report once every 12 months from each of the three national credit reporting
agencies by visiting http://www.annualcreditreport.com, by calling toll free 1-877-322-8228, or by completing an Annual
Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA
30348. You can print a copy of the request form at https://www.annualcreditreport.com/cra/requestformfinal.pdf.
Alternatively, you may elect to obtain or purchase a copy of your credit report by contacting one of the three national
credit reporting agencies. Contact these national credit reporting agencies to request a copy of your credit report or for
general inquiries, including obtaining information about fraud alerts and placing a security freeze on your credit files.
Contact information for these agencies is as follows:
Equifax
1-800-349-9960
www.equifax.com
P.O. Box 105788
Atlanta, GA 30348

Experian
1-888-397-3742
www.experian.com
P.O. Box 9554
Allen, TX 75013

TransUnion
1-888-909-8872
www.transunion.com
P.O. Box 2000
Chester, PA 19022

Fraud Alerts: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
stay on your credit file for at least one year. The alert informs creditors of possible fraudulent activity within your report
and requests that the creditor contact you prior to establishing any new accounts in your name. To place a fraud alert on
your credit report, contact any of the three national credit reporting agencies using the contact information listed above.
Additional information is available at http://www.annualcreditreport.com.
Credit and Security Freezes: You may have the right to place a credit freeze, also known as a security freeze, on your
credit file free of charge, so that no new credit can be opened in your name without the use of a PIN number that is issued
to you when you initiate the freeze. A credit freeze is designed to prevent potential credit grantors from accessing your
credit report without your consent. If you place a credit freeze, potential creditors and other third parties will not be able
to get access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each credit
reporting company. Since the instructions for how to establish a credit freeze differ from state to state, please contact the
three major credit reporting companies using the contact information above.
You can use the following addresses and contact information to place a security freeze with each major credit bureau:
• Equifax Security Freeze. 1-800-685-1111. P.O. Box 105788, Atlanta, GA 30348-0241.
www.equifax.com/personal/credit-report-services;
• Experian Security Freeze. 1-888-EXPERIAN or 1-888-397-3742. P.O. Box 9554, Allen, TX 75013.
www.experian.com; or
• TransUnion. 1-800-680-7289. Fraud Victim Assistance Division, P.O. Box 2000, Chester, PA 19022-2000.
www.transunion.com/credit-help

In order to request a security freeze, you may need to supply your full name (including middle initial, as well as Jr., Sr., II,
III, etc.), date of birth, Social Security number, all addresses for up to five previous years, email address, a copy of your
state identification card or driver’s license, and a copy of a utility bill, bank or insurance statement, or other statement to
show proof of your current address. If you are a victim of identity theft, include a copy of the police report, investigative
report, or complaint to a law enforcement agency concerning your identity theft.
The credit reporting agencies must place a security freeze on your credit report within one (1) business day after receiving
a request by phone or secure electronic means, and within (3) business days after receiving your request by mail. The
credit bureaus must then send written confirmation to you within five (5) business days of placing the security freeze,
along with information about how to remove or lift the security freeze in the future.
Other Important State Information
If you are the victim of identity theft, you may also file a report with your local police or the police in the community where
the identity theft took place and obtain a copy of that report.
For California Residents:
You may visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional information on protection
against identity theft.
For Colorado Residents:
You may obtain one or more additional copies of your credit report, free of charge. You must contact each of the credit
bureaus directly to obtain such additional report(s).
For Rhode Island residents:
You may obtain information about preventing and avoiding identity theft from Rhode Island’s Attorney General Office:
Rhode Island Office of the Attorney General, 150 South Main Street, Providence, RI 02903, Phone: (401) 274-4400
http://www.riag.ri.gov.
For Washington D.C. Residents:
You may obtain information about avoiding identity theft at: Office of the Attorney General for the District of Columbia 441
4th Street, NW, Washington, DC 20001, Phone: 202-727-3400 https://oag.dc.gov/.

Addendum 2
Template Substitute Email Notice
August 14, 2020
We are emailing this notice to let you know of a data security incident that may have involved some of your
personal information. March of Dimes takes the protection and proper use of your information very seriously;
therefore, we are contacting you to explain the incident and measures taken to protect your information.
You may have received an initial email from us on August 5th regarding this incident. We are providing you
with this additional notice because the laws in the state where you live require that we inform you that your
date of birth may have been contained in your donor information. Accordingly, we are providing you with this
updated notice. We do not have new information about the incident.
What Happened?
We were recently notified by one of our database providers, Blackbaud, of a security incident in which they
stopped a ransomware attack. During the attack, the intruders removed files from Blackbaud’s platform, which
hosted data for hundreds of colleges, universities, health care organizations, schools, charities and other nonprofit organizations, including March of Dimes. Blackbaud believes the breach occurred between February and
May 2020. Blackbaud discovered the incident in May, conducted an investigation, and notified March of Dimes
on July 16, 2020.
What Information Was Involved?
We have determined that the March of Dimes file accessed by the intruders contained data about our donors.
Our review of this data is ongoing, but so far we have determined that it may have included your name and
title, addresses and contact details (e.g., phone numbers and e-mail addresses), philanthropic interests, some
donation history and your date of birth. We do not have reason to believe any financial information was stolen
or accessed by the intruders. March of Dimes does not use Blackbaud to process any financial transactions.
That being said, we are still in the process of completing our internal review, and if we determine any financial
information was in fact compromised, we will promptly inform you.
We and Blackbaud believe there is a low risk that your data will be misused. Blackbaud worked with law
enforcement and third-party experts to investigate and resolve this incident. Blackbaud paid the intruder using
a third-party expert who confirmed that any data copied had been destroyed. You can find more information
about this incident on Blackbaud’s website: https://www.blackbaud.com/securityincident
Risk and Continued Mitigation
Blackbaud believes customer data was not further disclosed by the intruder and will not be misused. An expert
retained by Blackbaud continues to scan the web and has not found any exposed data from this incident
online. Blackbaud plans to continue such monitoring activities for the foreseeable future. Although March of
Dimes will no longer be utilizing Blackbaud’s services by the end of 2020, Blackbaud has agreed to continue
this monitoring and inform March of Dimes if Blackbaud discover any exposed March of Dimes donor
information online.
As a best practice in today’s world of cybercrime, we recommend that you continue to remain vigilant and
report any suspicious activity or suspected identity theft to us and the proper law enforcement authorities. We
also recommend that you review the information below, in the section titled Preventing Identity Theft and
Fraud for more information on ways to protect yourself and your data.

For More Information
In summary, our database provider Blackbaud had a data security incident that included some of your personal
information, but Blackbaud confirmed that stolen files were ultimately destroyed. We sincerely apologize for
this incident and regret any inconvenience it may cause you. Should you have any further questions regarding
this matter, please do not hesitate to contact March of Dimes at 888-MODIMES (888-663-4637), and we will
do our best to answer them.
Thank you again for supporting our fight for the health of all moms and babies.
Sincerely,

Alan Brogdon
SVP & Chief Operating Officer

Adrian Mollo
SVP & General Counsel

Preventing Identity Theft and Fraud
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud or
identity theft by, among other things, reviewing your account statements and monitoring credit reports
closely. If you detect any suspicious activity on an account, you should promptly notify the financial institution
or company with which the account is maintained. You may wish to review the tips provided by the FTC on
steps to you can take to avoid identity theft. For more information and to contact the FTC, please visit
www.ftc.gov/idtheft or call 1-877-ID-THEFT (1-877-438-4338).
Credit Reports: You may elect to obtain or purchase a copy of your free credit report by contacting one of
the three national credit reporting agencies. Contact information for these agencies is as follows:
Equifax
1-800-349-9960
www.equifax.com
P.O. Box 105788
Atlanta, GA 30348

Experian
1-888-397-3742
www.experian.com
P.O. Box 9554
Allen, TX 75013

TransUnion
1-888-909-8872
www.transunion.com
P.O. Box 2000
Chester, PA 19022
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Addendum 3

Copy of August 5th Emailed Notice

Addendum 4
Website Notice
Following is the text of the notice as posted on August 14, 2020, on our website at
https://www.marchofdimes.org/general-notice-blackbaud.aspx (posted August 14, 2020, followed by
screen captures of the notice as posted and a link to the notice on our homepage (at
https://www.marchofdimes.org/).

1. Text of notice.
August 14, 2020
We are posting this notice to let you know of a data security incident that may have involved our donors
personal information. March of Dimes takes the protection and proper use of your information very
seriously; therefore, we are posting this notice to explain the incident and measures taken to protect
your information.
What Happened?
We were recently notified by one of our database providers, Blackbaud, of a security incident in which
they stopped a ransomware attack. During the attack, the intruders removed files from Blackbaud’s
platform, which hosted data for hundreds of colleges, universities, health care organizations, schools,
charities and other non-profit organizations, including March of Dimes. Blackbaud believes the breach
occurred between February and May 2020. Blackbaud discovered the incident in May, conducted an
investigation, and notified March of Dimes on July 16, 2020.
What Information Was Involved?
We have determined that the March of Dimes file accessed by the intruders contained data about our
donors. Our review of this data is ongoing, but so far we have determined that it may have included
your name and title, addresses and contact details (e.g., phone numbers and e-mail addresses),
philanthropic interests, some donation history and your date of birth. We do not have reason to believe
any financial information was stolen or accessed by the intruders. March of Dimes does not use
Blackbaud to process any financial transactions. That being said, we are still in the process of completing
our internal review, and if we determine any financial information was in fact compromised, we will
promptly inform you.
We and Blackbaud believe there is a low risk that your data will be misused. Blackbaud worked with law
enforcement and third-party experts to investigate and resolve this incident. Blackbaud paid the
intruder using a third-party expert who confirmed that any data copied had been destroyed. You can
find more information about this incident on Blackbaud’s website:
https://www.blackbaud.com/securityincident
Risk and Continued Mitigation
Blackbaud believes customer data was not further disclosed by the intruder and will not be misused. An
expert retained by Blackbaud continues to scan the web and has not found any exposed data from this
incident online. Blackbaud plans to continue such monitoring activities for the foreseeable future.
Although March of Dimes will no longer be utilizing Blackbaud’s services by the end of 2020, Blackbaud
has agreed to continue this monitoring and inform March of Dimes if Blackbaud discover any exposed
March of Dimes donor information online.

As a best practice in today’s world of cybercrime, we recommend that you continue to remain vigilant
and report any suspicious activity or suspected identity theft to us and the proper law enforcement
authorities. We also recommend that you review the information below, in the section titled Preventing
Identity Theft and Fraud for more information on ways to protect yourself and your data.
For More Information
In summary, our database provider Blackbaud had a data security incident that included some of your
personal information, but Blackbaud confirmed that stolen files were ultimately destroyed. We sincerely
apologize for this incident and regret any inconvenience it may cause you. Should you have any further
questions regarding this matter, please do not hesitate to contact March of Dimes at 888-MODIMES
(888-663-4637), and we will do our best to answer them.
Thank you again for supporting our fight for the health of all moms and babies.
Sincerely,

Alan Brogdon
SVP & Chief Operating Officer

Adrian Mollo
SVP & General Counsel

Preventing Identity Theft and Fraud
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud
or identity theft by, among other things, reviewing your account statements and monitoring credit
reports closely. If you detect any suspicious activity on an account, you should promptly notify the
financial institution or company with which the account is maintained. You may wish to review the tips
provided by the FTC on steps to you can take to avoid identity theft. For more information and to
contact the FTC, please visit www.ftc.gov/idtheft or call 1-877-ID-THEFT (1-877-438-4338).
Credit Reports: You may elect to obtain or purchase a copy of your free credit report by contacting
one of the three national credit reporting agencies. Contact information for these agencies is as
follows:
Equifax
1-800-349-9960
www.equifax.com
P.O. Box 105788
Atlanta, GA 30348
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Experian
1-888-397-3742
www.experian.com
P.O. Box 9554
Allen, TX 75013
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TransUnion
1-888-909-8872
www.transunion.com
P.O. Box 2000
Chester, PA 19022

2. Homepage, marchofdimes.org (posted August 14, 2020).
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3. Linked notice page, https://www.marchofdimes.org/general-notice-blackbaud.aspx (posted
August 14, 2020).
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Addendum 5
Press Release

