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October 13, 2020  Anjali C. Das 
312.821.6164 (direct) 

Anjali.Das@wilsonelser.com 

 

Via Email 

 

Attorney General Bob Ferguson 

Washington Attorney General’s Office 

1125 Washington Street SE 

PO Box 40100 

Olympia, WA  98504-0100 

 SecurityBreach@atg.wa.gov 

 
Re: Data Security Incident 

 

Dear Attorney General Ferguson: 

We represent the Forest Ridge School of the Sacred Heart (“Forest Ridge”), located at 4800 139th 

Avenue SE, Bellevue, WA 98006, with respect to a data security incident described in more detail 

below.  Forest Ridge takes the privacy and security of their clients’ information very seriously, 

and has taken steps protect the privacy and security of potentially impacted individuals’ 

information.  

1. Nature of the security incident. 

 

Forest Ridge is an all-girls independent, Catholic middle and high school educating and inspiring 

girls and young women in 5th through 12th grades.  On Thursday, July 16, 2020, Forest Ridge 

received a notification from Blackbaud, Inc. (“Blackbaud”) that Blackbaud experienced a 

cybersecurity incident which resulted in the exposure of personal information maintained by 

hundreds of non-profit and educational institutions on multiple Blackbaud platforms.  Blackbaud 

is a cloud computing provider that is used by Forest Ridge and many other institutions to organize 

and store information related to members of their community.  After an initial investigation, Forest 

Ridge discovered the Blackbaud platform they use, called Raiser’s Edge NXT, contained the name, 

home address, email address, and date of birth of Forest Ridge donors and students.  According to 

communication from Blackbaud, Blackbaud did not encrypt this platform, containing the backup 

dataset of Forest Ridge’s data.   

 

2. Number of Washington residents affected.  

 

A total of five hundred and fifty-five (555) Washington residents may have been potentially 

affected by this incident.  A notification letter to these individuals was mailed on September 29, 

2020 by first class mail.  A sample copy of the notification letters sent to adults, minors, and one 

individual with a compromised social security number are included with this letter. 
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3. Steps taken.   

 

Forest Ridge takes the privacy and security of their information very seriously.  Upon discovery 

of the incident, Forest Ridge immediately informed Wilson Elser Moskowitz Edelman & Dicker 

LLP, and began identifying the individuals contained within the Raiser’s Edge NXT platforms in 

preparation for notice.  Forest Ridge has also requested Blackbaud to explain the steps it has taken 

to mitigate the risk of a similar attack.  Blackbaud has stated that the provider’s teams were able 

to quickly identify the vulnerability associated with this incident, including the tactics used by the 

cybercriminal, and took swift action to fix the incident.  They have confirmed through testing by 

multiple third parties, including the appropriate platform vendors, that their fix withstands all 

known attack tactics.  Additionally, they are accelerating our efforts to further harden their 

environment through enhancements to access management, network segmentation, deployment of 

additional endpoint and network-based platforms.   

4. Contact information. 

 

Forest Ridge remains dedicated to protecting the sensitive information in its control.  If you have 

any questions or need additional information, please do not hesitate to contact me at 

Anjali.Das@WilsonElser.com or (312) 821-6164. 

 

Very truly yours, 

 

 

 

Wilson Elser Moskowitz Edelman & Dicker LLP 

 

 

 
 

Anjali C. Das 

 

 

Enclosure.  
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September 28, 2020  
 

Name      

Address 

 

Dear Name:  
 

We are writing to inform you of a cybersecurity incident involving Blackbaud, Inc. (“Blackbaud”), a third party vendor 

utilized by Forest Ridge School of the Sacred Heart (“Forest Ridge”), that may have impacted your information.  Forest 

Ridge takes the security of your information very seriously, and we sincerely apologize for any inconvenience this incident 

may cause.  This letter contains information about the incident and steps you can take to protect your information.   
 

Blackbaud is a cloud computing provider that is used by Forest Ridge and many other institutions to organize and store 

information related to members of our community.  In July 2020, Blackbaud notified hundreds of non-profit and educational 

institutions, including Forest Ridge, that Blackbaud experienced a cybersecurity incident which resulted in the exposure of 

personal information maintained by non-profit and educational institutions on the Blackbaud platform.  Forest Ridge was 

first notified of this incident by Blackbaud on July 16, 2020.  
 

At this time, based on the information we have received from Blackbaud, we have no reason to believe that any personal 

information of members of the Forest Ridge community has been misused as a result of this incident.  However, for purposes 

of full disclosure, we feel it important to inform you that limited information may have been accessible by unauthorized 

individuals as a result of this incident, including your name and date of birth as discussed below.  

 

Specifically, Forest Ridge utilizes a Blackbaud platform known as Raiser’s Edge NXT to store information related to our 

donors.  We feel it is important to inform you that we use this platform to store the following information which we believe 

may have been exposed as a result of this incident: (1) your name, (2) your date of birth, (3) your home address, and (4) 

your email address.  Please note that Forest Ridge did not use Raiser’s Edge NXT to store your social security number or 

any financial or banking information, including credit card data.   
 

Forest Ridge is committed to ensuring the security of all personal information in our control, and we are taking steps to 

prevent a similar event from occurring in the future.  As always, we recommend that you continue to join us in remaining 

vigilant to protect your personal information.  Once Forest Ridge became aware of this incident, we contacted Blackbaud 

for more details, including steps taken by Blackbaud to mitigate the risk of similar occurrences in the future.  Blackbaud 

engaged cybersecurity experts to follow up on this incident.  Based on the nature of the incident, their research, and third 

party (including law enforcement) investigation, Blackbaud has no reason to believe that any data went beyond the 

cybercriminal, was or will be misused, or will be disseminated or otherwise made available publicly.  Blackbaud has also 

hired a third-party team of experts to monitor the dark web as an extra precautionary measure.  

 

The protection of your information is a top priority, and we sincerely regret any concern or inconvenience that this matter 

may cause you and your family.  If you have any questions, please do not hesitate to call (425) 201-2456, Monday – Friday, 

8:00am to 4:00pm. 
  

Sincerely, 

 

Dan Wagner 

Director of Finance & Operations 

 



Minor Notice 

 
September 28, 2020  

 

Name 

Address 

 

Dear Name:  

 

We are writing to inform you of a cybersecurity incident involving Blackbaud, Inc. (“Blackbaud”), a third party vendor utilized 

by Forest Ridge School of the Sacred Heart (“Forest Ridge”), that may have impacted your information.  Forest Ridge takes the 

security of your information very seriously, and we sincerely apologize for any inconvenience this incident may cause.  This letter 

contains information about the incident and steps you can take to protect your information.   

 

Blackbaud is a cloud computing provider that is used by Forest Ridge and many other institutions to organize and store information 

related to members of our community.  In July 2020, Blackbaud notified hundreds of non-profit and educational institutions, 

including Forest Ridge, that Blackbaud experienced a cybersecurity incident which resulted in the exposure of personal 

information maintained by non-profit and educational institutions on the Blackbaud platform.  Forest Ridge was first notified of 

this incident by Blackbaud on July 16, 2020.  

 

At this time, based on the information we have received from Blackbaud, we have no reason to believe that any personal 

information of members of the Forest Ridge community has been misused as a result of this incident.  However, for purposes of 

full disclosure, we feel it important to inform you that limited information may have been accessible by unauthorized individuals 

as a result of this incident, including the name and date of birth of your child, xxxxx, as discussed below.  

 

Specifically, Forest Ridge utilizes a Blackbaud platform known as Raiser’s Edge NXT to store information related to our donors.  

We feel it is important to inform you that we use this platform to store the following information which we believe may have 

been exposed as a result of this incident: (1) name, (2) date of birth, (3) home address, and (4) Ahn’s email address.  Please note 

that Forest Ridge did not use Raiser’s Edge NXT to store your social security number or any financial or banking information, 

including credit card data.   

 

Forest Ridge is committed to ensuring the security of all personal information in our control, and we are taking steps to prevent a 

similar event from occurring in the future.  As always, we recommend that you continue to join us in remaining vigilant to protect 

your personal information.  Once Forest Ridge became aware of this incident, we contacted Blackbaud for more details, including 

steps taken by Blackbaud to mitigate the risk of similar occurrences in the future.  Blackbaud engaged cybersecurity experts to 

follow up on this incident.  Based on the nature of the incident, their research, and third party (including law enforcement) 

investigation, Blackbaud has no reason to believe that any data went beyond the cybercriminal, was or will be misused, or will be 

disseminated or otherwise made available publicly.  Blackbaud has also hired a third-party team of experts to monitor the dark 

web as an extra precautionary measure.  

 

The protection of your information is a top priority, and we sincerely regret any concern or inconvenience that this matter may 

cause you and your family.  If you have any questions, please do not hesitate to call (425) 201-2456, Monday – Friday, 8:00am 

to 4:00pm. 

  

Sincerely, 

 
Dan Wagner 

Director of Finance & Operations 

 



 

 

September 28, 2020 
 

Name 

Address 

 

NOTICE OF DATA BREACH 

 

Dear Name:  
 

We are writing to inform you of a cybersecurity incident involving Blackbaud, Inc. (“Blackbaud”), a third party vendor for 

Forest Ridge School of the Sacred Heart (“Forest Ridge”), which may have impacted your information.  Forest Ridge takes 

the security of your information very seriously, and we sincerely apologize for any inconvenience this incident may cause.  

This letter contains information about the incident and steps you can take to protect your information.   

 

What Happened?  
 

Blackbaud is a cloud computing provider that is used by Forest Ridge and many other institutions to organize and store 

information related to members of our community.  In July 2020, Blackbaud notified hundreds of non-profit and educational 

institutions, including Forest Ridge, that Blackbaud experienced a cybersecurity incident which may have resulted in the 

exposure of personal information maintained by non-profit and educational institutions on the Blackbaud platform.  Forest 

Ridge was first notified of this incident by Blackbaud on July 16, 2020.    

 

At this time, based on the information we have received from Blackbaud, we have no reason to believe that any personal 

information of members of the Forest Ridge community has been misused as a result of this incident.  However, for purposes 

of full disclosure, we feel it important to inform you that limited information related may have been viewed or accessible 

by unauthorized individuals as a result of this incident, including your name, address, email, social security number, and 

driver’s license as discussed below.  

 

What Information Was Involved? 

 

Specifically, Forest Ridge utilizes a Blackbaud platform known as Raiser’s Edge NXT to store information related to our 

donors.  We feel it is important to inform you that we use this platform to store the following information which we believe 

may have been exposed as a result of this incident: (1) your name, (2) your home address, (3) your email address, (4) your 

social security number, and (5) your driver’s license.  Forest Ridge did not use Raiser’s Edge to store any financial or 

banking information, including credit card data.  While Blackbaud advised us that social security numbers manually entered 

into Raiser’s Edge NXT were generally encrypted, this might not include documents uploaded to the platform containing 

social security numbers. 

 

What We Are Doing? 
 

The Forest Ridge School is committed to ensuring the security of all personal information in our control, and we are taking 

steps to prevent a similar event from occurring in the future.  As always, we recommend that you continue to join us in 

remaining vigilant to protect your personal information.  Once Forest Ridge became aware of this incident, we contacted 

Blackbaud for more details, including steps taken by Blackbaud to mitigate the risk of similar occurrences in the future.  

Blackbaud engaged cybersecurity experts to follow up on this incident.  Based on the nature of the incident, their research, 

and third party (including law enforcement) investigation, Blackbaud has no reason to believe that any data went beyond 

the cybercriminal, was or will be misused, or will be disseminated or otherwise made available publicly.  Blackbaud has 

also hired a third-party team of experts to monitor the dark web as an extra precautionary measure. 



 

 

As an added precaution, we have secured the services of Equifax to provide you with complimentary identity monitoring 

services for twelve (12) months.  Information about the services being provided by Equifax, along with additional 

information about how to protect yourself, is included in the materials attached to this letter. 

 

What You Can Do.  
 

Please also review the enclosed “Additional Important Information” section included with this letter.  This section describes 

additional steps you can take to help protect yourself, including recommendations by the Federal Trade Commission 

(“FTC”) regarding identity theft protection and details on how to place a fraud alert or a security freeze on your credit file.  

Please continue to remain vigilant, and carefully monitor your mail and credit reports for any suspect activity, and report 

any incident of identity theft to your local law enforcement, Attorney General, and the FTC. 

 

More Information. 

 

Even if you do not find any suspicious activity on your initial credit reports, the FTC recommends that you check your 

credit reports periodically.  Checking your credit reports periodically can help you spot a problem and address it quickly.  

We recommend you stay vigilant and take actions to prevent damages from unauthorized use of your personal information. 

 

The protection of your information is a top priority, and we sincerely regret any concern or inconvenience that this matter 

may cause you and your family.  If you have any questions, please do not hesitate to call (425) 201-2456, Monday – Friday, 

8:00am to 4:00pm. 
  

Sincerely, 

 

Dan Wagner 

Director of Finance & Operations 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

 
Enter your Activation Code: XXXXXXXXXX 

 

Product Information 
 

Equifax® Credit WatchTM Gold with WebDetect Features 

 Equifax® credit file monitoring and alerts to key changes to your Equifax credit report 

 Wireless alerts (available online only) Data charges may apply 

 Access to your Equifax credit report 

 Internet Scanning1 Monitors suspicious web sites for your Social Security, Passport, Credit Card, Bank, and 

Insurance Policy Numbers, and alerts you if your private information is found there 

 Automatic Fraud Alerts2 with a fraud alert, potential lenders are encouraged to take extra steps to verify your ID 

before extending credit 

 Up to $25,000 Identity Theft Insurance3 

 Live agent Customer Service 7 days a week from 8 a.m. to 3 a.m. 

 

Enrollment Instructions 

To sign up online for online delivery go to http://myservices.equifax.com/efx1_bresngis 

 

1. Welcome Page: Enter the Activation Code provided at the top of this page in the “Activation Code” box and click the 

“Submit” button. 

2. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social Security 

Number and telephone number) and click the “Continue” button.  

3. Create Account:  Complete the form with your email address, create a User Name and Password, check the box to 

accept the Terms of Use and click the “Continue” button. 

4.  Verify ID: The system will then ask you up to four security questions to verify your identity.  Please answer the 

questions and click the “Submit Order” button. 

5.  Order Confirmation: This page shows you your completed enrollment.  Please click the “View My Product” button 

to access the product features. 

  



 

 

Additional Important Information 

For residents of all states: 

Fraud Alerts: You can place fraud alerts with the three credit bureaus by phone and online with Equifax 
(https://assets.equifax.com/assets/personal/Fraud_Alert_Request_Form.pdf) or Experian 
(https://www.experian.com/fraud/center.html).  A fraud alert tells creditors to follow certain procedures, including contacting you, 
before they open any new accounts or change your existing accounts.  For that reason, placing a fraud alert can protect you, but also 
may delay you when you seek to obtain credit.  As of September 21, 2018, initial fraud alerts last for one year.  Victims of identity theft 
can also get an extended fraud alert for seven years.  The phone numbers for all three credit bureaus are at the bottom of this page.  

Monitoring: You should always remain vigilant and monitor your accounts for suspicious or unusual activity. 

Security Freeze: You also have the right to place a security freeze on your credit report.  A security freeze is intended to prevent credit, 
loans, and services from being approved in your name without your consent.  To place a security freeze on your credit report, you 
need to make a request to each consumer reporting agency.  You may make that request by certified mail, overnight mail, regular 
stamped mail, or by following the instructions found at the websites listed below.  The following information must be included when 
requesting a security freeze (note that if you are requesting a credit report for your spouse or a minor under the age of 16, this 
information must be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; (3) 
date of birth; (4) current address and any previous addresses for the past five years; and (5) any applicable incident report or complaint 
with a law enforcement agency or the Registry of Motor Vehicles.  The request must also include a copy of a government-issued 
identification card and a copy of a recent utility bill or bank or insurance statement.  It is essential that each copy be legible, display 
your name and current mailing address, and the date of issue.  As of September 21, 2018, it is free to place, lift, or remove a security 
freeze.  You may also place a security freeze for children under the age of 16.  You may obtain a free security freeze by contacting any 
one or more of the following national consumer reporting agencies: 

Equifax Security Freeze Experian Security Freeze   TransUnion (FVAD) 
P.O. Box 105788 P.O. Box 9554    P.O. Box 2000 
Atlanta, GA 30348 Allen, TX 75013    Chester, PA 19022 
www.freeze.equifax.com www.experian.com/freeze  freeze.transunion.com  
800-525-6285 888-397-3742    800-680-7289 

More information can also be obtained by contacting the Federal Trade Commission.
 


