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March 27, 2017 Gregory J. Bautista 
914.872.7839 (direct) 

Gregory.Bautista@wilsonelser.com 

 

 

Attorney General Robert W. Ferguson 

Office of the Attorney General 

1125 Washington Street SE 

PO Box 40100 

Olympia, WA  98504-0100 

 

securitybreach@atg.wa.gov 
 

Re: Data Security Incident 

 

Dear Attorney General Ferguson: 

We represent Easy Breathe, Inc. (“Easy Breathe”), located in Los Angeles, California, with 

respect to a recent potential data security incident described in more detail below.  Easy Breathe 

takes the security and privacy of the information in its control very seriously, and is taking steps 

to prevent a similar incident from occurring in the future.  

1. Nature of the security incident.  

On February 10, 2017, Easy Breathe learned that an unknown individual may have accessed 

customer credit and debit card information used to make purchases at its online store.  Easy 

Breathe immediately took action to secure its system and commenced an investigation to 

determine what information may have been accessed.  Easy Breathe determined that the 

unknown individual may have accessed customer payment card information, including name, 

address, telephone number, and credit/debit card information.  No customer health information 

(for example, Social Security number insurance member ID number, etc.) was present or at risk.  

2. Number of Washington residents affected. 

A total number of two thousand, and thirty-four (2,034) residents of Washington were affected 

by this security incident.  Notification letters to these individuals were mailed on March 27, 

2017, via first class mail.  A sample copy of the notification letter is included with this letter.  
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3. Steps taken relating to the incident.  

Easy Breathe has taken steps to prevent a similar event from occurring in the future, and to 

protect the privacy and security of customer information.  These steps included engaging IT 

experts who have assisted Easy Breathe in securing its website, addressing possible 

vulnerabilities, and implementing continuous security monitoring of its website. Easy Breathe is 

also offering potentially impacted individuals identity repair services for one year, at no cost to 

the individual through AllClear ID.  Notice has also been provided to the credit reporting 

agencies. 

4. Contact information. 

Easy Breathe remains dedicated to protecting the sensitive information in its control.  If you have 

any questions or need additional information, please do not hesitate to contact me at (914) 872-

7839 or Gregory.Bautista@wilsonelser.com. 

Please let us know if you have any questions.  

Very truly yours, 

Wilson Elser Moskowitz Edelman & Dicker LLP 

 

 

Gregory J. Bautista 
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