October 19, 2016

VIA EMAIL (SECURITYBREACH@ATG.WA.GOV)
AND FIRST CLASS MAIL
Attorney General Bob Ferguson
Office of the Washington Attorney General
Consumer Protection Division
800 5th Ave, Suite 2000
Seattle, WA 98104-3188
Re:

Incident Notification

Dear Attorney General Ferguson:
Our client, Eastwood Company (Eastwood), is deeply committed to protecting the
security and confidentiality of its customers’ information. On July 22, 2016, Eastwood learned
that malicious software code may have been inserted into its e-commerce website. Eastwood
immediately removed the malicious software, began an investigation and hired a third-party
cybersecurity firm to assist.
Findings from the investigation show that if a customer placed an order on Eastwood’s
website from May 29, 2016 to July 22, 2016, information associated with the order being placed,
including the customer’s name, address, phone number, email address, payment card number,
expiration date and security code (CVV) may have been obtained by an unauthorized thirdparty. Additionally, if a customer placed an order as a new Eastwood customer during this
timeframe, the password to their account may have also been exposed.
Eastwood provided written notification via U.S. Mail on October 19, 2016, to 633
Washington residents in accordance with Wash. Rev. Code § 19.255.010 in substantially the
same form as the document enclosed herewith. Notice is being provided in the most expedient
time possible and without unreasonable delay, upon completion of the PCI Forensic
Investigation that was required by the payment card brands and that was subject to the process of
obtaining images of the servers maintained by a third-party. Eastwood has also established a
dedicated call center to answer any questions that individuals may have regarding the incident.
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To help prevent this from happening again, Eastwood has remediated its e-commerce
website and continues to work to strengthen the security of the website.
Please do not hesitate to contact me if you have any questions regarding this matter.
Sincerely,

Theodore J. Kobus III
Partner

Enclosure

