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June 22, 2017 

Via E-Mail (SecurityBreach@atg.wa.gov) 

Office of the Washington State Attorney General 
1125 Washington Street SE 
PO Box 40100 
Olympia, WA  98504-0100 

Re: Legal Notice of Information Security Incident 

Dear Sirs or Madams: 

I write on behalf of my client, Caliber Home Loans, Inc. (“Caliber”), to inform you of a security 
incident involving personal information provided to Caliber that affected approximately 20,437 
Washington residents. Caliber is notifying these individuals and outlining some steps they may 
take to help protect themselves. 

Based upon an extensive investigation, it appears that unauthorized individuals gained the 
ability to access a limited number of electronically-stored loan files, and may have had access to 
other documents containing personally-identifying information. In addition, the unauthorized 
individuals may have had access to sufficient information in order to gain access to certain 
customers’ online Caliber accounts, if the customer had not previously set up such an account.    

The files and documents that were subject to unauthorized access may have contained certain 
customers’ sensitive or identifying information, such as social security number, driver’s license 
number, military or other government ID number, or date of birth; financial account names, 
numbers, and statements; digital signatures, and/or information that an individual may be able 
to use to access a customer’s online Caliber account or data storage sites containing borrower 
submissions. A limited number of customers’ files may also have contained information related 
to health insurance, including member ID numbers. 

Caliber takes the privacy of personal information seriously, and deeply regrets that this incident 
occurred. Caliber took steps to address and contain this incident promptly after it was 
discovered, including engaging outside forensic experts to assist in investigating and remedying 
the situation.  Caliber is reviewing its security policies and configuring and updating its systems 
to improve their security.  In addition, we have contacted law enforcement and will continue to 
cooperate in their investigation of this incident.   
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Affected individuals are being notified via written letter, which includes an offer for two years of 
complimentary identity protection and fraud resolution services. These notifications will begin 
mailing on or around June 23, 2017.  Form copies of the notices being sent to affected 
Washington residents are included for your reference. 

If you have any questions or need further information regarding this incident, please contact me 
at (303) 801-2732 or david.navetta@nortonrosefulbright.com  

 

Very truly yours, 

 
David Navetta 
Partner 
Co-Chair, Data Protection, Privacy & Access 
to Information 

 

 
DJN/smm 
Enclosure 
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