© 00 ~N o o b~ w NP

[ T N N N N O T T T S e S N e ~ S = S = S S
o U B~ W N P O © O N oo o M~ W N Lk O

STATE OF WASHINGTON
KING COUNTY SUPERIOR COURT

STATE OF WASHINGTON, NO.
Plaintiff, COMPLAINT FOR INJUNCTIVE
AND OTHER RELIEF UNDER THE
V. COMPUTER SPYWARE ACT, RCW
19.270; AND THE CONSUMER
JAMES LANE, individually and as part PROTECTION ACT, CHAPTER 19.86
of his marital community, RCW
Defendant.

COMES NOW PLAINTIFF, State of Washington, by and through its attorneys
Rob McKenna, Attorney General and Katherine M. Tassi, Assistant Attorney General, and
brings this action against Defendant named herein, alleging as follows:

l. JURISDICTION AND VENUE

1.1  This Complaint is filed and these proceedings are instituted under the
provisions of the Computer Spyware Act, Chapter 19.270 RCW; and the Unfair Business
Practices — Consumer Protection Act, Chapter 19.86 RCW.

1.2 The violations alleged in this Complaint have been and are being committed in
whole or in part in King County, Washington, by Defendant named herein.

1.3 Authority of the Attorney General to commence this action is conferred by

RCW 19.270.060, RCW 19.86.080 and RCW 19.86.140.
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1. DEFENDANT

2.1 Defendant James F. Lane (“Defendant”) owns, advertises, markets, and sells the
computer software program Quikshield. Defendant resides in the state of New York.
Defendant James F. Lane is married to Jane Doe Lane and together they constitute a marital
community. All actions taken by Defendant as alleged in the Complaint herein are for the
benefit of his marital community.

1. NATURE OF TRADE OR COMMERCE

3.1 At all times material to this action, James F. Lane has owned, advertised,
marketed and sold a computer software program called Quikshield Security (“Quikshield”),
which allegedly protects consumers’ computers from receiving pop-up advertisements, blocks
“chat” windows, and clears the computer’s Internet surfing history. Defendant has advertised
the program on the Internet through pop-ups that appear on a Web site that he owns and
operates. Defendant has sold the program over the Internet on another Web site that he owns

and operates located at www.quikshield.com. Defendant advertises and sells Quikshield to

consumers in King County, Washington, and across the United States. Defendant is in
competition with others engaged in the sale and marketing of similar products in and from

Washington.

IV. FIRST CAUSE OF ACTION - INDUCING CONSUMERS TO INSTALL
SOFTWARE FOR SECURITY PURPOSES BY MISREPRESENTING
SECURITY RISKS IN VIOLATION OF THE COMPUTER SPYWARE ACT

4.1  Plaintiff realleges paragraphs 1.1 through 3.1 above and incorporates them as
though fully set forth herein.

4.2  Defendant advertises, markets, and sells a purported computer security
program called Quikshield Security (“Quikshield”) over the Internet.

4.3  Defendant advertises Quikshield through a pop-up advertisement on a Web site

that Defendant owns and operates. Defendant fails to identify the pop-up as an advertisement;
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instead, the pop-up’s text states that it is a “security alert” and warns the consumer that the
computer is “vulnerable to receiving excessive popup ads.” The pop-up appears in the form
of a simulated Microsoft Internet Explorer system alert. See Figure 1. The pop-up asks

“Would you like to install a popup blocker...?”

Microsoft Internet Explorer X

<@ Security Alert - your computer is vulnerable to receiving excessive popup ads. Would you like to install a popup
‘*--"/ blocker to prevent popup ads from appearing on your screen?

ok || cancel |

Figure 1.

4.4  Whether the consumer clicks on the “OK,” “Cancel,” or “x,” a new browser
window will open and Defendant’s Web site, Quikshied.com, will load. On this Web site,
Defendant offers consumers the software program Quikshield “absolutely free.”

45 If the consumer chooses to accept Defendant’s offer for Quikshield, the
consumer downloads the program, which then installs itself on the consumer’s computer.

4.6 If, after the program is installed on the consumer’s computer, the consumer
clicks on “exit” on the icon in the system tray to shut the program down, upon re-boot of the
consumer’s computer, a pop-up appears. This pop-up is not identified as an advertisement but
rather is presented as a “warning,” again simulating a system alert from the computer’s
operating system. See Figure 2.

Figure 2.

'1-.., A critical security component is not Functioning.
Your computer may be vulnerabls. Re-activate now to ensure continued protection,
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The pop-up warns that a “critical security component is not functioning.” The
warning states: “Your computer may be vulnerable. Re-activate now to ensure continued
protection.” The consumer must click on “OK,” to close the pop-up; however, upon clicking
on the “OK,” a Web browser opens and launches a Quikshield.com Web page called “Security
Center,” which alerts the consumer: “If you received a message that your security software is
not functioning: For a limited time, you may purchase a non-expiring version of Quikshield,”

which will allegedly protect the consumer’s computer from “popup window viruses.” See

B - [o]x]|
o
€) D ¥ B @A O seach g Fovaries @Preda ) - &
Acdress | (] hetp:funn quikshisld.comisecurity htmiPexp=18version=2. 96t s=4{23/2006 =
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by United Software
Home Move (nro Ty [t Free Upgrade FAQ.  Orvder Now Compary (rnifo
Security Center
If you received a message that your security software is not functioning:
For a limited time, you may purchase a non-expiring version of QuikShield. Rather than pay a monthly or annual
fee, you pay a one-time charge of just $19.95, and never have to pay for protection from popup window
viruses again.
If your computer is ever lost, stolen or damaged, we will replace your security software for free - forever.
As soon as you place your order, your software will be re-activated automatically.
[ Rie-activate QuikShield permanenthy for $19.95 ]
Copyright @ 2003-2006 United Softuare, All Rights Reserved | Brivacy Policy
94 Gardi enue, Suite # 308
Levi 1
Emsil: infomauikshie
516.93%.611¢6
&] & Inkernet

4.7 Defendant intentionally misrepresents to consumers that his advertisement for
a commercial software product is a “security alert” and that a critical security component of
the consumer’s computer is not functioning. In doing so, Defendant intentionally
misrepresents the extent to which his software is necessary for security reasons. Such

intentional misrepresentations have induced computer users to download the Quikshield
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software, either the trial or the full program. Numerous Washington consumers downloaded
Defendant’s Quikshield software and purchased the full program.

4.8 Defendant intentionally and knowingly deceives consumers by stating that their
computers have a malfunctioning security component and thereby induces consumers to install
software by claiming that the software is necessary to protect their computers.

4.9  The practices described above constitute violations of RCW 19.270.040(1), which
makes it unlawful for a person who is not an owner or operator of a user’s computer to induce
an owner or operator to install a computer software component onto the computer by
intentionally misrepresenting the extent to which installing the software is necessary for

security.

V. SECOND CAUSE OF ACTION - INTENTIONALLY MISREPRESENTING
UNINSTALLATION OF SOFTWARE IN VIOLATION OF THE COMPUTER
SPYWARE ACT

5.1  Plaintiff realleges paragraphs 1.1 through 4.9 above and incorporates them as
though fully set forth herein.

5.2  Although Defendant presents consumers with the option to uninstall the trial
version of the Quikshield program, the software cannot be completely uninstalled by
reasonable means, including Defendant’s uninstall option. First, the program does not appear
in the “Add/Remove Programs” option in the Windows control panel. And second, because
the Quikshield program executable installs in the Windows directory, even if the consumer
can locate the Quikshield folder in the “C” drive of the computer, deleting the folder does not
uninstall the program and the Quikshield icon, along with the software, remains on the
computer. Buried in the Options category for the program, accessible only by right-clicking
on the icon, is an uninstall option for the program; however, the uninstall process fails to
remove all of the components of the program. In fact, what is deleted is the registry setting

that is the command to activate Quikshield on the computer’s start-up. This means that the
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consumer does not know that Quikshield software remains on the computer even after the
consumer has used the alleged uninstall feature. Even after the consumer has followed the
uninstall process, in fact, the software executable files remains on the computer. In fact, the
uninstall process does not work, and the program’s executable files remain on the consumer’s
computer.

5.3  The conduct described in the above paragraph 5.2 constitutes a violation of
RCW 19.270.020(4), which prohibits intentionally misrepresenting that computer software

will be uninstalled by an owner or operator’s action.

V1. THIRD CAUSE OF ACTION - MISREPRESENTATIONS IN VIOLATION OF
THE CONSUMER PROTECTION ACT

6.1  Plaintiff realleges paragraphs 1.1 through 5.3 above and incorporates them as
though fully set forth herein.

6.2  Defendant misrepresents an advertisement for his commercial software product as
a Microsoft operating system alert; in fact, the pop-up is an advertisement that simply simulates a
system alert.

6.3 Defendant misrepresents that “a critical security component is not functioning”
on the consumer’s computer. In fact, there is no such malfunctioning security component and
Defendant’s pop-up is an advertisement.

6.4  Defendant misrepresents giving the consumer the ability to close his
advertisements with buttons appearing as “cancel” and “x.” In fact, when the consumer clicks on
such buttons, Defendant’s Web site launches.

6.5 On the Quikshield.com Web site, Defendant misrepresents that Quikshield is
being offered “absolutely free.” In fact, Defendant only gives consumers five free uses of the
product. At no point prior to installation of the software does Defendant disclose that the
program will be effective for only five uses. After the five uses, the consumer will have to

purchase the “Fully Registered” program for a fee.
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6.6  The misrepresentations described above constitute unfair and deceptive acts or
practices in trade or commerce and unfair methods of competition in violation of the Consumer
Protection Act, RCW 19.86.020.

VIl. PRAYER FOR RELIEF

WHEREFORE, Plaintiff, State of Washington, prays for relief as follows:

7.1  That the Court adjudge and decree that Defendant has engaged in the conduct
complained of herein.

7.2  That the Court adjudge and decree that the conduct complained of in
paragraphs 6.2 through 6.5 constitutes unfair or deceptive acts and practices and unfair
methods of competition in violation of the Consumer Protection Act, Chapter 19.86 RCW,
and that the conduct complained of in paragraphs 4.3 through 5.2 of the Complaint constitutes
violations of the Computer Spyware Act, RCW 19.270, et seq.

7.3  That the Court issue a permanent injunction enjoining and restraining
Defendant, and his representatives, successors and assigns, officers, agents, servants,
employees and all other persons acting or claiming to act for, or on behalf of, or in active
concert or participation with Defendant, from continuing or engaging in unlawful conduct
complained of herein.

7.4  That the Court assess a civil penalty, pursuant to RCW 19.86.140, of up to
$2,000 per violation against the Defendant for each violation of RCW 19.86.020 caused by
the conduct complained of herein.

7.5  That the Court make such orders pursuant to RCW 19.86.020 as it deems
appropriate to provide for restitution to consumers for money or property acquired by
Defendant as a result of the conduct complained of herein.

7.6  That the Court make such orders pursuant to RCW 19.270.060 as it deems

appropriate to provide recovery for damages for each violation of RCW 19.270.
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7.7  That the Court make such orders pursuant to RCW 19.86.020 and RCW
19.270.060 to provide that Plaintiff, State of Washington, have and recover from Defendant
the costs of this action, including reasonable attorneys’ fees.

7.8 That the Court order such other relief as it may deem just and proper to fully
and effectively dissipate the effects of the conduct complained of hereiﬁ, or which may

otherwise seem proper to the Court.

DATED this /S day of November, 2006.

ROB MCKENNA
Attorney General

w 7
KATHERINE M. TASSI, WSBA #32908
Assistant Attorney General

Attorneys for Plaintiff
State of Washington
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