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RE: Notice of Data Security Incident Relating to Washington Residents / Neopets, Inc. 

 

Dear Sir or Madam: 

We are writing on behalf of our client, Neopets, Inc. (“Neopets” or the “Company”), to 

notify you of a data security incident.  On July 20, 2022, Neopets was alerted to activity indicating 

unauthorized access by a third party to its IT systems.  The Company took immediate steps to 

shut down further access to the affected systems and has not seen any unauthorized activity since 

that time.  Neopets also launched an investigation assisted by a leading forensics firm and engaged 

with law enforcement.  On August 10, 2022, Neopets determined that the event resulted in 

unauthorized access to, and in some cases, download of, player information. 

Neopets determined that for past and present Neopets players, affected information may 

include the data provided when registering for or playing Neopets, including name, email address, 

username, date of birth, gender, IP address, Neopets PIN, and hashed password, as well as data 

about a player’s pet, game play, and other information provided to Neopets.  For players that 

played prior to 2015, the information also could have included non-hashed, but inactive, 

passwords.  This information appears to have been accessed and potentially downloaded between 

January 3-February 5, 2021, or July 16-19, 2022.  Neopets does not store users’ government 

issued identification numbers, bank account information, or payment card information. 

Neopets is committed to safeguarding its players’ information.  As part of its ongoing 

commitment to the safety and privacy of the Neopets player information in its care, Neopets reset 

players’ passwords and is working on adding multi-factor authentication to better safeguard 

access to players’ accounts.  The Company has also enhanced the protection of its systems, 

including by further strengthening its network monitoring, authentication, and system protection. 

Neopets previously communicated about this event to players on July 21, 2022, and 

August 1, 2022, via its website and social media channels.  The Company began notifying 

Washington residents via substitute notice on August 29, 2022.  The press release and website 

content are attached.   
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Neopets will update your office once it has determined approximately how many 

Washington residents were affected.  If your office otherwise requires any further information in 

this matter, please contact me at (206) 839-4340 or ASwaminathan@orrick.com.   

 

Sincerely, 

 

Aravind Swaminathan 

Partner 

Orrick, Herrington, & Sutcliffe, LLP 






