
 
 
 
 

 
155288361.1 

Amelia M. Gerlicher

AGerlicher@perkinscoie.com

D. +1.206.359.3445

F. +1.206.359.4445

December 20, 2021 

VIA EMAIL 
 

 
Washington Attorney General’s Office 
800 5th Ave, Suite 2000 
Seattle, WA  98104-3188 
SecurityBreach@atg.wa.gov 

 

 
Re: Notification of Security Breach 

Dear Attorney General Ferguson: 

I am writing on behalf of BearTooth Mapping, Inc. to inform you of a recent security breach 
incident involving a third-party attack on MyTopo.com (“MyTopo”), an online provider of 
custom maps.  
 
MyTopo discovered on November 19, 2021 that a third party had exploited a vulnerability in the 
web application to execute commands to retrieve personal information from MyTopo’s website 
servers. The queries are believed to have started on November 13, 2021.  Within an hour of 
discovering this issue, MyTopo took the website offline and commenced an investigation. The 
preliminary investigation identified commands intended to retrieve email address, password, and 
potentially other information. Based on these findings, MyTopo began notifying all potentially 
affected customers starting November 20, 2021, instructing them to change their passwords, 
including any common passwords shared between MyTopo and other websites. 
  
On December 14, a third-party forensics firm confirmed that the attacker had extracted only 
email address and password for a portion of the MyTopo database, including approximately 4774 
residents of your state.  No payment card information or other sensitive data was accessed, as 
MyTopo does not store financial information or payment card data on its servers. 
 
The MyTopo website remains offline while MyTopo transitions to a new infrastructure and 
techstack. Going forward, MyTopo is redesigning the website and taking steps to ensure that the 
redesign implements state of the art security protocols and is tested for known security defects 
before launching. MyTopo is continuing to investigate with the assistance of a forensic 
investigation firm and will take additional remediation steps, if necessary. As of the date of this 
notification, this investigation has confirmed that the incident is not ongoing and that no 
additional data was accessed.  
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MyTopo is providing the enclosed notification to these individuals beginning December 21, 
2021, in addition to the initial notification provided immediately after it discovered the incident.  
 
Please contact me with any questions or concerns regarding this incident. 
 
Sincerely, 

Amelia M. Gerlicher 

AMG 
Enclosure 
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Dear MyTopo Patrons and Friends,

We are writing to inform you about a data security incident that may have involved your personal 
information on MyTopo.com. On Friday, November 19, we discovered that the MyTopo.com website had been 
attacked.  Out of an abundance of caution we took our site offline shortly after identifying the security 
incident.

MyTopo takes the protection of your information very seriously. We are contacting you as a precautionary 
measure to explain the incident and provide you with steps you can take to protect your personal 
information. 

What	information	was	involved

We believe the attacker may have accessed personal information maintained in your profile on MyTopo.com.  
This information includes name, email address, billing or shipping address, and MyTopo login password.  

The attacker did not access any financial or credit card information since we do not store those details on 
MyTopo.com servers. The breach is isolated to MyTopo.com and does not impact any other sites or related 
services, including Terrain Navigator Pro.

When	did	this	happen

The event was identified on November 19 and the services were taken offline within an hour of discovery. 
Current investigations indicate data may have been compromised as early as November 13.  

What	we	are	doing

Our team has been working since the attack was detected to determine the extent of any compromised 
information and to identify and mitigate any connected security issues. Our service will resume as soon as we 
have taken all appropriate steps to secure the MyTopo.com servers.   

What	you	can	do

We are notifying you so you can take immediate action to protect your personal information. If you use a 
common password between MyTopo.com and other websites, please change your password on those 
websites immediately. Once the MyTopo systems are restored and secured, you will be prompted to create a 
new password on the MyTopo site.

As a best practice, we recommend that you remain vigilant and promptly report to us and to the proper law 
enforcement authorities any suspicious activity or suspected identity theft.

We sincerely apologize for this incident and regret any inconvenience it may cause you. We deeply value your 
relationship with MyTopo. Should you have further questions, please contact support@mytopo.com.

Sincerely,

Paige Darden and the MyTopo Team
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Dear <user>:  
 
We recently emailed you regarding a data security incident that may have involved your personal information 
on MyTopo.com. We are contacting you again to provide you with additional information required by 
applicable law. Please note, though, that we do not have reason to believe at this time that the incident is 
ongoing or that any additional information was accessed. Should you have any questions after reviewing the 
updated notice below, please do not hesitate to contact support@mytopo.com.  

 
 

On Friday, November 19, we discovered that the MyTopo.com website had been attacked.  Out of an 
abundance of caution we took our site offline shortly after identifying the security incident. 

MyTopo takes the protection of your information very seriously. We are contacting you as a 
precautionary measure to explain the incident and provide you with steps you can take to protect 
your personal information. 

What information was involved 

We believe the attacker may have accessed personal information maintained in your profile on 
MyTopo.com.  Based on the forensic investigation conducted following our first notice to you, we 
now believe that this information was limited to your email address and MyTopo login password and 
does not include your name, billing or shipping address, or other information. 

Further, the attacker did not access any financial or credit card information since we do not store 
those details on MyTopo.com servers. The breach is isolated to MyTopo.com and does not impact any 
other sites or related services, including Terrain Navigator Pro. 

When did this happen 

The event was identified on November 19 and the services were taken offline within an hour of 
discovery. Current investigations indicate data may have been compromised as early as November 
13. 

What we are doing 

As soon as the breach was discovered, the MyTopo website was taken offline. Our team has been 
working since the attack was detected to determine the extent of any compromised information and 
to identify and mitigate any connected security issues. Our service will resume as soon as we have 
taken all appropriate steps to secure the MyTopo.com servers. 

What you can do 

We are notifying you so you can take immediate action to protect your personal information. If you 
use a common password between MyTopo.com and other websites, please change your password on 
those websites immediately. Once the MyTopo systems are restored and secured, you will be 
prompted to create a new profile on the MyTopo site with a new password. 

As a best practice, we recommend that you remain vigilant and promptly report to the proper law 
enforcement authorities any suspicious activity or suspected identity theft. 
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We sincerely apologize for this incident and regret any inconvenience it may cause you. We deeply 
value your relationship with MyTopo. Should you have further questions, please contact 
support@mytopo.com. 

Sincerely, 

Paige Darden and the MyTopo Team 
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Additional Information 

 

This incident did not affect your credit or information that can be used to obtain credit. However, we are 
required to provide you the information below.  

You have the right to put a fraud alert or security freeze on your credit report. A fraud alert will notify any 
merchant checking your credit history that you may be the victim of identity theft and that the merchant 
should take additional measures to verify the application. Contacting any one of the three credit reporting 
agencies will place an alert on your file at all three of them.  A security freeze restricts all creditor access to 
your account, but might also delay any requests you might make for new accounts. Credit reporting agencies 
cannot charge you to place a security freeze. 

 Equifax Security Freeze, P.O. Box 105788 Atlanta, GA 30348, Equifax.com/freeze/ 

 Experian Security Freeze, P.O. Box 9554 Allen, TX 75013, www.experian.com/freeze/ 

 TransUnion Security Freeze, P.O. Box 2000 Chester, PA 19022-2000, www.transunion.com/freeze/ 

You will need to supply your name, address, date of birth, Social Security number, and other personal 
information. The agencies are not permitted to charge you for placing or lifting a freeze. Each credit reporting 
agency will confirm your request with a unique PIN or password that you will need in order to lift or remove 
the freeze.  You should keep the PIN or password in a safe place. 

Suspected identity theft should be reported to law enforcement, your attorney general, or the Federal Trade 
Commission, which also offers information about avoiding identity theft. The FTC can be reached at:  

Federal Trade Commission 
1-877-ID-THEFT (1-877-438-4338) 
Consumer Response Center 
600 Pennsylvania Avenue, NW  
Washington, DC 20850 
www.consumer.gov/idtheft 

IF YOU ARE A RHODE ISLAND RESIDENT:  This incident affected approximately 277 Rhode Island residents. 
Under Rhode Island law, you have the right to obtain any police report filed in regard to this incident. If you 
are the victim of identity theft, you also have the right to file a police report and obtain a copy of it You may 
also obtain information about preventing identity theft from the Rhode Island Attorney General’s Office.  

 
IF YOU ARE A NEW YORK RESIDENT:  You may also obtain information about preventing identity theft 
from the New York Department of State's Division of Consumer Protection. This office can be reached at:  
 
New York State Division of Consumer Protection 
123 William Street    One Commerce Plaza 
New York, NY 10038-3804   99 Washington Ave. 
1 (800) 697-1220    Albany, NY 12231-0001  
http://www.dos.ny.gov/consumerprotection 
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