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Direct Phone:  206.447.8934 
Direct Fax:  206.749.1902 
Email:  ahearne@foster.com 

  

January 31, 2022 
 
Washington Attorney General  
1125 Washington St SE  
PO Box 40100  
Olympia, WA 98504  
 
Via email at:  SecurityBreach@atg.wa.gov   
 

Re: Notice Concerning Data Security Incident 
  
Dear Washington Attorney General Ferguson:  

We represent the Seattle-based entity American Marriage Ministries (“AMM”).  AMM retained a forensic 
investigator on December 16 to investigate a potential data security incident, and its forensic investigation 
has now confirmed that certain information regarding its ministers residing in Washington may be 
accessible on the internet – specifically, first and last name in combination with date of birth. 

We write this letter because Washington law defines the above information as “personal information” 
unless it is also publicly available from federal, state, or local government records. 
RCW 19.255.005(2)(a)(i)(D) & 2(b).  Instead of delaying matters by researching and determining which 
individual ministers’ dates of birth are (and are not) publicly available from birth certificates or other 
records, AMM is out of an abundance of caution sending you this letter and providing notice to its 
potentially affected Washington ministers in order to avoid inadvertently not complying with the 
Washington statute. 

(i)  Number.  AMM believes the number of its potentially affected ministers in Washington is 
approximately 16,727. 

(ii)  Potentially Affected Information.  As noted earlier, a minister’s first and last name in combination 
with his or her date of birth is the potentially affected information that could be “personal information” 
under the Washington statute (unless that information is otherwise publicly available from government 
records).  The potentially affected information does not include any credit or debit card information, social 
security numbers, driver’s license numbers, or other government-issued identification card numbers. 

(iii)  Time Frame.  AMM does not know when the above information may have first been accessible on 
the internet, but as noted above, it retained a forensic investigator on December 16 to investigate a 
potential data security incident, and that forensic investigation has now confirmed that the above 
ministers’ first and last name in combination with date of birth may be accessible on the internet, without 
a means of AMM being able to remove it from the internet.  
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(iv)  Responsive Steps/Measures.  As soon as AMM determined how the above ministers’ information 
could have been accessed, AMM took immediate action to prevent a similar event happening in the future.  
AMM has also reported this matter to the Federal Bureau of Investigation (IC3 report).  AMM does not 
have any indication of actual harm to individuals in Washington as a result of this incident, and AMM 
does not believe this incident is reasonably likely to subject such individuals to a risk of harm. 

(v)  Notice.  AMM is providing its potentially affected ministers residing in Washington written notice by 
sending them a letter like the attached example letter via U.S. Mail to the mailing addresses AMM has for 
those ministers.  The attached letter includes (i) AMM’s contact information, (ii) the above type of 
personal information involved, (iii) the time frame involved, and (iv) toll-free numbers & addresses for 
major credit reporting agencies. 

Please do not hesitate to contact me if you have any questions or require any further information.  My 
email is ahearne@foster.com, and my direct dial telephone number is 206-447-8934. 

Sincerely, 
 
FOSTER GARVEY P.C. 
 
 
Thomas F. Ahearne 
Attorneys for American Marriage Ministries 
(“AMM”) 

 

Attachment:  example copy of AMM’s written notice correspondence to Washington ministers 

cc: client (with attachment) 
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RE: Notice of Data Security Incident / Washington State Resident 

Dear American Ministries Minister:  

Your State of Washington is one of the two States with a statute that defines “personal 
information” to include a person’s name in combination with that person’s date of birth.  Out of 
an abundance of caution, we at American Marriage Ministries (“AMM”) accordingly write this 
letter to inform you that the third-party we hired to do a forensic investigation into a potential data 
security incident has confirmed that information of ours with your name and date of birth may be 
accessible on the internet.  We are also discussing this on our blog in order to be publicly open and 
transparent about this matter.  We sincerely apologize for this incident and any inconvenience it 
may cause you.  While we are not currently aware of any misuse of or fraud relating to this 
information, we do want to also let you know the following:  

(i) contact information.  If you have any questions about this matter, please contact us by 
emailing us at contact@theamm.org, or calling us at 206-466-8949.  

(ii) the “personal information” involved.  As noted above, our forensic investigation has 
confirmed that information of ours with your name and date of birth (what your Washington statute 
defines as “personal information”) may be accessible on the internet.  This potentially affected 
information does not include any credit or debit card information, social security numbers, 
driver’s license numbers, or other government-issued identification card numbers.  

(iii) time frame.  We do not know when the above information may have first been 
accessible on the internet.  But as soon as we determined how the above information may have 
been made accessible, we took immediate action to prevent a similar incident from happening in 
the future.  We have also reported this matter to the FBI.   

(iv) toll-free numbers/addresses for major credit reporting agencies.  Even though we do 
not have any indication of actual harm to ministers or risk thereof, we still recommend that you do 
what all persons in today’s world must unfortunately do to protect themselves:  remain vigilant by 
regularly reviewing statements from your accounts, and periodically obtaining your credit report 
from one or more of the national credit reporting companies.  Attached to this letter is information 
about steps you can take to protect yourself along with corresponding contact information.  

In closing, we apologize for any concern or inconvenience this may cause you.  And once 
again, if at any time you have any questions or concerns about this matter, please contact us at the 
email address or phone number noted above.   

Sincerely,  

 

Lewis King  

Executive Director, American Marriage Ministries 
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ADDITIONAL STEPS YOU CAN TAKE TO HELP PROTECT YOUR PERSONAL INFORMATION 

Monitor Your Accounts. As a precautionary measure, it is recommended that you remain vigilant by 
regularly reviewing account statements, such as bank account and credit card statements. If you detect any 
suspicious activity on an account, you should promptly notify the financial institution or company associated 
with the account. 

Copy of Credit Report. You may obtain a free copy of your credit report from each of the three major credit 
reporting agencies (also called “consumer reporting agencies” or “credit bureaus”) once every 12 months. 
You should periodically obtain your credit report from each credit reporting agency to review for accounts 
and inquiries you don’t recognize. You may obtain a free copy of your credit report online at 
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing a request form to Annual 
Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. You may also obtain a copy of 
your credit report by contacting one or more of the three national credit reporting agencies listed below. 

Fraud Alerts. You have the right to place a fraud alert on your credit report at no cost. An initial fraud alert 
lasts one year and is placed on your credit file. A fraud alert tells creditors to contact you before they open 
any new accounts or change your existing accounts. To place a fraud alert, contact any one of the agencies 
listed above. Additional information is available at www.annualcreditreport.com. 

Credit Freeze. You have the right to place, lift or remove a security freeze (also known as a “credit freeze”) 
at no cost. This will prevent new credit from being opened in your name without the use of a Personal 
Identification Number (PIN) that is issued to you when you initiate the freeze. A freeze is designed to prevent 
potential credit grantors from accessing your credit report without your consent. As a result, using a freeze 
may delay your ability to obtain credit. In order to place a freeze, you may be required to provide the credit 
reporting agency with your personal information including your full name, Social Security number, date of 
birth, current and previous addresses, a copy of your state-issued identification card, and a recent utility bill, 
bank statement, or insurance statement. To place a freeze, you must separately contact each of the three 
major credit reporting agencies listed above. Each credit reporting agency also offers a service called a credit 
lock which is similar to a credit freeze but does not use a PIN and may not be free. 

Additional Information. You can further educate yourself regarding identity theft and the steps you can take 
to protect yourself by contacting your State Attorney General or the Federal Trade Commission (FTC). 
Instances of known or suspected identity theft should be reported to law enforcement, your State Attorney 
General, and the FTC. Please note that, in order to file a report with law enforcement for identity theft, you 
will likely need to provide some proof that you have been a victim. 

You may contact the FTC at: Federal Trade Commission, 600 Pennsylvania Avenue, NW, Washington, DC 
20580, 1-877-438-4338, www.ftc.gov/idtheft. 

For Washington (State) residents, the Attorney General can be contacted at Washington Attorney General, 
1125 Washington Street NE, PO Box 40100, Olympia, WA 98504, (360) 753-6200, www.atg.wa.gov.  

For North Dakota residents, the Attorney General can be contacted at North Dakota Attorney General, 600 
E. Boulevard Ave., Dept. 125, Bismark, ND 58505, 1-800-472-2600, www.attorneygeneral.nd.gov.  

Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
1‐888‐378‐4329 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen, TX 75013 
1‐888‐397‐3742 
www.experian.com 

TransUnion 
P.O. Box 1000 
Chester, PA 19016 
1‐800‐888‐4213 
www.transunion.com 


