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Kurt Sanger 401 E. Jackson St.
Shareholder Tampa, FL 33602
8132221103 813222 8180

kurt.sanger@bipc.com

April 16, 2026

The Attorney General Nick Brown
Office of Attorney General

1125 Washington Street SE

PO Box 40100

Olympia, WA 98504-0100

Re: Notice of Data Security Incident

Dear Attorney General Brown:

This letter is submitted on behalf of Alaska Air Group Credit Union (“AAGCU,” “we,” or “our”
in accordance with Wash. Rev. Code 19.255.010. Unauthorized actors accessed their information
technology (IT) systems. The personal information of five thousand ninety-two (5,092)
Washington State residents was affected.

On or around March 5, 2026, AAGCU’s third-party information technology (IT) service provider
experienced a cybersecurity incident, allowing unauthorized actors to use its system to access
AAGCU IT systems. AAGCU immediately initiated an investigation with the assistance of
cybersecurity experts and resecured AAGCU’s IT environment. The investigation indicates that
personal information may have been accessed by an unauthorized party. The personal information
that may have been subject to unauthorized access includes individuals’ account number, date of
birth, driver’s license number, passport number, Social Security number (SSN), tax identification
number, and routing number .

On April 16, 2026, AAGCU began providing written notice of this incident to potentially affected
individuals. The notice is in substantially the same form as Exhibit A. AAGCU has prioritized
notifying their members of this incident. If our review concludes that additional individuals’ data
was affected, they will receive a separate notification.

AAGCU has installed monitoring capabilities on its IT systems to detect suspicious activity and is
implementing additional safeguards. AAGCU offered potentially affected individuals two years
of complimentary credit protection and monitoring services through Experian.



Please contact me if you would like additional information.

Respectfully,

Kurt Sanger
Outside Counsel for Alaska Air Group Credit Union

Cc: tiffany.yeung@bipc.com


Marco Ramirez Torres
Stamp
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Alaska Air Group Credit Union
Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589
April 16,2026

P8119-L03-0000003 PO01 T00001 ********SCH 5-DIGIT 12345
PARENT OR GUARDIAN OF
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Notice of Data [Extral]

Dear Parent or Guardian of Sample A. Sample:

Alaska Air Group Credit Union (“AAGCU,” “we,” or “us”) is writing to inform you about a recent
cybersecurity incident that may have impacted some of your child’s personal data. We understand the
importance of your child’s data and its privacy, and we want to advise you about what happened and offer
you resources you may find helpful. While we are unaware of any attempted or actual misuse of your child’s
information, we are providing you notice now, in an abundance of caution, to inform you of the incident, our
response, and the steps you may take to help protect your child’s information should you believe it is
necessary.

What Happened? On or about March 5, 2026, our third-party information technology (IT) service provider
experienced a cybersecurity incident, allowing unauthorized actors to use its system to access AAGCU IT
systems. We immediately initiated an investigation with the assistance of cybersecurity experts and resecured
AAGCU’s IT environment. Our investigation determined that the unauthorized actors who accessed the
service provider’s systems also may have accessed and copied certain files from AAGCU systems. We are
conducting a detailed review of the potentially affected files to determine whether they contained personal
information, the types of personal information that may have been involved, and the individuals to whom the
information pertains.

What Information Was Involved? As our review continues, we want to provide our members resources to
help protect against potential identity theft. Because affected files may contain your child’s account number,
date of birth, driver’s license number, passport number, Social Security number (SSN), tax identification
number, and routing number, we are offering complimentary access to 24 months of credit monitoring
services through Experian, a consumer credit reporting bureau that also specializes in fraud assistance and
remediation. Although account information was in affected files, no passwords, personal identification
numbers (PINs), or similar data was involved, and access to accounts is not possible with only this
information.

We have prioritized notifying our members of this incident. If our review concludes that additional
individuals’ data was affected, they will receive a separate notification.

What We Are Doing. We took immediate protective actions to contain the activity and retained industry-
leading cybersecurity experts to support our investigation and response. It is our priority to continue to deploy
the level of robust security protocols, continuous monitoring, and staff training needed to prevent
sophisticated cybersecurity threats.

What You Can Do. To help protect your child’s identity, we are offering complimentary access to Experian
IdentityWorks™ for 24 months.
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If you believe your child’s information was used fraudulently as a result of this incident and would like to
discuss how to address it, please reach out to an Experian agent at the number below. If you determine that
identity restoration support is needed, an Experian Identity Restoration agent is available to work with you
to resolve instances of fraud that occurred after the incident. This support may include helping you to contact
creditors to dispute charges and close accounts; assisting you to place a freeze on your credit file with the
three major credit bureaus; and facilitating your contact with government agencies to help restore your
identity.

Please note that Identity Restoration is available for 24 months from the date of this letter. This service will
be available to you at any time during the 24 months regardless of whether you enroll in credit monitoring.
Terms and Conditions for this offer can be found at www.Experian]DWorks.com/restoration.

We encourage you to activate the complimentary fraud detection tools available through Experian. This
product provides identity detection and support services to help resolve instances of identity theft. To start
monitoring your child’s personal information, please follow the steps below:

= Visit the Experian IdentityWorks website to enroll: http://www.experianidworks.com/minorplus; or
call the customer care team to enroll: 877-769-1112

= Ensure you enroll by July 31, 2026 by 11:59 pm UTC (Your code will not work after this date).

* Provide your activation code: ABCDEFGHI

= Provide your child’s information when prompted.

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

You can contact Experian immediately regarding fraud issues, and you may access the following features
once enrolled:

= Social Security Number Trace: Monitoring to determine whether enrolled children in your
household have an Experian credit report. Alerts for all names, aliases and addresses that become
associated with your child’s SSN on the Experian credit report.

= Internet Surveillance: Technology that searches the web, chat rooms & bulletin boards 24/7 to
identify trades or sales of your personal information on the dark web.

= Jdentity Restoration: Identity Restoration specialists are immediately available to help address
credit and non-credit related fraud.

» Experian IdentityWorks ExtendCARE™: You receive the same level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

* $1 Million Identity Theft Insurance': Provides coverage for certain costs and unauthorized
electronic fund transfers.

For More Information. We sincerely regret any inconvenience this may cause. If you have questions
regarding this incident, need assistance with Identity Restoration, or would like to enroll by phone, please
contact Experian’s customer care team by July 31, 2026 at 877-769-1112 Monday — Friday, 6 am — 6 pm
Pacific Time (excluding major U.S. holidays). Please provide engagement number ENGAGE# as proof of
eligibility for the Identity Restoration services.

Sincerely,

Alaska Air Group Credit Union

! The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please refer to
the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.

ENGAGE# P8119-L03



RECOMMENDED STEPS FOR IDENTITY THEFT PROTECTION

Review Your Credit Reports. We recommend that you review your child’s credit reports for unauthorized
activity, as well as account statements they may have. Parents and guardians may request a copy of their
child’s credit information by contacting the three credit reporting bureaus. To order your child’s free annual
credit report, go to www.annualcreditreport.com or call 877-322-8228.

e Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 800-525-6285
e Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 888-397-3742
e TransUnion, PO Box 1000, Chester, PA 19016, www.transunion.com, 800-916-8800

The credit bureaus also offer credit monitoring services that you can enroll in on behalf of your child. Credit
monitoring services monitor for the creation of a credit file in your child’s name and may include internet
surveillance, identity restoration support and identity theft insurance. Please contact each credit reporting
bureau or visit their website to view fees, terms, conditions, and exclusions.

If you believe your child is the victim of identity theft or have reason to believe your child’s personal
information has been misused, you should immediately contact the Federal Trade Commission and/or the
Attorney General’s office in your state. You can obtain information from these sources about steps to avoid
identity theft as well as information about fraud alerts and security freezes. You should also contact local law
enforcement to file a police report. Obtain a copy of the police report as creditors may require a copy if you
request that they correct your child’s records.

e Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue NW,
Washington, DC 20580, 877-IDTHEFT (438-4338), www.identitytheft.gov

Fraud Alerts. There are two types of fraud alerts you can place on your child’s credit report to put creditors
on notice that your child may be a victim of fraud—an initial alert and an extended alert. If your child has
been a victim of identity theft, you may request an initial fraud alert and a credit report for your child; you
will need to provide evidence of the identity theft. An extended fraud alert stays on your child’s credit report
for seven years. You can place a fraud alert on your child’s credit report by contacting any of the three major
credit reporting bureaus. When one has been notified, they will inform the other two.

Credit or Security Freezes: You have the right to place a credit freeze, also known as a security freeze, on
your child’s credit file, free of charge. No new credit can be opened in your child’s name without the use of
a PIN number that is issued to you after you initiate the freeze. A security freeze is designed to prevent credit
grantors from accessing your child’s credit report without your consent. If you place a security freeze,
creditors and other third parties will not be able to gain access to your child’s credit report unless you
temporarily lift the freeze. There is no fee to place or lift a security freeze. Unlike a fraud alert, you must
place a security freeze on your child’s credit file at each credit reporting bureau. Keep in mind, using a
security freeze may delay your child’s ability to obtain credit due to these extra security steps.

For information and instructions to place a security freeze, contact each of the credit reporting bureaus at the
addresses below:

e  Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
e  TransUnion Security Freeze, PO Box 160, Woodlyn, PA 19094, www.transunion.com
e  Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com

To request a security freeze, you must provide the following:

Your child’s full name (including middle initial as well as Jr., Sr., I1, II1, etc.);
Your child’s SSN; 0000003
Your child’s date of birth;

The addresses where your child has lived over the prior five years;
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Proof of current address such as a current utility or telephone bill;

6. A photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.); and

7. If your child is a victim of identity theft, include a copy of the police report, investigative report, or

complaint made to a law enforcement agency.

The credit reporting bureaus have one business day after receiving your request by toll-free telephone or
secure electronic means, or three business days after receiving your request by mail, to place a security freeze
on your child’s credit report. The credit bureaus must also send written confirmation to you within five
business days and provide you with a unique PIN or password that is used to authorize the removal of the
security freeze.

To lift the security freeze, you must submit a request either through a toll-free telephone number, a secure
electronic means maintained by a credit reporting bureau, or by sending a written request via regular,
certified, or overnight mail to the credit reporting bureaus. Include proper identification (your child’s name,
address, and SSN), the PIN number or password provided when you placed the security freeze, and the
identity of parties you would like to receive your child’s credit report or the specific period of time the credit
report should be made available. The credit reporting bureaus have one hour after receiving your request by
toll-free telephone or secure electronic means, or three business days after receiving your request by mail, to
lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure
electronic means maintained by a credit reporting bureau, or by sending a written request via regular,
certified, or overnight mail to each of the three credit bureaus and include proper identification (your child’s
name, address, and SSN) and the PIN number or password provided when you placed the security freeze.
The credit bureaus have one hour after receiving your request by toll-free telephone or secure electronic
means, or three business days after receiving your request by mail, to remove the security freeze.

A Summary of Your Rights Under the Fair Credit Reporting Act: The federal Fair Credit Reporting Act
(FCRA) promotes the accuracy, fairness, and privacy of information in consumer reporting bureaus’ files.
There are many types of consumer reporting bureaus, including credit bureaus and specialty agencies (such
as agencies that sell information about check writing histories, medical records, and rental history records).
This is a summary of your major rights under FCRA:

You must be told if information in your file has been used against you.

You have the right to know the contents of your file.

You have the right to ask for a credit score.

You have the right to dispute incomplete or inaccurate information.

Credit reporting bureaus must correct or delete inaccurate, incomplete, or unverifiable information.

Credit reporting bureaus may not report outdated negative information.

Access to your file is limited.

e You must give your consent for reports to be provided to employers.

e You may limit “prescreened” offers of credit and insurance you receive based on information in your
credit report.

e You have a right to place a “security freeze” on your credit report, which will prohibit a credit
reporting bureau from releasing information in your credit report without your express authorization.

e You may seek damages from violators.

e Identity theft victims and active-duty military personnel have additional rights.

For more information, you may visit www.consumerfinance.gov/learnmore, or write to: Consumer Financial
Protection Bureau, 1700 G Street N.W., Washington, DC 20552.
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