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To Whom It May Concern:  

 
We serve as counsel for Unibail-Rodamco-Westfield (“URW”) located at 2049 Century Park East, 42nd Floor, 
Los Angeles, CA 90067, and write to inform you of a cybersecurity incident.  
 
On February 18, 2026, URW discovered a cybersecurity incident that occurred between February 12, 2026 and 

February 18, 2026. The incident affected one of its IT systems, which resulted in unauthorized access to files 
containing limited loyalty-program customer information and newsletter-subscriber data related to one of its 
locations, Westfield Southcenter. Upon discovery, URW immediately took action to contain and investigate the 
incident, confirming that it did not impact the company’s broader IT or opera tional ecosystem. URW began a 

comprehensive review of the impacted files to determine the type of information contained therein and to whom 
that information related. On March 12, 2026, this comprehensive review process was completed.  
 
At that time, URW determined that information related to 5,723 Washington residents may have been subject to 
unauthorized access. The information believed to be risk may include a first and last name in combination with a 

date of birth. 
 

On March 18, 2026, URW sent written notice of this incident via email to all potentially impacted Washington 

residents pursuant to Washington state law. A copy of the written notice distributed via email has been provided 

with this submission. Out of an abundance of caution, URW also provided a notice on its Westfield Southcenter 

website as well as to statewide media in Washington.  

Please contact me should you have any questions. 
 

Very truly yours, 

 
Caitlin Lawlor, Esquire  
CIPRIANI & WERNER, P.C.  

http://www.c-wlaw.com/


Subject: Information Regarding Personal Data  

Dear Westfield Southcenter Customer, 

We are writing to inform you of a recent data security incident that may have involved some of 

your information associated with our loyalty program or newsletter subscription. We assure you 

that no financial information, including bank account or credit card numbers, or passwords were 

affected. 

On February 18, 2026, Unibail‑Rodamco‑Westfield (URW) identified unauthorized access to one 

of its IT systems. Immediate steps were taken to secure the environment, and a thorough 

investigation was launched. Through the investigation, URW determined that a database 

containing limited loyalty‑program customer information and newsletter‑subscriber data may 

have been subject to unauthorized access between February 12 and February 18, 2026. 

On March 12, 2026, URW completed a comprehensive review of the impacted database to 

determine which customers may have been affected. The information contained in this database 

potentially subject to unauthorized access may include your first and last name, and if provided, 

your date of birth.  

While we have no evidence of attempted or actual misuse of any information, we are providing 

you with this notification out of an abundance of caution and we want to ensure you have 

resources should you wish to take additional precautions.  

You may contact the three nationwide credit reporting agencies for information on fraud alerts 

or credit freezes: 

TransUnion 

Phone: 1‑800‑680‑7289 

Website: www.transunion.com 

Fraud Alert: P.O. Box 2000, Chester, PA 19016‑2000 

Credit Freeze: P.O. Box 160, Woodlyn, PA 19094 

Experian 

Phone: 1‑888‑397‑3742 

Website: www.experian.com 

Fraud Alert: P.O. Box 9554, Allen, TX 75013 

Credit Freeze: P.O. Box 9554, Allen, TX 75013 

Equifax 

Phone: 1‑888‑298‑0045 

Website: www.equifax.com 

Fraud Alert: P.O. Box 105069, Atlanta, GA 30348‑5069 

Credit Freeze: P.O. Box 105788, Atlanta, GA 30348‑5788 

http://www.transunion.com/
http://www.experian.com/
http://www.equifax.com/


Protecting your information is extremely important to us, and we continuously enhance our 

digital security measures to safeguard customer data.  Should you have additional questions or 

concerns, please do not hesitate to contact Unibail-Rodamco-Westfield at privacy@urw.com or 

at 2049 Century Park East, 42nd Floor, Century City, CA 90067.  

Thank you for your attention and for being a valued part of the Westfield Southcenter community.  

 

mailto:privacy@urw.com

