
January 26, 2026 

VIA WEB PORTAL 

Office of the Attorney General  
1125 Washington Street  
SE Olympia, WA 98504  
 

Re:  SoFi Bank, N.A. – Notice of a Security Incident 

To Whom It May Concern: 

On behalf of SoFi Bank, N.A., and its affiliates Prosper Securities, LLC and Social Finance, 
LLC (collectively, “SoFi”), I write to notify your office of a security incident (the “Incident”) at 
SoFi.  

On or around January 2, 2026, SoFi discovered unauthorized activity in its systems, which 
occurred as a result of social engineering. SoFi promptly activated its incident response process 
and took swift steps to stop the activity and strengthen its security measures. CrowdStrike, a 
leading cybersecurity firm, and other outside advisors were promptly engaged to investigate 
what happened and determine what data was affected. SoFi also notified law enforcement. No 
unauthorized activity has been observed since January 3, 2026. 

SoFi has since determined that name, address, email address, phone numbers, date of birth, and 
employment and education information of approximately 38,049 state residents were acquired by 
the unauthorized actor between December 31, 2026 and January 3, 2026. A sample notice is 
attached as Attachment A. The Bank is making required notices to customers.  

The Incident has not impacted SoFi’s customer-facing operations and SoFi has continued to 
serve its customers. To date, SoFi is not aware of and has not received any reports of fraud, 
identity theft, or compromises of consumer accounts related to the Incident.  

Protecting the privacy of personal information is a top priority for SoFi, and it is committed to 
maintaining the privacy of personal information in its possession.  

Should you have any questions concerning this notification, please contact me at 
vranch@sofi.org. Thank you. 

 

Sincerely, 

Valerie Franch 

Valerie Franch 
Associate General Counsel, Privacy 
vfranch@sofi.org 
 
 

mailto:vfranch@sofi.org


Attachment A - Sample Customer Notification 
 

HELLO {MEMBER NAME}, 

  

WE ARE WRITING TO INFORM YOU ABOUT A RECENT INCIDENT WHERE AN UNAUTHORIZED INDIVIDUAL WAS ABLE TO ACCESS 
SOME OF YOUR PERSONAL INFORMATION. HOWEVER, YOUR ACCOUNT, PASSWORD, AND DEBIT/CREDIT CARD NUMBER(S) 
WERE NEVER ACCESSED. NO MEMBERS’ ACCOUNTS WERE COMPROMISED, AND OUR INVESTIGATION TO DATE HAS FOUND NO 
EVIDENCE OF FRAUD AGAINST OUR MEMBERS’ ACCOUNTS AT SOFI. 

SINCE YOUR MONEY’S SAFETY IS OUR TOP PRIORITY, WE ARE KEEPING YOU INFORMED AND TAKING EXTRA PRECAUTIONS TO 
KEEP YOUR ACCOUNT SECURE. 

WHAT HAPPENED 

ON JANUARY 2, WE IDENTIFIED THAT A SCAMMER USED SOCIAL ENGINEERING TO ACCESS SOME OF OUR INTERNAL SYSTEMS 
OVER THE PREVIOUS TWO DAYS. SINCE SOFI MEMBERS’ ACCOUNTS ARE PROTECTED BY MULTIPLE LAYERS OF SECURITY, 
THEY NEVER HAD ACCESS TO ANYONE’S FINANCIAL ACCOUNTS OR THEIR MONEY. WE PROMPTLY SHUT DOWN THE ACTIVITY, 
INVESTIGATED WHAT INFORMATION THEY ACCESSED, AND IMPLEMENTED ADDITIONAL MONITORING AND OTHER SAFEGUARDS 
TO PROTECT OUR MEMBERS AND THEIR MONEY. 

WHAT INFORMATION WAS INVOLVED 

WE’VE DETERMINED THAT SOME OF YOUR PERSONAL INFORMATION WAS ACCESSED, INCLUDING YOUR NAME, DATE OF BIRTH, 
EMAIL AND MAILING ADDRESS, AND PHONE NUMBER. HOWEVER, THIS SCAMMER NEVER HAD ACCESS TO YOUR PASSWORD, 
ACCOUNT NUMBER(S), OR DEBIT/CREDIT CARD NUMBER(S). 

WHAT WE ARE DOING 

WE’VE PUT ADDITIONAL MONITORING AND OTHER SAFEGUARDS ON YOUR ACCOUNT IN ORDER TO PREVENT UNAUTHORIZED 
ACCESS AND WE’VE STRENGTHENED OUR PROCESSES TO PREVENT THIS TYPE OF ABUSE IN THE FUTURE. THIS MEANS YOU 
MAY BE ASKED FOR ADDITIONAL INFORMATION IF YOU CONTACT SOFI CUSTOMER SUPPORT, ATTEMPT TO MAKE CHANGES 
TO YOUR ACCOUNT, OR IF WE SEE UNUSUAL BEHAVIOR ON YOUR ACCOUNT. 

WHAT YOU CAN DO 

ALWAYS BE ON THE LOOKOUT FOR UNEXPECTED OR SUSPICIOUS COMMUNICATIONS FROM SOFI. WE WILL NEVER CALL, 
TEXT, OR EMAIL YOU ASKING TO SHARE YOUR PASSWORD OR SENSITIVE PERSONAL INFORMATION, TO ACCESS YOUR 
ACCOUNT, OR TO SEND OR TRANSFER MONEY. IF YOU RECEIVE A SUSPICIOUS MESSAGE FROM SOMEONE CLAIMING TO BE 
FROM SOFI, END THE CONVERSATION AND CONTACT US IMMEDIATELY. YOU CAN LEARN MORE ABOUT SOFI’S SECURITY 
FEATURES AND BEST PRACTICES HERE. 

TO REITERATE, NO MEMBERS’ ACCOUNTS WERE COMPROMISED, AND OUR INVESTIGATION TO DATE HAS FOUND NO EVIDENCE 
OF FRAUD AGAINST OUR MEMBERS’ ACCOUNTS AT SOFI. 

https://www.sofi.com/banking/security-and-protection/


  

FOR MORE INFORMATION 

PLEASE CONTACT (844) 820-7634 IF YOU HAVE QUESTIONS OR WOULD LIKE ADDITIONAL HELP. 

WE APOLOGIZE FOR THE INCONVENIENCE AND WORRY THIS MAY CAUSE. WE WILL ALWAYS DO WHAT IT TAKES TO KEEP 
YOUR MONEY SAFE. 

THANK YOU, 

THE SOFI TEAM 

  

ADDITIONAL INFORMATION 

To protect against possible fraud, identity theft or other financial loss, you should always remain 
vigilant, review your account statements, and monitor your credit reports. Provided below are the 
names and contact information for the three major U.S. credit bureaus and additional information 
about steps you can take to obtain a free credit report and place a fraud alert or security freeze 
on your credit report. If you believe you are a victim of fraud or identity theft, you can contact 
your local law enforcement agency, your state’s attorney general, or the Federal Trade 
Commission. Please know that contacting us will not expedite any remediation of suspicious 
activity. 
 
Information on Obtaining a Free Credit Report  
U.S. residents are entitled under U.S. law to one free credit report annually from each of the three 
major credit bureaus. To order your free credit reports, visit www.annualcreditreport.com or call 
toll-free at +1 (877) 322-8228. 
 
Information on Implementing a Fraud Alert or Security Freeze 
You may contact the three major credit bureaus at the addresses below to place a fraud alert on 
your credit report. A fraud alert indicates to anyone requesting your credit file that you suspect 
you are a possible victim of fraud. A fraud alert does not affect your ability to get a loan or credit. 
Instead, it alerts a business that your personal information might have been compromised and 
requires that business to verify your identity before issuing you credit. Although this may cause 
some short delay if you are the one applying for the credit, it might protect against someone else 
obtaining credit in your name. 
 
In addition to a fraud alert, you may also consider placing a security freeze on your credit report. 
A security freeze prohibits a credit reporting agency from releasing any information from a 
consumer’s credit report without written authorization. However, please be aware that placing a 
security freeze on your credit report may delay, interfere with, or prevent the timely approval of 
any requests you make for new loans, credit, mortgages, employment, housing or other services. 
 



A credit reporting agency may not charge you to place, temporarily lift, or permanently remove a 
security freeze. 
 
To place a fraud alert on your credit report, you must contact one of the credit bureaus below and 
the other two credit bureaus will automatically add the fraud alert. To place a security freeze on 
your credit report, you must contact all three credit bureaus below: 
 

Equifax: 

Consumer Fraud Division 

P.O. Box 740256 

Atlanta, GA 30374 

+1 (800) 525-6285 

www.equifax.com 

Experian: 

Credit Fraud Center 

P.O. Box 9554 

Allen, TX 75013 

+1 (888) 397-3742 

www.experian.com 

TransUnion: 

TransUnion LLC 

P.O. Box 2000 

Chester, PA 19016-2000 

+1 (800) 680-7289 

www.transunion.com 

 
To request a security freeze, you will need to provide the following information: 

1.​ Your full name (including middle initial as well as Jr., Sr., II, III, etc.); 
2.​ Social Security number; 
3.​ Date of birth; 
4.​ If you have moved in the past five (5) years, the addresses where you have lived over 

those prior five years; 
5.​ Proof of current address such as a current utility bill or telephone bill; and 
6.​ A legible photocopy of a government-issued identification card (state driver’s license or ID 

card, military identification, etc.). 
 
You may also contact the U.S. Federal Trade Commission (“FTC”) for further information on fraud 
alerts, security freezes, and how to protect yourself from identity theft. The FTC can be contacted 
at 400 7th St. SW, Washington, DC 20024; telephone +1 (877) 382-4357; or 
www.consumer.gov/idtheft. 
 
State Resources 
The state attorney general may also have advice on preventing identity theft, and you should 
report instances of known or suspected identity theft to law enforcement, your state attorney 
general, or the FTC.  

 

SoFi Technologies, Inc. values your privacy and the security of your personal information so please do not include sensitive personal 
information, such as your Social Security number, in any email or letter that you send to us. 

The information contained in this email message is PRIVATE and intended only for the personal and confidential use of the recipient 
named above. If the reader of this message is not the intended recipient or an agent responsible for delivering it to the intended 
recipient, you are hereby notified that you have received this message in error and that any review, dissemination, distribution or 
copying of this message is strictly prohibited. If you have received this communication in error, please notify us immediately by email, 
and delete the original message. 

http://www.consumer.gov/idtheft
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