
 

 

 

 

 

 

 

EXHIBIT 1 



This notice will be supplemented with any new significant facts learned subsequent to its 
submission.  By providing this notice, Open Practice Solutions, LTD (“OPS”) does not waive any 
rights or defenses regarding the applicability of Washington law, the applicability of the 
Washington data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On June 26, 2025, OPS was alerted to a potential issue in the billing summary available within its 
billing portal. OPS immediately launched an investigation and determined that due to a 
misconfiguration in a software update deployed that morning, portal users were able to view the 
billing summary of certain other users affiliated with the same provider. This misconfiguration 
was in place for approximately five (5) hours. OPS then undertook a comprehensive review of the 
at-risk data to determine if any sensitive information could be affected, and to whom it related. 
Once its investigation was complete, OPS began notifying impacted customers on August 20, 
2025, with the offer to provide notice to individuals and regulators on those customers’ behalf. 

The information that could have been subject to unauthorized access includes individual’s first and 
last name, provider name, date of service, and service provided. Addresses, phone numbers, Social 
Security numbers, financial account information and health insurance information were not 
viewable and were not involved in this error. 

Since the event, OPS has implemented new security enhancements to better protect user 
information that include: 

1. Enhanced Data Filtering: These filters ensure that the data sent to a user's browser 
belongs to them, preventing the possibility of cross-account data exposure. If an error 
occurs, the user will be logged out and a high priority alert is sent to OPS.

2. Enhanced Development Processes: OPS further matured its Software Development Life 
Cycle by refining processes, retraining teams, and embedding stronger security protocols. 
This ensures that security is central at every stage of software design and deployment, while 
positioning OPS to evolve with best practices and emerging standards.

3. Expanded Automated Testing: OPS added more automated tests to its software build 
procedures. This creates an additional layer of security to automatically catch potential 
configuration issues before any system updates are released. 

Notice to Washington Residents 

On October 10, 2025, OPS began providing written notice of this incident to one thousand two 
hundred two (1,202) Washington residents.  Written notice is being provided in substantially the 
same form as the letter attached here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering the event, OPS moved quickly to investigate and respond to the incident, assess 
the security of OPS systems, and identify potentially affected individuals. 

OPS is providing impacted individuals with guidance on how to better protect against identity theft 
and fraud, information on how to place a fraud alert and security freeze on one’s credit file, the 



contact details for the national consumer reporting agencies, information on how to obtain a free 
credit report, a reminder to remain vigilant for incidents of fraud and identity theft by reviewing 
account statements and monitoring free credit reports, and encouragement to contact the Federal 
Trade Commission, their state Attorney General, and law enforcement to report attempted or actual 
identity theft and fraud. 

OPS is providing written notice of this incident to relevant state and federal regulators, as 
necessary, including the U.S. Department of Health and Human Services and prominent media 
pursuant to Health Insurance Portability and Accountability Act (HIPAA), and to the three major 
credit reporting agencies, Equifax, Experian, and TransUnion.   



 

 

 

 

 

 

 

EXHIBIT A 



Dear ,

 
We are writing to notify you of an error that may have involved some of your information. OPS is providing
information about the error, our response to it, and resources available to you to help protect your information,
should you feel it appropriate to do so.

What Happened? On June 26, 2025, we were alerted to a potential issue in the billing summary available within
our billing portal.  We immediately launched an investigation and determined that due to a misconfiguration in a
software update deployed that morning, another OPS customer may have had access to some of your billing
information.  This misconfiguration was in place for approximately five (5) hours. Although we have no evidence
that your information was specifically viewed, we are providing this notification out of an abundance of caution.
We are not aware of any attempted misuse of your information.

What Information Was Involved? The information potentially involved included your first and last name, provider
name, date of service and service provided. Your address, phone number, Social Security number, financial
account information and health insurance information were NOT viewable and were NOT involved in this error.

What We Are Doing. The confidentiality, privacy, and security of personal information is among our highest
priorities, and we have strict security measures in place to protect information in our care. Upon becoming aware
of this error, we immediately took steps to correct the misconfiguration and conducted an investigation to
determine the full scope of potentially accessed information.

What You Can Do. While we do not believe you need to take any specific action as a result of this error, we are
providing the enclosed "Steps You Can Take to Help Protect Personal Information" as a guide to general best
practices.

For More Information. We understand that you may have questions about this error that are not addressed in
this letter. If you have additional questions or need assistance, please call our dedicated assistance line at 877-
396-3218 between the hours of 9:00 a.m. to 9:00 p.m. Eastern time, Monday through Friday, excluding all major
U.S. holidays.

 

Sincerely,

 

Open Practice Solutions

Open Practice Solutions
300 Executive Pkwy W STE 300
Hudson, OH 44236  

RETURN SERVICE REQUESTED
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