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Re: Notice of Data Security Incident 

 
Dear Attorney General Ferguson,  
 
My firm represents Zacks Investment Research, Inc. (“Zacks”) in connection with a recent data security 
incident described in greater detail below. Zacks provides investment research, including stock research, 
analysis and recommendations, to its customers through various subscription products. The purpose of 
this letter is to notify you that the personal information of certain Washington residents may have been 
involved in a recent data security incident.  
 

1. Nature of the Data Security Incident 

On December 28, 2022, Zacks determined that an unknown third party had gained unauthorized access 
to an older database of Zacks customers who had signed up for a Zacks investment research product 
from 1999 to March 2005. Zacks took immediate steps to investigate the breach with the assistance of 
cybersecurity experts. The investigation revealed that an unknown actor likely gained access to certain 
information in the database without authorization sometime between November 2021 and August 2022.   

2. Type of Information and Number of Washington Residents Affected  

The breach involved personal information including the name, address, phone number, email address, 
and password to a Zacks online account. The breach did not involve any customer credit card 
information, any other customer financial information, or any other customer personal information.  
Zacks is not aware of the misuse of any information that may have been involved. 
 
By no later than January 27, 2023, Zacks will notify the 18,815 Washington residents whose personal 
information may have been involved in this matter. The notification will be sent via email. A sample 
copy of the notification is attached.  
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3. Steps Taken Relating to the Incident  
 
As soon as Zacks discovered the incident, it took steps to secure its systems and launched an 
investigation to determine what happened and whether personal information had been accessed or 
acquired without authorization. Zacks also implemented a process so that Zacks customers' accounts 
cannot be accessed with the compromised password. The process will require each affected user to 
change his/her password when he/she next attempts to access his/her account. Zacks has and is 
continuing to implement additional security features to help ensure and increase the security of its 
systems both internally and externally to reduce the risk of a similar incident occurring in the future. 
Zacks is also evaluating additional measures to further enhance protocols for the protection of personal 
information. 
 

4. Contact Information  
 
Zacks is committed to protecting the security of the personal information of its customers. If you have 
any questions or need any additional information, please contact me at (312) 840-7094 or by email at 
bmartin@burkelaw.com. 
 
 
  

Sincerely, 
 

 

      Brittany A. Martin  

Brittany A. Martin, Esq. 

Burke, Warren, MacKay & Serritella, P.C.  
 

 
 

Encl.   Sample Washington Resident Notification  
 
 
 
 
 
 
 
 
 
  



 

 

 

January 27, 2023 

Re: Notice of Data Breach 

Dear Zacks Member, 

Zacks Investment Research ("Zacks") takes the privacy and security of your personal information seriously. We are writing to inform 

you of a data security incident that may have affected your personal information. While we have found no indication that your personal 

information has been used inappropriately, we are providing you with this notice and steps you can take to help protect your 

information. 

What Happened? On December 28, 2022, Zacks learned that an unknown third-party had gained unauthorized access to certain 

customer records described below. We believe the unauthorized access occurred sometime between November 2021 and August 

2022. Upon this discovery, Zacks took immediate action to implement additional security measures to our network, and to investigate 

and understand the scope of the incident. 

What Information Was Involved? The information involved comes from an older database of Zacks customers who had signed up 

for the Zacks Elite product between November 1999 through February 2005. The specific information we believe to have been 

accessed is your name, address, phone number, email address, and password used for Zacks.com. We have no reason to believe 

any customer credit card information, any other customer financial information, or any other customer personal information was 

accessed. 

What We Are Doing. Zacks takes this event seriously. Zacks has already implemented additional security measures to our network and 

a process so that your Zacks account cannot be accessed with the compromised password. This process will require you to change 

your password when you next attempt to access your account. Also, while Zacks is constantly monitoring and updating our system to 

safeguard customer information, including in consultation with our outside cybersecurity expert, as a result of this incident, we are 

conducting an investigation and continuing our ongoing efforts to evaluate and implement additional measures to further enhance 

our protocols for the protection of your personal information. 

What You Can Do. When you log into your Zacks account, you will be prompted to change your password. You should also change the 

password for all other online accounts for which you used the same e-mail address and password as your Zacks account. It is also 

recommended that you monitor financial accounts and consumer credit reports. 

Other Important Information. We regret this incident and apologize for any concern it may have caused you. We remain vigilant to 

protect your personal information. We have purposefully not included a link or electronic reply address in this notice because 

consumers should not provide personal information in response to electronic communications regarding security breaches. 

For more information. If you have any further questions regarding this incident, please call our toll-free response line that we have 

set up to respond to questions at 1-855-813-3507, Monday-Friday, between 9:00 a.m. and 5:00 p.m. Central time. 

Sincere regards, 

Zacks Investment Research 



 

 

Below is a list of suggestions of how you can best protect yourself. 

1. Review your bank, credit card and debit card account statements over the next twelve to 

twenty-four months and immediately report any suspicious activity to your bank or credit 

union. 

You may monitor your credit reports with the major credit reporting agencies: 

 

 

 

 

 

 

You may obtain a free copy of your credit report from each of the three major credit reporting agencies 

once every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free 1-877-322-8228, 

or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request 

Service, P.O. Box 105281, Atlanta, GA 30348.  

Call the credit reporting agency at the telephone number on the report if you find: 

• Accounts you did not open. 

• Inquiries from creditors that you did not initiate. 

• Inaccurate personal information, such as home address and Social Security number. 

 

2.  You may want to consider placing a fraud alert on your credit report. An initial fraud alert is 

free and will stay on your credit file for at least one year. The alert informs creditors of possible fraudulent 

activity within your report and requests that the creditor contact you prior to establishing any accounts in 

your name. To place a fraud alert on your credit report, contact any of the three credit reporting agencies 

identified above. Additional information is available at http://www.annualcreditreport.com. 

 

3.  You have the right to put a security freeze on your credit file for up to one year at no cost. 

This will prevent new credit from being opened in your name without the use of a PIN number that is issued 

to you when you initiate the freeze. A security freeze is designed to prevent potential creditors from 

accessing your credit report without your consent. As a result, using a security freeze may interfere with or 

delay your ability to obtain credit. You must separately place a security freeze on your credit file with each 

credit reporting agency. In order to place a security freeze, you may be required to provide the consumer 

reporting agency with information that identifies you including your full name, Social Security number, 

date of birth, current and previous addresses, a copy of your state-issued identification card, and a recent 

utility bill, bank statement or insurance statement. 

 

4.  Additional Free Resources: You can obtain information from the consumer reporting 

agencies, the FTC, or from your respective state Attorney General about fraud alerts, security freezes, 

and steps you can take toward preventing identity theft. You may report suspected identity theft to 

local law enforcement, including to the FTC or to the Attorney General in your state.  

 

FTC Contact Information: 600 Pennsylvania Ave, NW Washington, DC 20580, Website: 

consumer.ftc.gov, Phone: 1-877-438-4338 

Equifax 
 

1-888-378-4329 

P.O. Box 740241 

Atlanta, GA 30374 

www.equifax.com 

TransUnion 

 

1-833-395-6938 

P.O. Box 2000 

Chester, PA 19022 

www.transunion.com 

 

Experian 

 

1-888-397-3742 

P.O. Box 4500 

Allen, TX 75013 

www.experian.com 
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