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November 23, 2022 

Attorney General Bob Ferguson 
Office of the Attorney General 
1125 Washington Street SE 
Olympia, WA 98504 
 
Re: Unauthorized Disclosure of Personal Information 
 
Attorney General Ferguson: 
 
I write on behalf of loanDepot.com, LLC (“loanDepot” or the “Company”) to notify the Office of the 
Attorney General (the “Office”) of the unauthorized disclosure of personal information related to 
801 Washington residents, which was stolen by a former employee.  loanDepot has no evidence 
to suggest that personal information has been or will be misused.  Nevertheless, we are notifying 
the Office in accordance with the Washington Notice of Security Breaches Law1 and enclose a 
template copy of the notices being provided to potentially affected Washington residents. 
 
Data Theft 
 
The data at issue was taken by a former employee, Tamara “Tammy” Richards, with whom 
loanDepot is engaged in employment-related litigation.2  Ms. Richards revealed in a recent 
deposition that she stole consumer data nearly two years ago.  The spreadsheet included, among 
other things, loan application data including loan numbers, property states, FICO scores, loan-to-
value ratios, debit-to-income ratios, and application dates for nearly 8,000 borrowers, of which 
801 were residents of Washington.  It did not include consumers’ names or addresses, or any 
password or access keys needed to access consumers’ accounts.  She acknowledged that this 
data was private consumer information and that her taking it violated the Company’s policies and 
Code of Conduct.3  This information has been stored, unencrypted, on her personal cell phone, 
in video form since November 2020. 
 
 

 
1 Wash. Code Ann. §§ 19.255.005 et seq. 

2 Richards v. loanDepot, Inc., et al., Orange County Superior Court, Case No. 30-2021-01222421-CU-WT-
CJC (the “lawsuit”). Several of Ms. Richards’ causes of actions have since been dismissed, as have the 
individual defendants. (See Dkt. 66.) loanDepot vehemently denies each of the allegations raised in Ms. 
Richards’ demand and her lawsuit. 

3 She also indicated that she knew that emailing or downloading it would have been detected on the 
Company’s systems—one of several controls the Company has in place to ensure consumer and Company 
information is protected—and she therefore took affirmative steps to avoid detection by accessing an excel 
spreadsheet and scrolling through borrower data while recording her monitor on her phone. 
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Data Sharing 
 
In an effort to advance her litigation, Ms. Richards has contacted several regulators, including the 
Consumer Financial Protection Bureau (“CFPB”), to make unsubstantiated and inaccurate claims 
about the Company.  In so doing, we learned that this consumer data was provided to the CFPB 
by the individual, but the CFPB did not, to our knowledge, take steps to inform consumers, state 
regulators, or the Company about its theft, nor did it take steps to ensure the information was 
safeguarded, either by directing its deletion or encryption by Ms. Richards.  Notably, Ms. Richards 
concedes that this data did not relate to claimed violation of law.  
 
The Company has since directed that she and her counsel delete the stolen personal information 
and is contacting the CFPB to request that it similarly secure or delete the personal information.  
 

* * * * 
 
This was an isolated incident that occurred in knowing violation of loanDepot’s stringent data 
security and employee confidentiality policies, as the employee acknowledges, undertaken via 
steps designed to avoid detection of such violation. loanDepot is not aware of any fraud or misuse 
arising from the former employee’s theft of the personal information but is sending notification 
letters to all 801 of the potentially affected Washington residents identified, beginning on or about 
November 28, 2022.  loanDepot will also provide one year of free identity protection and credit 
monitoring services to notified individuals who opt in.  loanDepot will provide updated reporting to 
the Office regarding this matter should further relevant information become available.   
 
If you have any questions or need further information regarding this matter, please contact me at 
312-881-6685 or kgoodman@cooley.com. 
 
Best regards, 

 
Kate Goodman 
 
Enclosure 
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[DATE] 
 
[Name] 
[Address] 
[City], [State] [Zip] 
[Phone Number] 
 
Dear [Name], 
 
On behalf of loanDepot.com, LLC (“loan Depot”), we are writing to inform you of a recent security incident 
involving your mortgage loan application number and financial information used to evaluate your 
application.  Your name and address were not linked to this information and while we have no evidence 
that your mortgage loan application number and financial information have been misused, we are 
notifying potentially affected individuals and are providing them with the opportunity to enroll in free credit 
monitoring. 
 
What happened? loanDepot recently became aware of the unauthorized acquisition of mortgage loan 
data for a small subset of customers by a then-current, now former, employee.   
 
What information was involved? The information involved in the incident included your mortgage loan 
application number, state of residence, credit score, loan-to-value ratio, debt-to-income ratio, and 
application date.  The information was not linked to any customer names, addresses or social security 
numbers.   
 
What we are doing.  We notified applicable state regulatory and law enforcement authorities and took 
prompt action to direct the former employee to delete the mortgage loan data.  These measures are in 
addition to those we have regularly maintained, which include annual cyber security audits, threat 
prevention and detection software, and strict policies against the removal of consumer information from 
loanDepot’s systems. 
 
What we are doing to protect your information: 
To help protect your identity, we are offering a complimentary 1 year membership of Experian’s® 
IdentityWorksSM. This product provides you with superior identity theft detection and resolution of identity 
theft. To activate your membership and start monitoring your personal information please follow the steps 
below: 
 

 Ensure that you enroll by [DATE] (Your code will not work after this date.) 
 Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/3bplus 
 Provide your activation code: [CODE] 

 
If you have questions about the product, need assistance with identity restoration or would like an 
alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team 
at 877-890-9332 by [DATE]. Be prepared to provide engagement number [NUMBER] as proof of 
eligibility for the identity restoration services by Experian. 
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ADDITIONAL DETAILS REGARDING YOUR 12 MONTH EXPERIAN IDENTITY WORKS 
MEMBERSHIP: 
 
A credit card is not required for enrollment in Experian IdentityWorks. 
 
You can contact Experian immediately regarding any fraud issues, and have access to the following 
features once you enroll in Experian IdentityWorks: 
 

 Experian credit report at sign up: See what information is associated with your credit file. 
 Daily credit reports are available for online members only. * 
 Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of 

fraud. 
 Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to 

identify trading or selling of your personal information on the Dark Web. 
 Identity Restoration: Identity Restoration specialists are immediately available to help you 

address credit and non-credit related fraud. 
 Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity 

Restoration support even after your Experian IdentityWorks membership has expired. 
 Up to $1 Million Identity Theft Insurance**: Provides coverage for certain costs and 

unauthorized electronic fund transfers. 
 
If you believe there was fraudulent use of your information and would like to discuss how you may be 
able to resolve those issues, please reach out to an Experian agent at 877-890-9332 If, after discussing 
your situation with an agent, it is determined that Identity Restoration support is needed, then an Experian 
Identity Restoration agent is available to work with you to investigate and resolve each incident of fraud 
that occurred (including, as appropriate, helping you with contacting credit grantors to dispute charges 
and close accounts; assisting you in placing a freeze on your credit file with the three major credit 
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper 
condition). 
 
Please note that this Identity Restoration support is available to you for 2 years from the date of this 
letter and does not require any action on your part currently. The Terms and Conditions for this offer 
are located at www.ExperianIDWorks.com/restoration. You will also find self-help tips and information 
about identity protection at this site. 
 

Other Important Information. We also are providing you the following information about steps 
consumers can take to protect against potential misuse of information. 

We urge you to remain vigilant for incidents of potential fraud and identity theft, including by regularly 
reviewing your account statements and monitoring your credit reports. If you discover any suspicious or 
unusual activity on your accounts or suspect identity theft or fraud or anything you do not understand, 
please call your financial institution(s). 

In addition, you may contact the Federal Trade Commission (“FTC”) or law enforcement, including your 
state Attorney General, to report incidents of identity theft or to learn about steps you can take to protect 
yourself from identity theft. To learn more, contact the FTC by visiting www.ftc.gov/idtheft, calling 877-
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438-4338, or writing to the FTC’s Consumer Response Center, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580. If you file a police report for identity theft, you should obtain a copy of such report 
as you may need to give copies of the report to others to remedy any fraudulent activity. 

You may also periodically obtain a free copy of your credit report from each nationwide credit reporting 
agency (“CRA”). If you discover information on your credit report arising from a fraudulent transaction, 
you should request that the CRA delete that information from your credit report file. You are entitled to 
one free copy of your credit report every 12 months from each of the three CRAs. You may obtain a copy 
of your credit report by visiting www.annualcreditreport.com or by calling 1-877-322-8228. You may 
contact the CRAs at: 

 

You may obtain additional information from the FTC and the CRAs about fraud alerts and security 
freezes. You can add a fraud alert to your credit report file at no cost to help protect your credit 
information. A fraud alert can make it more difficult for someone to get credit in your name because it 
tells creditors to follow certain procedures to protect you, but it also may delay your ability to obtain credit. 
You may place a fraud alert in your file by calling just one of the three CRAs listed above. As soon as 
that CRA processes your fraud alert, it will notify the other two CRAs, which then must also place fraud 
alerts in your file.  

You can also contact each of the CRAs at the numbers listed above to place a security freeze at no cost 
to restrict access to your credit report. You will need to supply your name, address, date of birth, Social 
Security number, and other personal information. After receiving your request, each CRA will send you 
a confirmation letter containing a unique PIN or password that you will need in order to lift or remove the 
freeze. You should keep the PIN or password in a safe place.  

You also have other rights under the Fair Credit Reporting Act (“FCRA”). For further information about 
your rights under the FCRA, please visit: 
http://files.consumerfinance.gov/f/201410_cfpb_summary_your-rights-under-fcra.pdf. 

 
For More Information. For more information about this incident, or if you have questions or concerns, 
you may contact a dedicated team at [NUMBER] between the hours of 8 a.m. to 10 p.m. Central time, 
Monday through Friday (excluding major U.S. holidays), and from 10 a.m. to 7 p.m. Central time, on 
Saturday and Sunday.  
 

Equifax (www.equifax.com) 
General Contact: 

P.O. Box 740241, Atlanta, GA 
30374 
800-685-1111 

Fraud Alerts and Security 
Freezes: 
P.O. Box 740256, Atlanta, GA 
30374 
 

Experian 
(www.experian.com) 
General Contact: 

P.O. Box 2104, Allen, TX 
75013 
888-397-3742 

Fraud Alerts and Security 
Freezes: 
P.O. Box 9554, Allen, TX 
75013 

TransUnion 
(www.transunion.com) 
General Contact, Fraud 
Alerts and Security 
Freezes: 

P.O. Box 2000, Chester, PA 
19022 
800-916-8800 
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For District of Columbia Residents: You may obtain information about avoiding identity theft from the 
District of Columbia Attorney General’s Office: Office of the Attorney General, 400 6th Street, NW, 
Washington, DC 20001, 202-727-3400, https://oag.dc.gov/. 
 
We sincerely apologize for this incident and any inconvenience it may have caused you. 
 
Sincerely, 
 
 
 
Raymond Mahdian 
Director, Customer Experience. 
Rmahdian@loanDepot.com 
888-337-6888 Ext 4214 
 
* Offline members will be eligible to call for additional reports quarterly after enrolling. 
 
** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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