
Appendix

On June 14, 2022, Overlake Medical Center & Clinics (“Overlake”) learned that an unidentified 
third party obtained the login credentials for one Overlake staff member’s email account. Because 
Overlake has a comprehensive information security (IS) program, it was able to identify and 
quickly respond to the issue and within hours secured the account and immediately began an 
investigation. The investigation determined that the third party had access to the staff member’s 
email between June 13 and June 14, 2022. 

The investigation could not rule out the possibility that the third party accessed some information 
stored in the email account, which included 519 Washington residents’ names and one or more of 
the following: dates of birth, medical record number, patient account numbers, health insurance 
information, dates of service, treatment cost information, and limited health information related to 
billing (such as diagnosis codes and treatment information). Social Security numbers and financial 
account information were not involved. No other Overlake information systems or applications 
were affected by this incident, and Overlake’s security protocols prevented the third party from 
gaining additional access. 

On August 12, 2022, Overlake began mailing notification letters to the Washington residents via 
United States First-Class mail, in accordance with the Health Insurance Portability and 
Accountability Act (“HIPAA”), 45 C.F.R. § 160.404).1 A copy of the notification letter is enclosed. 
Overlake recommends patients review statements they receive from their healthcare providers and 
health insurer, and report any inaccuracies to the provider or insurer immediately.  Overlake has 
established a dedicated, toll-free call center for individuals to call with questions about the 
incident. 

Overlake has and will continue to take steps to mitigate this incident and help prevent something 
like this from happening again, including continuing comprehensive training for staff members.

1 Overlake is notifying your office of this incident in accordance with Wash. Rev. Code § 19.255.030.



Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,

This letter is to inform you of a recent cybersecurity incident that may have involved some of your information maintained 
by Overlake Medical Center & Clinics (“Overlake”). 

On June 14, 2022, we learned that an unidentified third party obtained the login credentials for one Overlake staff 
member’s email account. Because Overlake has a comprehensive information security (IS) program, we were able to 
identify and quickly respond to the issue and within hours secured the account and immediately began an investigation. 
The investigation determined that the third party had access to the staff member’s email between June 13 and June 
14, 2022. Our investigation cannot rule out the possibility that the third party accessed some information stored in the 
email accounts, which included your name and one or more of the following: date of birth, medical record number, 
patient account number, health insurance information, date(s) of service, treatment cost information, and limited health 
information related to billing (such as diagnosis codes and treatment information). Your Social Security number and 
financial account information were not included. No other Overlake information systems or applications were affected 
by this incident, and Overlake’s security protocols prevented the third party from gaining additional access. 

We have no reason to believe, at this time, that any patient information stored in the affected email account has been 
misused as a result of this incident. However, in an abundance of caution, we wanted to advise you of this incident and assure 
you that we take it very seriously. We recommend you review the statements you receive from your healthcare providers 
and health insurers. If you see charges for services you did not receive, please contact the provider or insurer immediately. 

It’s an unfortunate reality that health systems and other industries throughout the world continue to face persistent 
cybersecurity threats. Overlake has a robust IS program that strives to always protect the privacy and security of our 
patients’ and employees’ information. Overlake has and will continue to take steps to mitigate this incident and help 
prevent something like this from happening again, including continuing comprehensive training for staff members. 

We sincerely regret that this situation occurred. We take very seriously our responsibility to protect our patients’ 
personal information. If you have further questions, please contact 1-XXX-XXX-XXXX, from 6 a.m. to 3:30 p.m. Pacific 
time, Monday through Friday, excluding major US Holidays.

Sincerely,

Jennifer McAleer
Chief Compliance & Risk Officer 

<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<state_province>> <<postal_code>>
<<country>>
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