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July 18th, 2022 
 
VIA EMAIL (SECURITYBREACH@ATG.WA.GOV) 
 
Attorney General Bob Ferguson 
Office of the Washington Attorney General 
Consumer Protection Division 
800 5th Ave, Suite 2000 
Seattle, WA 98104-3188 
 
Re: Incident Notification 
 
Dear Sir: 
 
 I am writing to notify you of a privacy incident affecting a downstream business 
associate of Premera Blue Cross as required under RCW 19.255.010 and 42.56.590.  
Community Care Health Network, LLC d/b/a Matrix Medical Network (“Matrix”) is a 
Premera business associate that  provides in-home medical assessments.   
 

Matrix was notified on 4/29/2022 by OneTouchPoint, Inc. (“OTP”), their printing 
and mailing business associate that they were the target of a ransomware attack which 
initiated on 4/27/2022.  They confirmed that there was unauthorized access to some of 
their servers.  Once OTP learned of the event, they engaged third-party forensic 
specialists to investigate the event and took actions to enhance its existing security 
measures to help ensure that a similar incident does not occur in the future.  OTP 
engaged to conduct negotiations with the attackers and a settlement was reached. 

 
OTP’s risk analysis concluded that forensics evidence could not be obtained to 

prove the threat actors did or did not access Premera’ s data in their Hartland data 
center due to corruption in a folder not allowing them to confirm the status.  Out of an 
abundance of caution, OTP identified that 1314 Premera members may have been 
affected by the Black Basta ransomware encryption.  Premera received an affected 
member list, verified and identified the state of residence on 6/20/2022.   Of the 1314 
total potentially members, 1303 are residents of Washington State.  All members are 
Medicare Advantage plan participants.  Based on the letters mailed to our members by 
OPT, the following PHI may have become visible:  name, member ID, address, health 
plan name and address, medical information , provider name and address.  No billing, 
financial, SSN or date of birth information were potentially disclosed. 

 



 
 

 

OTP will be providing individual notification letters to affected members starting 
the week of July 11th, 2022 (please see attached) as well as making required State and 
Federal regulatory notifications during that week.   

 
 
To help prevent something like this from happening in the future, OTP is taking 

additional steps  to implement additional safeguards and are reviewing policies and 
prociedures relating to data privacy and security. 
 
Please do not hesitate to contact me if you have any questions. 
 
 
Sincerely, 
 
Chris Brandt 
Privacy Official and Senior Privacy Manager 
Premera Blue Cross 
Columbia Bldg  M33B76 
7001 220th St SW  
Mountlake Terrace, WA 98043 
(425)918-5531 
Christopher.Brandt@Premera.com 
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