
 
 

VIA ELECTRONIC MAIL (SecurityBreach@atg.wa.gov)  

 

June 3, 2022 

Office of the Attorney General  
1125 Washington Street SE  
PO Box 40100 
Olympia, WA 98504-0100  
SecurityBreachAatg.wa.gov  

RE: Notification of a security breach of personal health information in compliance with 
RCW 19.255.010. 

Dear Sir or Madam: 

On April 5, 2022, Kaiser Foundation Health Plan of Washington (“Kaiser Permanente") 
discovered that an unauthorized party gained access to an employee’s email, potentially 
exposing personal data of 69,589 patients in Washington state. The protected health 
information potentially exposed includes first and last name, medical record number, dates 
of service, and laboratory test result information. Unauthorized access was terminated 
within hours after its discovery, and an investigation promptly commenced to determine the 
scope of the incident.  No financial data, Social Security number, or additional medical 
information was included. 

There is no evidence that identity theft or misuse of protected health information has occurred 
as a result of this incident. The risk to these patients’ data privacy is limited by the fact that 
potentially accessed data did not include Social Security numbers or financial information. 
Kaiser Permanente takes this incident seriously, and all affected patients are being contacted 
by mail directly.  Patients can also find information on the Kaiser Permanente website at 
www.kp.org/wa.  

Kaiser Permanente remains committed to safeguarding patients’ confidential information and 
is taking steps to prevent this type of incident from occurring in the future. Patients who are 
concerned that they may have been affected by this data security incident may contact Kaiser 
Permanente Member Services at 1-800-775-6027 (TTY 711) Monday through Friday, 8 a.m. 
to 5 p.m. For more information on ways to protect their identity, patients are encouraged to 
visit the Federal Trade Commission’s Identity Theft website at www.identitytheft.gov/.  

mailto:SecurityBreach@atg.wa.gov
http://securitybreachaatg.wa.gov/


 
 
 

 
 
Kaiser Permanente will be notifying the patients by letter as well as the Department of Health and Human 
Services’ Office for Civil Rights as required by Kaiser Permanente policy and applicable law.  A copy of the 
patient letter is attached.  We are providing this notice to you in accordance with RCW 19.255.010. If you 
have any questions about this matter, please contact me at 206-630-2131. 

Sincerely, 

  

Cyndy Harrison 
Privacy Officer 
1300 SW 27th St 
PO Box 9813 
Renton, Washington 98057 

  



 

 

1 
 

NOTICE OF DATA BREACH 

 
 
[DATE] 
 
 
[name] 
[address] 
[city, state zip] 
 
 
Dear [name], 
 
On behalf of Kaiser Foundation Health Plan of Washington (“Kaiser Permanente"), I am writing to inform you 
about a security incident that may have affected you. 
 
What Happened? 
Kaiser Permanente is committed to providing our patients with the best integrated care, which includes a 
strong commitment to patient privacy and information management. On April 5, 2022, Kaiser Permanente 
discovered that an unauthorized party gained access to an employee’s emails. We terminated the 
unauthorized access within hours after it began and promptly commenced an investigation to determine the 
scope of the incident. We have determined that protected health information was contained in the emails and, 
while we have no indication that the information was accessed by the unauthorized party, we are unable to 
completely rule out the possibility.   

We do not have any evidence of identity theft or misuse of protected health information as a result of this 
incident. However, we take this incident seriously, and this letter provides details of the incident and our 
response.  

What Information Was Involved? 
The protected health information potentially exposed included your first and last name, medical record number, 
dates of service, and laboratory test result information. Sensitive information such as your Social Security 
number and credit card numbers were not included in the information. 
 
What We Have Done: 
After discovering the event, we quickly took steps to terminate the unauthorized party’s access to the 
employee’s emails. This included resetting the employee’s password for the email account where unauthorized 
activity was detected. The employee received additional training on safe email practices, and we are exploring 
other steps we can take to ensure incidents like this do not happen in the future.  
 
What You Can Do: 
To obtain more information about identity theft and ways to protect yourself, visit the Federal Trade 
Commission’s Identity Theft website at https://www.identitytheft.gov.  
 
For More Information:  
On behalf of Kaiser Permanente, we offer our sincerest apology that this unfortunate incident occurred.  We 
assure you that safeguarding your information is one of our highest priorities. We value the trust that our 
patients have placed in us and encourage patients with questions to contact Member Services at (800)-775-
6027 (TTY:711) Monday through Friday between the hours of 8:00 a.m. and 5:00 p.m. Pacific Time, closed 
weekends, and holidays.   
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Sincerely, 

 
Cyndy Harrison 
Privacy Officer 
Ethics and Compliance 
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Notice of Nondiscrimination 

Kaiser Foundation Health Plan of Washington and Kaiser Foundation Health Plan of Washington Options, Inc. 

(“Kaiser Permanente”) comply with applicable Federal and Washington state civil rights laws and do not 

discriminate, exclude people, or treat them differently on the basis of race, color, national origin, age, disability, 

sex, sexual orientation, gender identity, or any other basis protected by applicable federal, state, or local law. We 

also: 

• Provide free aids and services to people with disabilities to communicate effectively with us, such as: 

– Qualified sign language interpreters 

– Written information in other formats (large print, audio, accessible electronic formats, and other 

formats) 

– Assistive devices (magnifiers, Pocket Talkers, and other aids) 

• Provide free language services to people whose primary language is not English, such as: 

– Qualified interpreters 

– Information written in other languages 

If you need these services, contact Member Services at 1-888-901-4636 (TTY 711). 

If you believe that Kaiser Permanente has failed to provide these services or discriminated in another way on 

the basis of race, color, national origin, age, disability, sex, sexual orientation, or gender identity, you can file a 

grievance with our Civil Rights Coordinator by writing to P.O. Box 35191, Mail Stop: RCR-A3S-03,  

Seattle, WA 98124-5191 or calling Member Services at the number listed above. You can file a grievance  

by mail, phone, or online at kp.org/wa/feedback. If you need help filing a grievance, our Civil Rights 

Coordinator is available to help you. 

You can also file a civil rights complaint with: 

• The U.S. Department of Health and Human Services, Office for Civil Rights electronically through the 

Office for Civil Rights Complaint Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or 

by mail or phone at: U.S. Department of  

Health and Human Services, 200 Independence Avenue SW., Room 509F, HHH Building, Washington, 

DC 20201, 1-800-368-1019, 800-537-7697 (TDD) 

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html 

• The Washington State Office of the Insurance Commissioner, electronically through the  

Office of the Insurance Commissioner Complaint portal available at 

https://www.insurance.wa.gov/file-complaint-or-check-your-complaint-status, or by phone at 800-

562-6900, 360-586-0241 (TDD). Complaint forms are available at 

https://fortress.wa.gov/oic/onlineservices/cc/pub/complaintinformation.aspx 
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